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A Proposal of CAPTCHA using Strangeness in
Machine Translation
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CAPTCHA is a technique to prevent automatic programs from being able to
acquire free Email or online service accounts. However, as many researchers
have reported, the conventional CAPTCHA could be defeated by recent
malwares since the ability of PCs get closer to that of human. Therefore
CAPTCHA should be based on an even more advanced human cognitive
processing ability. In this study, to realize a new CAPTCHA, we propose to use
a human ability to recognize “strangeness”. As an example, this paper focuses
on strangeness in machine translated sentences, and proposes a CAPTCHA
which detects malwares by checking if a user can distinguish natural sentences
created by human from machine translated sentences.
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Figure 1 An example of a CAPTCHA used for Google Accounts
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Figure 3 An overview of our SS-CAPTCHA
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MEbLELTCLE-TEY, iz, (TEKRA GSI & NS IZEHRWGAED) 0 ys=5
Wk 2 ERFER DR N 5 EERMIICE E > T LESTWADIE, 0 [a—F Dk

FFI0EIFEITLTCHD Y. T72b
DEFEO ML 5 ERIT S &0 ) EEEE 30
GS 4B FIEN T VA LTBIREN 5.

c BRSNS HEOLFEDOPIZ, NS & THHKZR GS) NEDLET OB EEENTWEEIZ, RBILKS
LET5.
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NEK EZR->TWnWBHEEZLND. THRZRGS] ZNSIZEDH D &,
PRAER LRI 8 BEIRRE A B A0, IRRE L CHOREIEBE LIS 220, Zh
1, TREKRZ NS) OEFEEDNEREZ2->TWa. U bEXky, 33 fiofiErick->T
[H%72 GS) X [RAKZANS)] ZELLFHBL, @YWV KD Z & OEEMEN
WE T,

0 ns=5 DEH D

L

JO55L XE K@ BN

abeE ANDCAPTCHAT .
%Y, 03X BROXEERIRLTIESL
B hESEHDY o H—BEETY.
BULEET, FH0 ot TT
EROEITOLS

HRHE, T2 Dt

U 1709 2D ATOECHYET
H(CAZ B2AISRCAZ &0

SRS 585D EESA DR
BF—Zr —FHEGELE EFICHS>TETIREA
HOFATRCENER > T CTET D EEF YIS,
R
-
Ready.
7 BRI O

Figure 7 An example of an authentlcatlon window of SS-CAPTCHA

2 FRRERTER &R

Table 2  Authentication success rate and time required for sentence selection

GS T
® ©) ®
C D C D C D

5 17.50% 52.50% 46.25% 71.25% 28.75% 71.25%
0 s 4 76.25% 93.75% 91.25% 98.75% 92.50% 98.75%

3 93.75% 100.00% 100.00% 100.00% 100.00% 100.00%

2 100.00% | 100.00% | 100.00% | 100.00% | 100.00% | 100.00%
TR IRE ] 69.36 [sec] 66.73 [sec] 60.37 [sec]

5. #&E

ARETIE, RESFXOFMENF L%
RablilEmd d.

EPEIZONWT, 4 BEOREBERTHE O

51 FIEHICONT

4 FEOEBRTIE, SCEERICEYR 45 B4, FBIEICEEK 60 AT 5 L0 9 i
RTHot=. T72bb, SS-CAPTCHA % 1 [AEFTT D L 205 ORFIN o> T L
F . FMEMER EODIlh, INETY = —X] BRO TFGE7 =— X IZHBITFLHITR
MUETHD.

MRET7 2 —X] IZBWCE, ISECTHATAIZENHELVESERS D] &)
WRENODEEOBERN D122 b Y, CXEERAOHEEGEZ EO L 9 ICRET
HIPNEBERRFFELE 2> TL 5. F0, 2 —PIIXEEZEKLTH DL H Z &722<,

HRZ CEZ BENICINET 2 HFIEORMN LS B RLEIL - T b B2 5.
[BFIET = — X IZBWTIE, 42 @iTlR_7ZEB0, EFEORODICEDRRC

HORAECLRNWE DI, HWEURCEREARRT LI EBNMHEATHD. L, 3.3 Hi
DOHAAIZFESNT THKRZR GS) R [REKAR NS 28R+ 25 2 & T, Kk
BEBND ETHREIND. £, T BIORGEEEIZERINDCEN 15 #HEL 0
W, BYIAHRIIKESI N EWVWHSHEHBRFOBER b7, 1 FORIUCIIT HLE
D& L ZETHS LTH SS-CAPTCHA 2R IE L HBET 2 MOV T HBF LT
SHERHDES .

F, BARSOINIBEL TS L OIS, Efa—3 (AR) I2E->T DBV (=
VHE—F A A MEEZAFLTWS) ] CAPTCHA THhE, £VME2ET 55X TH
S LTh, HbLEAKL S22V CAPTCHA ZEB 452 LN TE 50 LA
RV, INHOWENEISARENSBROMEE L TEHEMRL TV FPETHS.

520 REL¥ITONT

521 U LBERICKHHE

42 i CTHWEE R AT A (I5HOLEOHFNS S HOLETEEZRSR) IZBWT,
FTUAABRIZE D IELWICE (5 Ho NS) %3N 2 fERIT ,mmSme)f
HD. L, 42BOERERN S b1, AMITH-TH SEDONS 24
TIELSBIRTEZE2DITTHEHARY. Oy=4IZTDH5ZETABOZAREGSTHI L
MNTEDLN, ZTOMR, TUoFNRITUITEY 4 HO NS ZBIRT DHERIT 5C4 / 15Cy
(17273) £ 720, UV EIZBP LT LE . FIEMEELZR2EOR T 2 EE LT-#E
Y7 RT A= FEERF LTS BLERDH .
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522 HEHIZ &k 2IRE

SS-CAPTCHA 1%, THEWEIR 7' 1 7T JIMBH R BIBEZ BT CE-b 00, KA
ELTHRRXELZHIMICED Z EDRREETH D LWV TEND, BEITHEMEIRR
EFRWTER SN XEE AP ES T2 CE L OiZ2ZENE2 RO 5 2 & LR
DTN EWIHIREICESNT VWS, LA, NEMROENERARCEL A
MICED Z &) & TEMEOH A AR LT ERLSIT S 2 E0F, KL L
S CREEICHEE 2B TH D DICITRMAED . 2O WIS B RAICRE L,
SS-CAPTCHA NEEMEIC & - TAY IS NEERRIETH L2 N>V THHEL TV
SFETHS.

523 AEIDBEAN %iEA L 1= CAPTCHA D fE5:

AN DRET 215 L7 CAPTCHA DOffainN, KRt E > TET05.
OMBEITRE T T HEE4 5 /112 K % CAPTCHA OfFZE[9]) B X TRV 2+
A FR'EHIZ L D CAPTCHA OfEF[1, 10]] 56N 5.

@K E 4577112 L 5 CAPTCHA D fiE&E[9]

IR WVELE THEE Z R, EH L2V KED CAPTCHA %, KEL&HEHE I
BV, HHICHEZELTHEH 9 Z LT, CAPTCHA Z M\ L L D5 ¢ T2 EETHS.
ARBICKI LT, REFRNIHIBEOMMEZAL TS EEXOND. R
b, B2 HARGEEHWZ CAPTCHA %6, —ic, AAREEZREELE 52—V
TRITIE, HAREOXLEOLMAEROBENNIRMALL ZEIZE LW ALTHD. 5
WX DL, [ 7T ETHETFRLTNT 7y haEmbr 2 ENTERIEL W] &0 BEF
@ CAPTCHA R B2 70 B3 DO F 412~ SS-CAPTCHA DRI VB 70 57
W ORBEGMEPHEICELL 5.

@RV VA FNEEHIT XL D CAPTCHA Ofif#i[1]
B B A FEFRIE ISRV WG E RE RV IC, @FE L 72V CAPTCHA ([Z[EI%
LTHHHZET, CAPTCHA Z T L LD L TAKETHD.
ABBFRESFNUCBNTHREARMETH Y, FBILRIIREZER 2> TR,
LSt, BN USNOY—E AV A FEFIH L CHAEED CAPTCHA fi# it & il 5 RIEH
MHEZ T D EHREND Z LD, ZOMOKEICK L TREICHA LTt
WX 570,

6. BbYIc

AFETIE BERMEOHR ) 2F 22— v 7F A MIAVWSZ LT, ARBICIZAES T
MU IZ R EE 728 LV CAPTCHA D =t 7 &R LT, @REo—# & LT, #
MEIRRIC LV AER SN XENE T HEMEICER L, BB S -xmEE AN
fEo 7= XXFE L DY)V 4313 ZFIH L7z SS-CAPTCHA (2 OW TRt L7=.

%L, ARCTHELIBFTDZEnTE R o7 THARZR GSI B TRER
72 NS) ZHEBRT DA A O, GS OARTIE (MOSFE L OMAEDOER, Wi
BRRoOZEICBIT D GS OFHE) oW TORR, b5, BEFROLEMEI
OWVWTOFHMEZEFE L T FETHS.

BEE AL RFE (No.20-6290) DOIFTEBIKR % %17 T\ b, £, AHFIRIL—T,
(M) & = 2B 2R B O RFZEB ik & 2 1 T 5.
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