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There is a tremendous demand to electronically buy and sell goods over
networks. This field is called electronic commerce, and it has inspired a
large variety of work. Unfortunately, much of this activity ignores traditional transaction processing concerns — chiefly atomicity. This paper
discusses the role of atomicity in electronic commerce, pointing out various atomic flaws. Special attention is given to the atomicity problems of
digital money proposals. Two examples of highly atomic electronic commerce systems, NetBill and cryptographic postage indicia, are presented.
ELECTRONIC COMMERCE

If you regularly use the World Wide Web, you have probably noticed that much of the information on it is worth what
you pay for it. To improve the quality of available electronic information, we must create mechanisms to conveniently compensate the creators and owners of network information. If we want to put the Library of Congress online, we will first
have to find a way to compensate copyright owners.
Electronic commerce is an attempt to address such problems. The idea is to build mechanisms that make it simple to
buy and sell goods online. These mechanisms have attracted significant interest. Besides enabling a new type of commerce,
they appear to offer a variety of benefits, including increasing the range of information readily available to most people,
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making automatic search and retrieval of that
information easy, and reducing costs by simplifying or eliminating human involvement in
processing and fulfilling orders.
Here is one indicator of the excitement over
electronic commerce: The June 12, 1995, issue
of Business Week includes the following projection of the role of electronic commerce. This
projection is probably overly optimistic, but it
is a sign that electronic commerce is being
taken seriously in some quarters.

YEAR

TRADITIONAL
COMMERCE
(BILLION $)

ELECTRONIC
COMMERCE
(BILLION $)

1994

5,150

245

2000

8,500

1,650

2005

12,000

2,950

Here is another indicator: In 1994, J. C.
Penney, a well-known American retailer with a
reputation for not being especially high-tech,
sold $17 million worth of goods directly to
customers over computer networks (including
both the Internet and private services such as
CompuServe, America Online, Prodigy, etc.).
For many more indicators, visit the WWW
site http://www.yahoo.com, and see the tens of
thousands of electronic storefronts available.
There are many attempts to build electronic
commerce systems. Prominent examples of
organizations that have accomplished such
efforts are CMU (NetBill), CyberCash (and
CyberCoin), DigiCash, DEC (MilliCent), First
Virtual, FSTC (E-check), GCTech, IBM (iKP),
MasterCard and Visa (SET), Open Market,
Netscape (SSL) and the U.S. Postal Service.
(More firms join this list every day. Any bibliographic listing of references will rapidly
become dated, but endnotes [11], [35] and [36]
contain a nice summary of most of this work.)
Conferences on Principles of Distributed
Computing (PODC) have contributed concepts that are used heavily in electronic commerce. The most important are:
✦ Atomic transactions
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✦ Cryptographically secure protocols
✦ Secure computation
✦ Safe voting
✦ High reliability
This paper is concerned with the first concept, atomic transactions. I will discuss a variety of types of electronic commerce, and after
a discussion on atomicity, I will consider the
atomic properties of several electronic commerce protocols. This will be followed by a
discussion of the development of two highly
atomic protocols: the NetBill protocol and
cryptographic postage indicia.
My tone throughout the paper is informal.
I am afraid that you will not find formal definitions of types of electronic commerce atomicity below; indeed, I consider the formulation
of those formal definitions an open problem.
For those who crave more details presented in
a more formal manner, endnote [8] and the
appendix of [33] contain technical expositions
of the NetBill protocol; endnote [11] is the best
reference for a formal exposition of cryptographic postage indicia.
Note that throughout the text I use male
pronouns to refer to merchants and female
pronouns to refer to customers.
ELECTRONIC COMMERCE PROPERTIES

How can we characterize electronic commerce
protocols? Although there are a variety of
properties that we can use, this paper focuses
on atomicity. Since properties often interact in
a variety of non-trivial ways, however, it is
important to review several of them.
Atomicity

Atomicity allows us to logically link multiple
operations so that either all of them are executed or none of them. For example, in transaction processing one may execute a sequence
of code as follows:
EHJLQWUDQVDFWLRQ!
VWDWHFKDQJLQJRSHUDWLRQ
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VWDWHFKDQJLQJRSHUDWLRQ

VWDWHFKDQJLQJRSHUDWLRQQ
HQGWUDQVDFWLRQ!
When this block of operations is executed,
all of the state-changing operations inclusively
from 1 to n will be executed, or the state of
the system will be as if none of them had been
executed.
Why would atomicity ever fail to occur?
Well, if the transactions are being executed in
a distributed environment on multiple processors, then one of the processors executing a
state-changing operation or communication
between two processors executing statechanging operations may fail. In either case, it
may be impossible to complete the entire block
of state-changing operations. When this happens, it is necessary to roll back the processors
to a state consistent with the transaction having never been initiated in the first place.
Atomic transactions form the cornerstone
of modern transaction processing theory.
(Nancy Lynch and her fellow researchers have
written an encyclopedic book about atomic
transactions [16]; a tremendous resource for
those implementing atomic transaction processing systems is the standard textbook [10];
and for a thorough review of powerful rollback methods in the context of computer security and electronic commerce, see [29], [30],
and [31].) No non-atomic distributed transaction system would ever be tolerated by customers of data processing. As we shall see
below, however, the story is quite different in
the world of electronic commerce protocols.
Most of the proposed protocols are not atomic. For example, if I interrupt a communication between a merchant and a customer, I can
often throw an electronic commerce protocol

into an ambiguous state. Money or electronic
cash tokens may be copied (with different parties each believing that it has the true, valid
copy) or destroyed.
The following are three levels of atomicity
that protect electronic commerce protocols.
Money Atomicity
Money-atomic protocols effect the transfer of
funds from one party to another without the
possibility of creating or destroying money. For
example, a cash transaction is usually moneyatomic (unless the possibility exists of money
being counterfeited or destroyed). Money
atomicity is a basic level of atomicity that each
electronic commerce protocol should satisfy.
Goods Atomicity
Goods-atomic protocols are money-atomic, and
also effect an exact transfer of goods for money.
That is, if I buy a good using a goods-atomic
protocol, I will receive the good if and only if the
money is transferred. For network protocols,
goods atomicity is especially important for information goods. There must be no possibility that
I can pay without getting the goods, or get the
goods without paying. (Anyone who has had an
interrupted file transfer while downloading
information on the Internet is aware of the
importance of goods atomicity.) For example, a
cash-on-delivery parcel delivery is a good realworld approximation to an electronic commerce
protocol. I get the parcel exactly when I have
paid the delivery agent. Goods atomicity is an
important property that each electronic commerce protocol intended for information transactions should satisfy.
Certified Delivery
Certified-delivery protocols are money-atomic
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and goods-atomic protocols that also allow
both a merchant and a customer to prove
exactly which goods were delivered. If I buy a
document entitled “How to Make a Million
Dollars Fast on the Internet” and receive an
electronic copy of some unrelated material, I
will want to complain to an authority. To
rapidly resolve the question, both the merchant and the customer will want to be able to
prove the exact contents of what was delivered. For example, a certified-delivery protocol corresponds to a cash-on-delivery parcel
delivery when the contents of the parcel are
opened in front of a trusted third party who
immediately and permanently records the
exact contents of the parcel.
Certified-delivery protocols are helpful
when merchants and/or customers are not
trusted. Today, there is no effective way to distinguish a large, trustworthy WWW merchant
from a fly-by-night impressive electronic storefront that actually connects to a shop that contains a fraudulent operation.
Anonymity

Some people want to keep their purchases private. They do not want to have third parties
(or even merchants) know their identity. The
customer may want to be anonymous because
she is buying a good of questionable social
value (for example, pornography); does not
want to have her name added to a marketing
or mailing list; or simply personally values privacy. It may be for illegal reasons, for example,
tax evasion.
Although most paper money contains serial numbers, cash transactions can often have
anonymous properties. Serial numbers are
rarely traced and recorded, and if I buy something from a merchant who does not know me
or from a vending machine, my purchase is
often effectively anonymous.
David Chaum has been the most influential
advocate of anonymous electronic commerce
protocols. He has written a number of highly
influential papers on topics such as “anony-
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mous digital cash”; these in turn have inspired
many electronic commerce researchers who
have improved his protocols. A sophisticated
representative example of the current version
of his protocols can be found in [4].
Here is the way these protocols work:
1. A customer withdraws money from the
bank, receiving a cryptographic token that
can be used as money;
2. The customer applies a cryptographic
transformation to the money that still
allows a merchant to check its validity, but
make it impossible to trace the customer’s
identity.
3. The customer spends the money with the
merchant. (In doing so, the customer
applies a further cryptographic transformation so that the merchant’s identity is used
in the data.)
4. The merchant checks to make sure that he
has not received the token previously.
5. The merchant sends the goods to the customer.
6. At a later point, the merchant deposits his
electronic tokens at the bank.
7. The bank checks the tokens for uniqueness;
the identities of the customers remain
anonymous except in the case when a customer had double-spent a token. If a token
was double-spent, the identity of the customer is revealed and the network police
are notified of attempted counterfeiting.
Now consider when a communication failure happens around step (3). The customer has
no way of knowing if the merchant has
received her token or not. The customer has
two options:
✖ The customer can return her electronic
token to the bank (or spend it on a different merchant). If she does this, and
the merchant actually received her
token, then when the merchant cashes
in the token, the customer’s identity will
be revealed. Even worse, the customer
will likely be accused of fraud.
✖ The customer can take no action, failing
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to return her token. If she does this, and
the merchant never received her token,
then she is in danger of losing her
money. She will have never received the
good she attempted to purchase, and
she will be unable to use her money.
In either case, money atomicity breaks
down.
In many countries, most anonymous transactions are illegal. For example, in the United
States the Money Laundering Act (12 USC
§1829) requires that electronic commerce systems should both promptly report any transaction over $10,000 and store a copy of any
transaction over $100. These requirements
have not been tested in court for digital cash
systems. It is clear, however, that as currently
proposed, digital cash systems are illegal.
I also note that it is often possible to achieve
a limited form of anonymity by having a proxy
agent complete purchases for the customer. In
this case, the transaction may be easily traced
to the proxy agent who privately keeps the
identity of the true customer.
Security

Can we trust anyone in cyberspace?
Communications can be easily intercepted,
messages inserted, and the absolute identity
of other parties left uncertain. Clearly, security is important for any electronic commerce protocol.
By contemporary standards, it is unlikely
that the current form of the credit card, which
reveals a customer’s identity and charge numbers to a merchant or to anyone who can
obtain a copy of the receipt, would be accepted if it were introduced today.
Many electronic commerce systems depend
on some ultimate, trusted authority. For example, NetBill depends on the trustworthiness of
a central server. However, even in the case
where a trusted server is used, the effects of the
security failures of that server can be minimized. For example, in NetBill, detailed cryptographically unforgeable records are kept so
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that if the central server is ever corrupted, it
would be possible to unwind all the corrupted
actions and restore any lost money.
Transaction Size

The average credit card transaction has typically been estimated to be on the order of $50.
Depending on the arrangements made with a
bank, a merchant is paid approximately 30
cents plus 2% of the purchase price for each
transaction. For many telephone or mail order
businesses, the actual rate is closer to 50 cents
plus 2.25%.
If one is engaged in a transaction that is
only worth 10 cents or even 1 cent, the standard credit card rates would dominate the cost
of the item. Thus, a number of parties have
proposed support for microtransactions, or
transactions less than $1. (By no means is 1
cent the minimum transaction value of interest; Mark Manasse’s electronic commerce system is named MilliCent [17].)
Both NetBill and cryptographic postage
indicia are predicated on the concept of supporting microtransactions. Some of the design
decisions made for those systems can only be
understood by the microtransaction requirement. However, a detailed discussion of microtransactions is beyond the scope of this paper.
(For those who are curious: The key to most
microtransaction protocols is to aggregate
many small transactions using specially optimized protocols, and then charge the aggregated total as a large value transaction, a beautiful
application of protocol nesting. For a discussion of microtransactions in NetBill, see [27];
for a completely different approach, see [17]).
NON-ATOMIC ELECTRONIC
COMMERCE PROTOCOLS
DigiCash

DigiCash uses an anonymous digital cash protocol. As discussed earlier, digital cash protocols are not money-atomic; indeed, in the event
of a communication failure, they can fail to be
anonymous, too. Digital cash protocols use
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several rather computationally intense cryptographic operations and are thus quite expensive. I estimate that the real cost of processing a
single digital cash transaction is on the order of
$1 per transaction; DigiCash reportedly has
relatively high fees, suggesting that this expectation is correct. DigiCash in its current form is
not useful for microtransactions.
First Virtual

First Virtual allows users to buy goods freely
and then uses e-mail to confirm each and every
transaction with the customer. Aside from the
acceptability of flooding a user with e-mail for
purchases in this way, this model clearly preserves money atomicity but fails goods atomicity (since the customer can buy an item without
paying for it). (First Virtual takes a dim view of
communications security and encryption in any
form; in [3] Borenstein argues that communications security is “irrelevant” and dismisses
electronic commerce designers who postpone
deployment of their systems in order to guarantee strong security measures.)
First Virtual’s system can easily be a target
of fraud and atomicity failures. It is somewhat
better than digital cash, but inferior to other
electronic commerce systems. Ultimately, First
Virtual translates each electronic commerce
transaction into a credit card transaction,
making it of limited value for microtransactions in its current form. (First Virtual suggests
using aggregation, but aggregation cannot be
done across different merchants in a single
credit card transaction.)
SSL

Using cryptography, the Secure Socket Layer
(SSL) approach sets up a secure communication channel to transfer a customer’s credit
card number to the merchant. This approach
is equivalent to reading your credit card number over the phone to a merchant using a
secure telephone connection.
This approach offers money atomicity to
the extent that credit card transactions are
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money-atomic. However, its security properties are less clear; for example, since a (potentially unscrupulous) merchant has the
customer’s credit card number, he can use it to
commit fraud. (Merchant fraud is one of the
most serious problems facing the credit card
industry [37]. Lyndon LaRouche is a wellknown example of a person who was charged
with committing merchant credit card fraud.)
Goods atomicity is not addressed by SSL.
In its current form, SSL is clearly of limited
value for microtransactions.
SET

Secure Electronic Transactions [18] represent a
compromise between a variety of similar protocols: STT (Visa/Microsoft), SEPP (MasterCard), and the iKP family of protocols (IBM).
SET, and the protocols from which it is adapted, is an example of a secure credit card-based
protocol. In SET, the customer digitally signs a
purchase request and a price and then encrypts
payment information (in the form of a credit
card number, for example) with a bank’s public key. The merchant acknowledges the purchase, and forwards the request to the bank.
The bank processes the request, and if the
prices match, the bank charges the customer’s
account and instructs the merchant to complete the sale.
Like SSL, this approach offers money
atomicity to the extent that credit card transactions are money-atomic. However, the security properties of SET are superior since they
prevent merchant fraud. Goods atomicity is
not addressed by SET.
In its current form, SET is of limited value
for microtransactions.
NETBILL

My co-researchers and I developed NetBill to
provide all three levels of atomic transactions.
Here, I give a broad sketch of the NetBill format and some rough arguments as to why it
satisfies all three atomicity conditions: money
atomicity, goods atomicity, and certified deliv-
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ery. However, to keep my explanation simple,
I do not cover the details of the protocol; for
those, see endnotes [8] and [33]. For example,
I do not discuss how NetBill protects against
message replay, communication security, or
various timing attacks.
The NetBill protocol exists among three
parties: customer, merchant, and NetBill server. Think of a NetBill account held by a customer as equivalent to a virtual electronic
credit card account.
The following is an outline of the NetBill
protocol:
1. The customer requests a price from the
merchant for some goods. This step is necessary because the price of a good may
depend on the identity of the customer; for
example, a student ACM member may
qualify for a discount on some items.
2. The merchant makes an offer to the
customer.
3. The customer tells the merchant that she
accepts the offer.
4. The merchant sends the requested information goods, encrypted with key K, to the
customer.
5. The customer prepares an electronic purchase order (EPO) containing a digitally
signed value (for: price, cryptographicchecksum of encrypted goods, time-out).
The customer sends the signed EPO to the
merchant.
6. The merchant countersigns the EPO,
assigns the value of K, and sends both values to the NetBill server.
7. The NetBill server checks the signature and
counter-signature on the EPO. It then
checks the customer’s account to ensure
that sufficient funds exist to approve the
transaction, and also checks that the timeout value in the EPO has not expired.
Assuming that all is OK, the NetBill server
transfers price funds from the customer’s
account to the merchant’s account. It stores
K, and the cryptographic-checksum of the
encrypted goods. NetBill then prepares a
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signed receipt that includes the value K, and
it sends this receipt to the merchant.
8. The merchant records the receipt and forwards it to the customer (who can then
decrypt her encrypted goods).
This protocol thus transfers an encrypted
copy of the information goods, and records
the decryption key in escrow at the NetBill
server. Now let us see how this protocol provides various types of atomicity protection:
Money atomicity: All funds transfers occur at
the NetBill server, and since the NetBill
server uses a local atomic database to store
fund values, no money can be created or
destroyed.
Goods atomicity: If the protocol fails as a
result of communications failure or processor failure before the NetBill server atomically processes the transaction in step (7),
then money does not change hands, and the
customer does not receive the decryption
key or gain access to the encrypted information goods. On the other hand, if step
(7) succeeds, then both the merchant and
NetBill server will record the value of K.
Normally, these values would be forwarded
back to the customer as a result of step (8),
but if something goes wrong, the customer
can obtain K from either the merchant or
NetBill server at any time.
Certified delivery: Since we have goods atomicity, we know that the customer received
something in exchange for money. Now,
suppose that the customer claims that she
has received goods different from what she
ordered. Since the NetBill server has a cryptographic-checksum of the encrypted goods
that has been countersigned by both the
customer and the merchant, the customer
can present her encrypted goods to a judge
and verify that she has not tampered with
them. Now, since a merchant-signed value
of K is stored with both the customer and
the merchant, the judge can decrypt the
goods and determine whether the goods
were delivered as agreed or not.
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NetBill is an example of a highly atomic
electronic commerce protocol. We have currently built an alpha version of NetBill at
Carnegie Mellon (in conjunction with our
development and operations partners,
Mellon Bank and Visa International), and
hope to prove that NetBill is not only highly
atomic but has the performance, scalability,
and efficiency to handle a large number of
microtransactions.
CRYPTOGRAPHIC POSTAGE INDICIA

Is it possible to achieve money atomicity without using a central server? Yes, and one way to
do this is by securing hardware. For example,
FIPS 140-1 [20] specifies support for tamperproof and tamper-resistant devices that can
store information and perform processing
tasks. These devices are secure in the sense that
any attempt to penetrate them will result in
erasure of all information stored inside them.
We could use this to store an electronic wallet;
when a charge is made, the electronic wallet
withdraws funds. We call these tamper-proof
devices secure coprocessors.
Now the design of such a system is not easy
[38], and there are quite a few risks associated
with customer approval of transactions [9].
However, with careful design it can be made to
work. My research group has been working
with the U.S. Postal Service to develop standards for PC-generated laser-printed indicia
for postage meters. These are designed to meet
the needs of the Postal Service InformationBased Indicia Program [34].

Figure 1. Traditional indicia are easy to copy.

As Figure 1 shows, it is commonplace to
copy traditional indicia using a scanner and a
computer. It is equally easy to forge dates and
postage values on counterfeited indicia. (Note:
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If you ever decide to take up the life of a criminal and forge indicia, make sure to add
smudges to the indicia — indicia that are
reproduced too clearly can easily be recognized as forged.)
Using a secure coprocessor, it is easy to
store an account balance for postal customers.
This account balance is decremented whenever postage is printed. Now, the secure
coprocessor prepares a cryptographically
signed message that contains envelope data
(sender address, receiver address, date sent,
and sequence number). This information is
then printed on the envelope using an efficient
data representation such as PDF417 [14].
When mail is received at a postal sorting
facility, the data block is checked to see if it
matches the address used for sorting, and to
verify the uniqueness of the sequence number.
(Note that all mail to a given address will be
processed by a single sorting station.) Indicia
remain valid for six months. (The U.S. Postal
Service claims to deliver more than 90% of all
first-class mail within three days of its being
sent, and more than 99% in seven days. Thus,
six months would appear to be a generous
parameter for mail delivery.) The database
stored at a local sorting station can be regularly purged of entries with a date older than six
months.
If an adversary attempts to break money
atomicity by forging indicia, he must do one of
two things: copy existing indicia, which then
will only be valid for the encrypted delivery
address and will be caught at the sorting station; or attempt to find the value used to digitally sign the cryptographic indicia, which will
require opening the secure coprocessor, erasing
all the vulnerable data within.
For a more technical exposition on secure
coprocessors, see [11], [38], and [39].
OPEN PROBLEMS

The field of electronic commerce has many
open problems. Here are some of my
favorites:
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✱ What is the relationship between atomicity and anonymity? Can they be mutually compatible? (In recent work my
students and I have made significant
progress toward this question; see [5].)
✱ What is the relationship between
atomicity and security? Can they be
separated?
✱ What other atomicity models exist in
electronic commerce besides money
atomicity, goods atomicity, and certified
delivery? Is there a general schema?
✱ What is the minimum number of message exchanges necessary in an atomic
purchase?
✱ What atomic electronic commerce
mechanisms can be built for multiple
banks or billing servers?
✱ Can atomicity be used for continuously
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Since my article “Atomicity in Electronic Commerce”
appeared last year, new developments in electronic commerce have been coming thick and fast. Here are some of
the more salient changes as they relate to my original paper.
As the reprinted article mentions, even in 1994 total electronic commerce (including business-to-business, financial
and consumer) exceeded $245 billion. We’ve all noticed the
tremendous expansion of financial services available electronically, but especially dramatic has been the growth in
consumer-level electronic commerce. Estimates vary on the
dollar volume of consumer-based electronic commerce sales
in 1997, from Forrester Research’s $2.4 billion to American
Express’s estimate of $4 billion to $6 billion. IDC predicts that
consumer sales will reach $20 billion by the end of 1998.
And indications point to widespread acceptance of electronic commerce by the public. Here are just a few examples: A study by Ernst & Young of a shopping cart of
consumer goods indicated that in 90% of all cases, the best
prices were found on the World Wide Web. Dell now sells
$3 million worth of computers each day from its Web site.
Egghead Software has decided to abandon its retail stores
and switch to a Web-only presence. And 10% of all flower
orders received by 1-800-FLOWERS arrive via the Web.
Nonetheless, the vast majority of consumer-oriented elec-
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delivered information (such as continual
stock market updates) or very large
objects (such as video programs)?
✱ Can atomicity be formally defined?
✱ How can we prove that a protocol is
atomic?
✱ Is it possible to express atomic properties in terms of model checking? (See
[11] for an initial attempt on this
problem.)
✱ Can we extend electronic commerce
models to auctions? Can we make them
efficient and fair?
✱ Can we extend electronic commerce
models to auction markets such as stock
markets?
✱ Can we protect redistributed information or the reselling of information?
(This is the so-called superdistribution
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tronic commerce is transacted by fairly simple means — usually, credit card numbers exchanged via SSL (or, surprisingly often, in the clear). As I discussed in my article, this has
negative implications for both atomic transactions and for
microtransactions. The result is that the sale of information
goods over the Web has been inhibited, and electronic commerce microtransactions are rare.
When microtransactions are permitted, they usually take
place in the framework of subscriptions to a service. For
example, The Economist, a financial newsmagazine, sells
archived articles to subscribers. The old articles cost $1
each, but a user must purchase a minimum of $10 in credits since individual microtransactions are not supported at
that Web site. Many researchers, including me, believe that
highly atomic purchases and microtransactions represent
vast markets to be mined.
Atomic Protocols in the Marketplace
What about the two highly atomic protocols — NetBill and
cryptographic postage indicia — that I described at length
in my article? Both of these systems have become commercialized. The NetBill project has been completed at Carnegie
Mellon, and the technology has been licensed to CyberCash,
which uses certified delivery in its CyberCoin product. (For
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of Mori and Kawahara [19]).
✱ Can we devise effective digital watermarks that clearly indicate the purchaser of illegally pirated or redistributed
information?
✱ How can we represent and enforce electronic contracts governing the use, distribution, and payment conditions for
information goods and software?
✱ Can we make a fault-tolerant version of
electronic commerce protocols that
remain stable even when banks fail?
(The results of T. Rabin and Ben-Or
[24] seem to be appropriate here.)
✱ Can we build systems to allow anonymous charitable contributions? Can we
extend them to allow documentation so
that one can take a tax credit?
✱ What is the smallest microtransaction
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that can be supported in electronic
commerce? The smallest atomic microtransaction?
✱ We can express money as tokens or as
entries in a server (see [6]). Is there a
way to express a formal equivalence
between these two methods?
ACKNOWLEDGEMENTS AND FURTHER
SOURCES OF INFORMATION

I would like to thank the following people:
✖ Bennet Yee, as all of the work described
here regarding secure coprocessors and
cryptographic postage indicia is joint
work I’ve done with Bennet. We jointly
observed that Chaum-like digital cash
protocols fail to work properly if communications are interrupted, thus inspiring this work. Portions of our work

more details, see http://www.cybercash.com and
http://www.netbill.com.) Cryptographic postage indicia are
now formally approved for use in the U.S., as part of the
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March 31, the first official cryptographic indicia were
applied to envelopes in a ceremony at the Smithsonian
National Postal Museum. E-Stamp Corp. is the first vendor
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The SET standard discussed in my article has continued to
develop slowly. SetCo (http://www.setco.org) has assumed
responsibility for maintaining the SET standard. SET has not
been widely deployed, however, and the standard has been
criticized in The New York Times and elsewhere for its complexity and ambiguous security properties. For example, in
SET a key design issue is to prevent a merchant from obtaining, and perhaps improperly using, a consumer’s credit card
number, but SET has a mode in which credit card numbers
are explicitly sent back to a merchant. Today, SET’s security
model is not clear, and that will impede its acceptance.
SetCo has an opportunity to address many of SET’s shortcomings in the new SET-2 standard.
DigiCash vendors have dramatically lowered the cost of
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providing DigiCash service. Mark Twain International
Markets in St. Louis, for instance, has reduced the cost of
providing a single DigiCash transaction to 1.9% of purchase
price and a $50 annual fee, making its system comparable
to a credit-card transaction system. Mark Twain has not
released detailed information about the costs of processing
those transactions, so we can only guess at the complete cost
of DigiCash transactions, but evidence indicates that they
are substantially more expensive than other forms of electronic commerce. (See http://www.digicash.com and
http://www.marktwain.com for more information.)
A number of new electronic commerce systems have been
proposed. One of the most interesting is Digital Equipment
Corp.’s
MilliCent
system
for
microtransactions
(http://www.millicent.digital.com). While MilliCent provides
only money atomicity, it is one of the most aggressive uses
of microtransactions to date.
For more detailed information on developments in electronic commerce and related areas, take a look at the extensive set of links maintained by Hal Varian at UC Berkeley
( http://www.sims.berkeley.edu/resources/infoecon/ ).
Additional information, including technical details of the systems discussed in the article, is available at my Web site
(http://www.cs.cmu.edu/~tygar/).
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previously appeared in [38] and [39]).
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