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Abstract

Minimizing I/O Bottlenecks to Achieve
Scalable and High-Throughput Systems

Soujanya Ponnapalli, PhD
The University of Texas at Austin, 2023

SUPERVISOR: Vijay Chidambaram

Modern applications store large volumes of data and access this data at high
throughput. Fortunately, advanced hardware meets applications’ demands by offering
low-latency and high-bandwidth storage and datacenter networks. However, state-of-
the-art systems infrastructures underutilize available hardware resources and fail to

meet the throughput and scalability requirements of I/O-intensive applications.

This dissertation studies the performance limitations of three distinct systems:
monolithic key-value stores, distributed transactional stores, and public blockchains.
First, it attributes their low throughput and poor scalability to I/O-bottlenecks that
are inherent to the systems’ design and architecture. Next, it addresses the question:
How do we architect systems to minimize 1/0-bottlenecks and simultaneously achieve
high throughput and scalability? It proposes a fundamental redesign of systems by
carefully crafting the roles and responsibilities of each system component to improve

the utilization of underlying resources.

This dissertation employs a few key ideas to achieve scalable, high-throughput

systems. The first idea aims at customizing the storage subsystem to align with



the performance characteristics of underlying media and its applications’ data lay-
out. The second centers on co-designing data processing along with its storage with
a clear demarcation of the roles of each system component. The third focuses on
leveraging asynchrony and batching to reconstruct how and when I/O is performed
for improving the utilization of available resources. This dissertation revisits these
well-known ideas, however, from the perspective of minimizing I/O-bottlenecks to

achieve high throughput and scalability.

This dissertation combines these ideas to architect three novel systems; SKYE:
a monolithic key-value store, CASCADES: a distributed transactional store, and RAIN-
Brock: a distributed and decentralized database. SKYE is tailored for Persistent
Memory (PM), a novel storage-class memory technology that offers high throughput
and low latency. CASCADES is optimized for cloud servers and SSDs interconnected
through high-speed datacenter networks. Finally, RAINBLOCK is designed for com-
modity hardware and targets public environments with untrusted servers. This work
presents the design and architecture of each of these systems, discusses their trade-

offs, and evaluates their end-to-end performance and scalability.
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and updates accounts in two shards that are along the paths ABE
and ACG. (A) Clients prefetch compact witnesses BE and CG from
storage nodes and submit to miners. (B) Miners verify and use these
witnesses to execute T'xn against their top layer, and later update stor-
age nodes. (C) Storage nodes verify updates from miners and asyn-
chronously update their bottom layer, creating a new version for the
modified account A’C'G’. . . . . . . . ...
Indeterminate contract values do not affect pre-fetching. Psue-
docode of CryptoKitties mizGenes function. It makes repeated calls
to curBlock. Although client substitutes it with a speculative value,
it doesn’t affect witness prefetching because these numbers only affect
written values. . . . ..o
DSM-TREE top layer at miners . . . . . . . ... ... ... .....
DSM-TREE bottom layer sharded across storage nodes . . . . . . ..
DSM-Tree design in RainBlock. This figure shows the two-layered
DSM-TREE where miners have their private copy of the top layer for

consistency and the bottom layer is sharded for scalability. . . . . . .
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6.7 Performance of DSM-Tree on a single node. (a) The figure

6.8

6.9

shows the absolute put and get throughput of DSM-TREES. Through-
put relative to the Ethereumm MPT is shown on the bars. As the num-
ber of accounts increase, DSM-TREE throughput increases relative to
Ethereum MPT. (b) This figure shows the memory used by DSM-TREE
and Ethereum MPT across varying number of accounts. The trend line
captures the height of the MPT. DSM-TREES are orders of magnitude

more memory-efficient than Ethereummn MPT. Note the log scale on the

Tuning DSM-Tree Cache Retention r. (a) This figure shows that
the caching fewer levels in the cache leads to higher memory savings
(compared to storing the full tree in memory). We do not report the
memory savings of higher values of v as they were negligible. (b) The
figure shows the reduction in witness size due to combining witnesses
and eliminating duplicates (red striped bar) and due to witness com-
paction (solid bar). (c) The figure shows the impact of r (height of
cached tree) on transaction abort rate. Higher r results in lower num-
ber of transaction aborts. Abort rate decreases with fixed r as the total

number of accounts N increases, because this reduces the probability

that transaction will involve accounts that conflict at the pruned levels.

End-to-End Throughput. (a) The figure shows DSM-TREE scal-
ability in RAINBLock with increasing number of clients and varying
cache retention levels (). The workload used in the experiment is
representative of the account distributions in Ethereum transactions.
Miners in RAINBLOCK can process about 30K tps with 4 clients each,
when configured at = 7. (b) This figure shows the overall throughput
of RAINBLOCK in a geo-distributed deployment. Miners at » = 8 can

process about 20K tps using 4 clients each, when communicating with

the DSM-Tree across WAN. . . . . . . . . . . . .. . . ... ...
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Chapter 1: Introduction

Modern applications have become I/O-intensive i.e., they store and process
large volumes of data at high throughput [1]. These applications leverage the growing
ease of data collection [162], the high availability of data stores [9, 10, 92, 187, 97], and
explore new opportunities to efficiently process and analyze data at scale [197, 217,
100, 134]. Thus, I/O-intensive applications are increasing the demand for scalable,

high-throughput systems infrastructure.

Fortunately, recent innovations in hardware offer low-latency, high-bandwidth
storage devices [65, 82, 171] and network adapters [157], and are meeting the demands
of modern I/O-intensive applications. For instance, Optane DC Persistent Memory
(PM) [171] presents a new storage-class memory technology that durably stores data
across power cycles at DRAM-comparable low latency and high bandwidth. Further,
eRPC [119] introduces a new Ethernet-based general-purpose communication layer
that achieves microsecond-scale round-trip time and supports gigabit transfers per
second, like specialized networks with Infiniband and RDMA [125, 6]. Table-1.1
reviews prior research [117, 72], highlights the advancements over the past decade

and summarizes today’s hardware landscape.

Until 2010 2020s
DRAM Storage Network DRAM Storage Network
Latency (ns) 100 10000 300000 80 100 2000
Bandwidth (GB/s) 20 0.9 0.1 100 6 12

Table 1.1: Network and storage advancements. Network latency and bandwidth
has improved by 120x and 25x respectively over the past decade. Storage latency
and bandwidth has improved by 100x and 6x respectively with PM relative to SSDs.
Today, network and storage have performance comparable to main memory.

However, in this dissertation, we discuss how existing systems infrastructures

fail to effectively utilize available hardware resources and do not meet the throughput
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and scalability requirements of modern I/O-intensive applications.

1.1 Systems for I/O-intensive applications

This dissertation analyzes three unique systems: key-value stores designed for
PM, distributed transactional stores built for datacenter networks and SSDs, and dis-
tributed decentralized databases or public blockchains designed for commodity servers
and networks. These systems represent distinct data points that are defined by their
architectures and the underlying assumptions about their execution environments, as
shown in Table-1.2. With the following three distinct systems, this dissertation seeks

to emphasize the generality of its approach.

Architecture Monolithic ‘ Distributed
Trust Centralized ‘ Centralized ‘ Decentralized
System PM key-value stores ‘ Transactional stores ‘ Public blockchains

Table 1.2: Systems. We consider three systems: Public blockchains, PM key-value
stores, and distributed databases; they make unique design choices considering their
architectures and assumptions on their execution environments.

PM key-value stores. PM key-value stores support simple put and get interfaces
and are designed for monolithic servers with multiple non-uniform memory access
(NUMA) nodes; each node hosts up to six non-volatile DIMMs (NVDIMMs). In this
dissertation, we study state-of-the-art PM key-value stores [238, 122, 116, 185, 214,
48, 61] and highlight that they do not fully utilize the available I/O bandwidth of PM.
Further, they suffer from poor performance which does not scale with the increasing

number of application threads or the available PM capacity.

Distributed transactional stores. Distributed transactional stores and databases
are designed for datacenter networks with replicated SSDs to support transactions

from applications. The state-of-the-art distributed databases [191, 241, 206, 209,



33, 205, 192, 198, 87, 103] either employ expensive commit protocols like two-phase
commit (2PC) [64, 129] to guarantee atomic, durable, and serializable transactions
and thereby suffer from poor performance, or forgo synchronous 2PC and support
weaker guarantees. With 2PC or faster alternatives [81], these distributed stores syn-
chronously write to networked SSDs in the critical path of committing transactions.
Thus, distributed stores incur the high I/O latency of networked SSDs [8, 5], suffer
from low throughput and thereby underutilize the available network bandwidth in
datacenters. Further, for highly contented workloads, distributed stores have limited

performance scalability across multiple cores and servers [109, 234, 170].

Public blockchains. Public blockchains are distributed decentralized databases
that are designed for commodity servers that support transactions from applications.
Public blockchains [16, 13, 236, 144, 229] rely on a network of untrusted servers termed
miners to order and execute transactions. Therefore, trust in public blockchains is
implemented via authenticated data structures like Merkle trees [150, 19], that provide
data along with proofs, and via consensus protocols that help replicate results across
miners. In state-of-the-art public blockchains like Ethereum [16], miners store the
system state in Merkle trees on their local disks. As a result, miners must perform
slow I/O in the critical path of processing transactions and cannot fully utilize their
compute capacity. In comparison to centralized distributed databases [241, 204, 192,
209] and payment systems like Visa [11], public blockchains suffer from orders of

magnitude lower throughput and scalability.

1.2 Performance limitations from I/O bottlenecks

This dissertation highlights the low throughput and poor scalability of these
three systems, traces their limitations to I/O bottlenecks that are fundamental to the

systems’ design and architecture, and details the nature of these 1/O bottlenecks.

PM stores: Direct-access architectures for providing low latency. In this

dissertation, we analyze the performance and scalability of state-of-the-art PM key-
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value stores that are either retrofitted for PM [238] or designed from the ground-up for
PM [61, 48]. We show that these PM stores utilize <45% of available PM bandwidth
and their throughput drops on increasing the number of application threads beyond a
certain threshold. These limitations result from the direct-access architectures of PM
stores. Fundamentally, PM stores allow application threads to perform I/O directly on
NVDIMMs to provide low latencies to applications, and no longer retain fine-grained
control over all PM accesses. Thus, PM stores underutilize available PM bandwidth
and suffer from poor performance and scalability. Further, prior studies [228, 107, 70]
and our empirical study outline the nuanced performance characteristics of PM and
show that PM stores incur I/O bottlenecks from adopting hardware-agnostic designs.
Thus, we need a PM key-value store that effectively utilizes available PM bandwidth

and can simultaneously achieve high throughput and scalability.

Distributed databases: Synchronous logging to disk for tolerating failures.
In this dissertation, we review how state-of-the-art distributed databases support
durable, serializable, and atomic, distributed transactions that span across servers.
Distributed stores rely on two-phase commit (2PC) protocol [64] or its variants [154,
129] and log the progress of distributed transactions on networked disks [8, 5]. In
the event of failures, they use these logs to recover all servers to a consistent state.
Thus, distributed databases perform synchronous 1/O to their recovery logs in the
commit path of transactions to tolerate failures. Further, for workloads with high
contention, processes hold locks on hot data for the entire duration till their writes
to recovery logs are durable; this prevents other processes from executing transaction
in parallel and limits scalability. We notice that prior solutions that tackle these I/O
bottlenecks do not address the complexity of recovering from failures [74, 80]. Thus,
we need distributed databases that avoid I/O in the critical path of transactions and

can achieve high throughput and scalability without complicating recovery.

Public blockchains: Expensive data authentication for decentralizing trust.

In this dissertation, we analyze a popular public blockchain like Ethereum [16] and
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discuss its low throughput and scalability. Ethereum has orders of magnitude lower
throughput and scalability relative to centralized databases [2, 241, 198] or payment
systems like Visa [11]. These performance limitations result from employing authen-
ticated data structures like Merkle trees [150, 19] which are crucial for enabling any
untrusted server to join the blockchain network and process user transactions; au-
thenticated data structures provide data along with proofs that verify the correctness
of data. Miners in Ethereum store the system state in a logical Merkle tree and
rely on key-value stores like RocksDB [24] or LevelDB [93] to persist them on disk;
RocksDB and LevelDB induce their own I/O overheads [176, 175, 180]. Further,
miners execute one transaction at a time and serialize disk I/O, introducing I/0O
bottlenecks that fundamentally limit the throughput and scalability of Ethereum;
processing a single block of 100 transactions in Ethereum requires performing more
than 10K random I/O operations (100x higher and takes hundreds of milliseconds
even on a datacenter-grade NVMe SSD); these overheads increase with the grow-
ing system state on disk [222]. Overall, the inefficient on-disk layout of authenticated
storage in Ethereum cause miners to process fewer transactions per second and to un-
derutilize their compute resources. However, naively redesigning public blockchains
can compromise their safety, security, or their decentralized nature. Thus, we need a
public blockchain that allows miners to process more transactions per second without

compromising its safety, security or its decentralized mode of operation.

I/0 bottlenecks. Thus, state-of-the-art PM key-value stores [238, 48, 61], transac-
tional stores [2, 191, 241, 206, 209, 33, 205, 192, 198, 87, 103], and public blockchains
like Ethereum [16], incur I/O bottlenecks that (a) are inherent to their design and
architecture, (b) induce the poor utilization of underlying storage, network, and com-

pute resources respectively, and (c) limit their end-to-end throughput and scalability.



1.3 Minimizing I/O bottlenecks

To address the 1/O bottlenecks across these three systems, and to synthesize
a systematic approach for achieving scalable, high-throughput systems, we refer to
prior research through the lens of minimizing I/O bottlenecks. First, write-optimized
and log-structured data structures [158], key-value stores [24, 90], file systems [182],
and distributed systems [218, 40], customize their accesses to the ideal access patterns
of the slow storage devices like disks and SSDs. Next, operating systems (OS) re-
search [147] deconstruct and rethink the responsibilities of an OS for achieving higher
performance. Also, database systems research [81] continues to restructure its 1/O
operations by leveraging batching [101] and asynchrony [179] to achieve scalability
across multiple cores and high throughput. We highlight that all of them diverge

from general-purpose designs to exploit their full potential via specialization.

Main ideas: Following prior research, this dissertation employs several key
ideas to build specialized systems that minimize 1/O bottlenecks. The first idea aims
at customizing the storage subsystem to align with the performance characteristics
of underlying media and with the data layout of its target application. The second
idea focuses on co-designing the data processing and data storage layers through a
clear demarcation of the roles of each system component. The third idea centers on
leveraging asynchrony and batching to reconsider how and when I/O is performed

with an objective to improve the utilization of underlying resources.

This dissertation seeks an answer to: How do we architect systems to mini-
mize 1/0 bottlenecks and simultaneously achieve high throughput and scalability? Tt
proposes a fundamental redesign of systems by carefully crafting the roles and re-
sponsibilities of each component to achieve specialized systems that minimize 1/O

bottlenecks and improve resource utilization.



1.4 Contributions and overview

This dissertation combines these ideas to build three novel systems: SKYE,

CAscADES, and RainBrLock. This dissertation makes the following contributions:

1. Introduces SKYE, a PM key-value store that saturates PM write bandwidth; dis-
cusses the novel indirect-access architecture and NVLOG, an interface to PM that

accounts for its complex performance characteristics.

2. Presents CASCADES, a novel distributed transactional store that saturates datacen-
ter networks while processing distributed transactions; CASCADES uses LATTICE,
an existing framework that enables logging at high throughput without trading off

the simplicity of recovery.

3. Introduces RAINBLOCK [167, 166] a public blockchain that tackles I/O bottlenecks
from data authentication and achieves high throughput and scalability; presents
the novel Distributed, Sharded Merkle Tree (DSM-Tree) data structure that is

custom-designed for storing the system state of public blockchains.

This dissertation presents the design and architecture of the three systems,

discusses their trade-offs, and evaluates their end-to-end performance improvements.

1.4.1 Skye: Fine-grained control over all PM accesses

SKYE is the first PM store that effectively utilizes available PM write band-
width and achieves high throughput and scalability. The central idea in SKYE is to
minimize I/O bottlenecks by maintaining fine-grained control over all PM accesses for
achieving high PM bandwidth utilization. SKYE deviates from current practices and
provides indirect-access to applications; applications send requests to SKYE, which
uses dedicated threads to access PM on their behalf. Instead of relying on hardware-
managed PM, SKYE controls how data is placed on individual NVDIMMs. SKYE

leverages multiple media to avoid overloading PM and limits remote NUMA accesses
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to achieve scalable and high throughput. On a single NVDIMM, SKYE outperforms
state-of-the-art PM stores by 2.5-5x on standard Yahoo Cloud Serving Benchmark
(YCSB). With four NVDIMMs across four NUMA nodes, its write throughput scales
by 3.9x; SKYE utilizes &86% of available PM write bandwidth.

1.4.2 Cascades: Asynchronous durability with efficient recovery

CASCADES is a distributed transactional store that effectively utilizes avail-
able network bandwidth and simultaneously achieves high throughput and scalability
without trading off efficient recovery. CASCADES introduces a novel way of handling
failures while persisting data asynchronously. CASCADES relies on an existing logging
infrastructure LATTICE for the persistence and replication of data. LATTICE notifies
CASCADES once the log records are durably persisted; LATTICE receives log records
and their dependencies and considers a log record to be durably persisted if the record
and all its dependencies are durable. CASCADES notifies its clients only after a trans-
action’s commit record is durably persisted. However, CASCADES can speculatively
execute newer transactions before the previous log records are durably persisted.
Thus, CASCADES makes forward progress without waiting on (consensus-replicated)
I/O to complete, and achieves high throughput and scalability. On zone-replicated
ultra SSDs [8], CASCADES performs 36x higher when using LATTICE instead of syn-
chronous logging in the critical path. With premium SSDs [5], which are relatively
cheaper than ultra SSDs, CASCADES achieves 160x higher throughput. Overall,
CASCADES leverages asynchrony and achieves strong consistency without complicat-

ing recovery with an additional ~30% overhead in its end-to-end throughput.

1.4.3 RainBlock: Faster transaction processing in public blockchains

RAINBLOCK [166, 167] presents a new architecture for public blockchains and
is the first to address the I/O bottlenecks in public blockchains like Ethereum. The

main idea in RAINBLOCK is to increase the transaction processing rate at miners which



allows miners to safely pack more transactions per block. And the central insight that
allows faster transaction processing at miners is to customize the data authentica-
tion layer for high scalability and to decouple the responsibility of maintaining the
latest state from the miners. RAINBLOCK deconstructs miners into storage nodes,
miners, and I/O-Helpers. Storage nodes manage the system state and employ the
novel Distributed, Sharded Merkle Tree (DSM-TREE) data structure. The DSM-
TREE stores data memory-optimized format and allows concurrent reads and writes
at high throughput. I/O-Helpers prefetch data from storage nodes on behalf of miners
outside the critical path. In RAINBLOCK, miners can typically process transactions
without performing I/O in the critical path. On workloads that emulate Ethereum
mainnet transactions, a single miner in RAINBLOCK processes 27X more transactions
than in Ethereum. In geo-distributed settings, with miners across three continents,
miners in RAINBLOCK process 20K transactions per second. RAINBLOCK finalizes 20 x

higher transactions (with the same latency) relative to Ethereum.

1.5 Outline

This dissertation has the following outline:

1. Background and motivation (chapter 2) provides the necessary background for
each system, outlines their throughput and scalability limitations, and highlights
the source of 1/0O bottlenecks in each system, and motivates the need for scalable,

high-throughput systems.

2. Minimizing I/O bottlenecks (chapter 3) outlines a set of well-established ideas

that are crucial for achieving scalable, high-throughput systems.

3. Core contributions. The next three chapters describe the design and architec-
ture of three novel systems. SKYE (chapter 4), a PM store that effectively utilizes
available PM bandwidth, CASCADES (chapter 5), a transactional store that ef-

fectively utilizes the available network bandwidth, and RAINBLock (chapter 6),
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a public blockchain that effectively utilizes compute capacity at miners. These

chapters also discuss a performance evaluation of each system.

. Related work (chapter 7) places SKYE, CASCADES, and RAINBLOCK, in the con-

text of prior research on PM stores, distributed databases, and public blockchains.

. Conclusion (chapter 8) discusses potential directions for extending this work and

concludes this dissertation.
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Chapter 2: Background and Motivation

In this chapter, we provide relevant background for the core contributions of
this dissertation. First, we describe Persistent Memory (PM) and outline the design
choices of state-of-the-art PM key-value stores (§2.1). Next, we review state-of-the-art
distributed stores and their common practices to achieve high throughput, scalability,
reliability, and strong consistency (§2.2). Finally, we describe public blockchains and
their operation without centralized trust (§2.3). Note that we discuss the inherent
I/O bottlenecks in each system and outline their impact on overall performance to

motivate the need for novel, scalable and high-throughput systems.

2.1 Persistent Memory key-value stores

First, we describe Persistent Memory (PM) and outline its hardware and per-
formance characteristics. Next, we discuss state-of-the-art PM key-value stores and
their design choices. Finally, we discuss the inherent I/O bottlenecks in these PM
stores and motivate the need for scalable, high-throughput PM stores.

2.1.1 Persistent Memory

Persistent Memory (PM) is a new storage-class memory technology that of-
fers durability and byte-addressability. Intel’s Optane DC Persistent Memory Mod-
ule [171] was the first commercially-available media of this kind; other companies are
also working on persistent memory technologies (e.g., PCM [54], STT-MRAM [34],
Memristor [227], Samsung’s memory-semantic SSD [82]). PM is available as individ-
ual non-volatile DIMMs (NVDIMMs) which can be directly connected to the memory-
bus like DRAM, as shown in Figure-2.1. PM has low latency (similar to DRAM) and
high bandwidth (10x compared to modern SSDs) [228]. It is cheaper and denser

than DRAM; a single server with 4 non-uniform memory access (NUMA) nodes can

11



1
SUAERR || core H Core NVDIMM #3

D H NVDIMM #4
LLC cache
From CPU
D iMC J iMC L
raor ||| Aee— — 1
Domain WPQ:
[ i

NVDIMM #5 Cacheline: 64B

1
1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
' Controller !
1
i Buffer: .
1
- |
! 1
! 1
! 1
! 1
! 1

XPLine: 256B
3D-Xpoint Media

Figure 2.1: PM hardware configuration. Up to 6 NVDIMMSs per node each with
an internal XP-Buffer and 256B XPLine.

support up to 12 TB of PM (six 512 GB-sized NVDIMMs per node). Therefore, PM,
with its large capacity, low latency and high bandwidth, is a promising building block
for scalable high-throughput persistent key-value stores.

Latency and bandwidth. PM has asymmetric latency and bandwidth for reads and
writes. Loads on PM incur 2-3x higher latency than on DRAM, while stores incur
similar latency on PM and DRAM [171]. The write bandwidth of a single NVDIMM
is 2.3 GB/s (1/6™ of DRAM’s write bandwidth) and its read bandwidth is 6.6 GB/s
(1/3"4 of DRAM’s read bandwidth) [107]. PM has high I/O bandwidth relative to
disks (10x compared to modern SSDs). However, PM bandwidth is sensitive to the

access patterns, sizes, and the number of concurrent operations.

Setup: AppDirect or Memory mode. PM can be setup either in MemoryMode
or AppDirect mode. With AppDirect, PM is exposed as a block device and offers
data durability; we focus on the AppDirect mode of PM.
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Configuration: Interleaved or non-interleaved PM. With the AppDirect mode,
individual NVDIMMs can be setup in interleaved or non-interleaved mode. Non-
interleaved mode exposes each NVDIMM as its own PM device. Interleaving exposes
multiple NVDIMMs within a NUMA node as a single PM device where 4KB blocks

are spread out (round-robin) across available NVDIMMs.

PM block size and write amplification. Each NVDIMM has a write-combining
buffer (XPBuffer) that batches writes into 256 bytes before writing to the underlying
media. Writes smaller than 256 bytes force the XPBuffer to perform read-modify-

writes which results in write amplification and introduce I/O overheads.

Thread scaling and concurrent I/0. Using too many threads to perform writes
on NVDIMMs causes writes to queue quickly (introducing head-of-line blocking over-

heads) at the XPBuffer as it combines writes and manages the load [107, 228, 70, 240].

Mixed I/O. NVDIMMs are connected to channels which in turn are connected to an
integrated memory controller (iMC) on the CPU. Read and write requests are inserted
into the read or write pending queues inside the iMC. Due to the asymmetric latencies

of PM, processing reads and writes concurrently at peak bandwidth utilization incur

blocking overheads at the iMC [107, 228, 70].

CXL and PM expansion. Compute Express Link (CXL) [65] is the first open multi-
protocol method to support a cache-coherent interconnect for processors and memory
devices. CXL is built upon PCle and supports memory expansion [113, 148, 190, 94].
With CXL, NVDIMMSs can also be hosted and accessed over the PCle-bus like SSDs.
CXL allows CPU cacheable loads and stores to PM over the PCle-bus. Recent studies
on real CXL hardware show that like PM, CXL performance also suffers with too
many threads, is sensitive to access patterns and how data is distributed to CXL
devices [200]. With CXL, available PM capacity and bandwidth in a server will
scale up significantly, making PM a promising building block for large-scale, scalable,

high-throughput key-value stores.
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2.1.2 PM key-value stores and direct-access for applications

PM offers an order of magnitude higher bandwidth than existing storage de-
vices like SSDs and persists data at DRAM-comparable, low latencies. Hence, it is
important to build PM key-value stores that can effectively utilize the high bandwidth
of PM; applications like Flink [32] and CockroachDB [131] can leverage the high write
bandwidth of PM and support high write throughput. Further, PM stores with high
PM bandwidth utilization enable disaggregated data centers [94] to keep their costs
in check [178]. Therefore, we explore this part of the design space in this dissertation:

scalable PM key-value stores that achieve high PM bandwidth utilization.

Direct-access architecture to provide low latency. The state-of-the-art PM
key-value stores [238, 48, 61] allow applications to directly read and write to PM and
provide low latency to applications. They minimize additional accesses in the critical
path of processing requests; applications memory-map a file on PM and directly
perform loads and stores. However, through this approach, current PM stores give
up control: applications decide how many concurrent threads read and write to PM.
Thus, existing PM stores offload fine-grained control over the I/O performed on PM
by allowing application threads to directly access PM.

Interleaving NVDIMMs as a single PM device. All PM key-value stores [238,
48, 61, 224, 98, 122, 116, 185] and even PM file systems [240, 115, 226] interleave PM;
they rely on hardware to manage multiple NVDIMMs in a NUMA node and employ
a single, unified PM device. With this approach, the hardware controls the striping
and placement of data across individual NVDIMMs; a large file round-robins at 4 kB
granularity across NVDIMMs in a NUMA node. Thus, PM stores offload the control

of how data is placed across individual NVDIMMSs to memory controllers.

2.1.3 1I/0 bottlenecks from PM-agnostic design choices

PM stores that assume an interleaved PM device and provide direct-access to

applications incur I/O bottlenecks that limit their throughput and scalability. They
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incur I/O bottlenecks due to the nuanced performance characteristics of PM.

Performance characteristics of PM. Recent PM studies [70, 107, 228] and our
analysis (§4) highlight that PM is sensitive to the number of concurrent reads and
writes to NVDIMMs and the data placement across individual NVDIMMs. If PM
stores do not carefully control PM accesses and data placement, then the memory-
controller gets overloaded, reducing PM bandwidth and limiting the peak through-
put of PM stores. Our empirical study on PM shows that increasing the number
application threads beyond a certain threshold reduces PM bandwidth and limits
overall throughput. Further, managing individual NVDIMMSs provides ~20% higher
throughput for reads and writes. Therefore, the design choices of existing PM key-
value stores are directly at odds with obtaining high throughput on PM.

Performance limitations and poor PM bandwidth utilization. PM stores
prioritize low latency, offload fine-grained control over PM, and obtain only a fraction
of PM bandwidth and suffer from low throughput. The best-performing key-value
store, FlatStore [61] achieves only ~45% of the write bandwidth on a single NVDIMM;
furthermore, its throughput does not scale (and drops) beyond eight threads (§4). The
low throughput and scalability of existing PM stores is a fundamental consequence
of their latency-oriented designs. With direct-access architectures, PM stores give
up control: applications decide how many reads and writes happen concurrently to
PM, and the hardware controls the striping of data across individual NVDIMMs.
Therefore, we need a PM key-value store that avoids I/O bottlenecks from PM and
effectively utilizes PM bandwidth to achieve high and scalable write throughput.

2.2 Distributed transactional stores

In this section, we provide some background on distributed databases and
describe a few of their common practices to support ACID transactions with strong
consistency and isolation guarantees. We explain how they support transactions that

span partitions, handle failures and outline their inherent 1/O bottlenecks.
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Strong Concurrency Strict

System consistency control isolation
Spanner [68] v TrueTime API v
FoundationDB [241] v MVCC w/ serializable txs v
Chardonnay [81] v MCC w/ serializable txs v

Hekaton [75] X OCC w/ latch-free data structures (SSI) x
VoltDB [198] v Serial execution (2PC-variant) v

Table 2.1: Design choices of modern databases. Concurrency Control and Iso-
lation; Optimistic Concurrency Control (OCC), Multi-Version Concurrency Control
(MVCC), Last-Write-Wins (LWW), Snapshot Isolation (SSI), External (externally-

consistent), Multiversion (Bounded Staleness)

2.2.1 Common practices in distributed databases

First, we discuss how distributed stores handle distributed transactions at high

throughput while providing strong consistency and isolation.

In-memory or on-disk databases. In-memory databases [198, 118, 75] store entire
data in DRAM and can support distributed transactions with ACID properties [220,
237]. However, DRAM is 10-50x more expensive than regular SSDs. Therefore,
applications rely on distributed databases [241, 209, 68, 33, 191, 81] that store data
on disk using storage engines like RocksDB [24] or LevelDB [93]. Table 2.1 lists a few

on-disk and in-memory databases (separated by a horizontal line respectively).

Partitioning for scalability. Distributed databases employ a sharded cluster of
servers where each server stores a subset of the data for achieving scalable perfor-
mance. Databases may allow servers to share/replicate some data (shared-something)
or adopt shared-nothing architectures. Cassandra [33], Chardonnay [81], NuoDB [204],

and FaunaDB [87], etc. are on-disk databases with shared-nothing architectures.

Replication for availability. Distributed databases rely on replication to handle
failures (e.g., power, hardware, software environment, failures) and support high data

availability. Each shard has standbys (replicas) with consensus protocols to manage
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the shard and its replicas (like Paxos [132] in Spanner [68]). Databases replicate

across several zones in a datacenter since cross-datacenter latencies are too high.

Strong consistency and distributed transactions. With partitioning for scala-
bility and replication for availability, databases must support transaction span across
shards, or distributed transactions, and provide ACID guarantees. Strong consistency
is a serializable and linearizable execution of transactions i.e., all executions have a
serial order of transactions; for any two concurrent transactions TX1 and TX2, the

database appears to commit TX1 either before or after TX2.

Two-phase commit (2PC). Distributed transactions employ protocols like two-
phase commit (2PC) to support strong consistency and isolation properties. The 2PC
protocol [64, 130] and its variants [154, 129] enable cross-shard or distributed trans-
actions. They ensure that distributed transactions are either committed or aborted
across all participating servers while maintaining consistency and isolation; 2PC with

Two-Phase Locking (2PL) provides isolation while avoiding deadlocks.

2.2.2 Synchronous I/O to recovery logs for fault tolerance

Distributed databases rely on write-ahead or ARIES-style [155] logs to support

ACID distributed transactions and for consistent recovery while handling failures.

Logging for fault tolerance. Distributed databases rely on logs to achieve strongly
consistent distributed transactions and to recover from crashes or power failures. Pro-
tocols like 2PC [64] and its variants [154, 129] ensure that distributed transactions
are either atomically committed or aborted in a coordinated manner, despite failures.
With such protocols, servers log their decisions to commit or abort a transaction be-
fore communicating that to other participants; their decisions are recovered from logs
while handling failures. With these logs, databases can handle incomplete transac-
tions at the time of a failure; they either choose to complete or abort these transactions

based on the information in the logs.
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2PC protocol and transaction commit path. The basic 2PC protocol proceeds
in the following manner. For a transaction (TX) that is to be executed on all the
participating servers (participants), a coordinating server (coordinator) starts the
first phase by sending a PREPARE message to each participant. Participants can vote
either YES or NO in response, where YES is a promise that the participant will not
unilaterally abort TX and can (eventually) commit TX when requested. Before voting
YES, the participant typically persists all the TX’s writes to a durable log to recover
consistently in the event of a failure. Note that if any participant votes NO (or fails
to respond before coordinator timeouts), then the coordinator decides to abort TX.
Otherwise, coordinator commits TX by logging this decision and initiating the second
phase of the protocol by issuing a COMMIT message to every participant. In response,
participants apply and commit TX and release locks. A well-known problem of 2PC
is its blocking nature [50, 193] i.e., a coordinator’s failure can prevent participants

from making forward progress; to address this Spanner replicates coordinators [68].

2.2.3 1I/0 bottlenecks from recovery logs

Distributed databases rely on protocols like 2PC to atomically commit dis-
tributed transactions while tolerating failures; servers log their decisions to disk be-
fore communicating them to other servers over the network. The end-to-end latency
in such distributed databases is determined by the network latency for exchanging
PREPARE/COMMIT messages or votes amongst participants and the 1/O latency for
each participant to durably persist votes/decisions to its recovery log on disk. With
low-latency and high-bandwidth, general-purpose RPC frameworks like eRPC, dis-
tributed databases predominantly suffer from I/O bottlenecks [81].

Storage more dominant than network. With eRPC, databases can send mes-
sages at single-digit us latencies [117]. Thus, I/O latencies become the dominant cost.
Note that Persistent Memory and 3D-Xpoint media can support DRAM comparable

low latencies, however, they are more expensive than traditional SSDs. More com-
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monly, databases either use network-replicated disks ¢.e., more-expensive ultra SSDs
that provide ~2ms latency or cheaper premium SSDs that provide ~450ms latencies.
Thus, networks have become 1-2 orders of magnitude faster than network-replicated

SSDs and introduce I/O bottlenecks in the critical path of processing transactions.

Group commit and batching. Modern databases exploit batching; they commit
large batches of transactions to reduce 1/O bottlenecks and achieve higher through-
put [2, 191]. With batch commits and by handling non-conflicting transactions opti-
mistically, databases trade off low latency and achieve high throughput and scalability.

Poor scalability for highly-contented workloads. Distributed databases incur
higher overheads for highly contended workloads with distributed transactions. With
2PC, distributed databases wait until the logs on disk are successfully updated before
releasing their locks. Thus, with high contention, synchronous logging for recov-
ery serializes conflicting transactions and limits the end-to-end throughput and poor

scalability of distributed databases.

Early lock release (ELR) proposal and its limitations. Prior research [74]
proposes releasing locks before updating the logs and discusses the correctness of this
approach [194]; it proposes logging asynchronously while ensuring that the logging
order matches the execution order of transactions. However, this proposal does not
extend its solution to distributed databases with shared-nothing architectures and
multiple coordinators and hence suffers from poor scalability. Further, ELR requires
a complex mechanism to recovery from failures; in scenarios where databases have
multiple coordinators, ensuring a consistent rollback across multiple coordinators and
participants is challenging. Hence, this proposal has not seen practical implementa-
tions due to several unaddressed concerns [80]. Thus, we need a new approach to
achieve scalable and high-throughput distributed databases that support ACID trans-
actions with strong consistency and can minimize 1/O bottlenecks without trading

off the simplicity of recovery.
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2.3 Public blockchains

In this section, first we provide some background on public blockchains. Next,
we discuss how popular public blockchains like Ethereum [16] rely on Merkle trees
to authenticate data and to decentralize trust. Finally, we outline the inherent I/O

bottlenecks in Ethereum and highlight its throughput and scalability limitations.

2.3.1 Overview

Public blockchains, like databases, maintain some system state and support
transactions on that system state. Public blockchains are widely used because of their

open networks, decentralized architectures, and immutable, auditable state.

Open Networks. Public blockchains allow untrusted servers to join their network
and process transactions. These untrusted servers are responsible for storing and
advancing the system state and the blockchain. Every block in the blockchain has an
ordered list of transactions. Further, blocks store cryptographic hashes of their previ-
ous blocks, creating a chain of blocks that is cryptographically secure and immutable.
In public blockchains, the system state advances from one snapshot to the other with

every new block of transactions, providing consistent snapshots of the system state.

Decentralization. In public blockchains, the untrusted servers in their networks
can be malicious and can provide incorrect information about the latest system state.
Thus, public blockchains follow the State Machine Replication (SMR) [186, 132]
paradigm to tolerate a minority of malicious servers. Each untrusted server in the
network acts as a state machine replica that starts from a fixed initial state. Fol-
lowing SMR, every non-malicious server that begins with the same initial state and
processes the same blocks of transactions, arrives at the same final system state. Pub-
lic blockchains rely on this non-malicious quorum to serve the correct system state

after processing the transactions in the blockchain.

Consensus. In public blockchains, servers that create new blocks and extend the
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Figure 2.2: Merkle Patricia Trie. Reading the account of an address 626, for
example, would require reading node A, traversing branch 6, and looking up C' using
h(C). Then, traversing branch 2 and looking up F using h(F'). Notice that the nodes
in the MPT at random locations on disk.

blockchain (termed miners) can also be malicious. As a result, public blockchains rely
on consensus protocols like Proof-of-Work (PoW) [108] to maintain their correctness
and liveness. Broadly, PoW ensures that miners create a new block (roughly once
every 12 seconds) only after a majority (about 95%) of the servers in the network
receive and process the previous block [211]. This rate limit avoids forking of the
blockchain, i.e., it restrains multiple miners from creating new blocks on top of dif-
ferent previous blocks. Thus, PoW prevents forks that ambiguate the latest system

state or halt its progress, maintaining the security and liveness of public blockchains.

2.3.2 Merkle trees for data authentication

In public blockchains, with untrusted servers maintaining the system state,
users cannot trust the data they receive from such servers. Many public blockchains [16,
104, 45] use authenticated data structures such as Merkle trees [150] to provide proofs

that verify that this data is correct.
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State authentication. With authenticated data structures, users can read data
along with proofs (called witnesses) from untrusted servers. These witnesses allow
users to verify if the data is correct and if it belongs to the latest snapshot of the
system state. Similarly, new servers can request the system state from an untrusted
server and verify its correctness, without having to reconstruct it locally by replaying

the entire blockchain.

Merkle tree. To authenticate the system state, a public blockchain like Ethereum [16]
relies on a variant of the Merkle tree called the Merkle Patricia Trie (MPT) [19]. In
Ethereum, the system state is a key-value mapping from unique addresses to user
accounts. The MPT stores these accounts in the leaf nodes and indexes them with
their addresses, as shown in Figure-2.2. In this dissertation, we use the terms MPT

and Merkle tree interchangeably.

Merkle root. In a Merkle tree, every non-leaf node stores the cryptographic hashes
of all its children. Thus, the hash of the root node, called the Merkle root, hashes of all
the values in the system state, effectively summarizing a snapshot of the system state.
In Ethereum, as the system state changes with every new block of transactions, each
block stores a Merkle root. The Merkle root in each block represents the expected

system state after executing all the transactions in that block.

Merkle proof or witness. Witnesses allow users to identify stale or incorrect data
from untrusted servers. A witness is a vertical path in the Merkle tree and has all the
nodes from the root to the leaf storing the data. To verify the data, users recompute
a Merkle root locally using its witness and cross-check if that Merkle root matches
with the Merkle root published in the latest block. A Merkle root mismatch indicates

that the data is stale or incorrect.

2.3.3 I/0 bottlenecks from inefficient data authentication

Public blockchains have orders of magnitude lower throughput relative to cen-

tralized databases [131, 241] and payment systems like Visa [11]. Further, their
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transaction throughput drops as the system state increasing over time.

On-disk layout of Merkle trees. Public blockchains store the logical Merkle tree
using key-value stores like RocksDB [24] or LevelDB [93]. Each node in the logical
Merkle tree is stored as a value in the key-value store, and nodes are indexed with
their node hashes. With this approach, Merkle tree traversals result in multiple
random disk reads and updates to the tree result in multiple disk writes. Due to
random reads, this approach is not suitable for disks and induces poor performance.
Fundamentally, by design, the top layer of the Merkle tree is more frequently accessed
and modified; however, due to hash-indexed Merkle nodes updated Merkle nodes are
written as new key-value pairs on disk. Thus, this approach also does not cater to

the common access patterns of Merkle trees.

I/0 in the critical path of processing transactions. To process a transaction,
miners read and modify the system state which translates to multiple random reads
and multiple writes to disk. Moreover, as the system state increases over time, miners
take more time to process a new block of transactions, further slowing down public
blockchains. Although PoW limits the block creation rate, PoW typically allows
servers to receive newer blocks after they process the previous block, and does not
limit the number of transactions per block. Therefore, if miners in public blockchains
can process more transactions per second without modifying PoW then miners can
release larger blocks and achieve higher throughput. There has been active research
on increase the throughput of public blockchains by sharding the blockchain [128,
236, 144, 213] or with alternatives for PoW [91, 85, 151, 145, 17]. Tackling the I/O
bottlenecks from authenticated storage is orthogonal to these approaches. Therefore,
we need a public blockchain that addresses these I/O bottlenecks and achieves high
throughput and scalability.
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Chapter 3: Minimizing I/O Bottlenecks with
Specialized Systems

In this chapter, we revisit prior systems research from the perspective of min-
imizing I/O bottlenecks and summarize three core ideas. These ideas in combination
seek an answer to: How can we architect systems to minimize 1/0 bottlenecks and

simultaneously achieve high throughput and scalability?

First, we summarize relevant research on append-only and write-optimized
storage to emphasize customizing the storage subsystem to the underlying hardware
(§3.1). Next, we review operating systems research to encourage redefining roles and
rethinking the responsibilities of each system component (§3.2). Then, we discuss
how systems adopt asynchrony and other optimizations to highlight redistributing the
roles amongst components (§3.3). Finally, we outline how these ideas metamorphize

in three unique and specialized systems: SKYE, CASCADES, and RAINBLOCK (§3.4).

3.1 Customizing storage to hardware characteristics

Modern systems leverage log-structured designs to limit [/O bottlenecks and

to align with the performance characteristics of disks and SSDs.

Log-structured data structures like Merge trees (LSMs) [158], LSM-based key-
value stores [24, 93], replicated databases atop shared logs [40, 218, 42], distributed
protocols [42, 76] and concurrent data structures [41] over shared logs, etc., continue
to gain traction. The shared log paradigm has become the heart of modern distributed
systems and applications. Log-structured file systems [182] and journaling [169] also

leverage logs to support atomic and crash-consistent system calls.

Fundamentally, logs translate application traffic into sequential writes to disks
or SSDs. Since persistent media is optimized for sequential writes, logs enable higher

bandwidth utilization for high-throughput systems. Therefore, modern systems lever-
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age logs to customize to the performance characteristics of the underlying storage

device and demonstrate throughput and scalability improvements.

3.2 Co-designing data processing and storage

Operating systems (OS) highlight the benefits of co-designing; responsibilities

that were exclusive to an OS have shifted to hardware controllers and applications.

Operating systems have offloaded specific tasks to specialized hardware to
reduce the burden on CPUs. Today, SSD controllers manage wear-leveling, garbage
collection, bad block management etc., dedicated network interface cards (NICs) and
network processing units (NPUs) handle checksum calculation, TCP/IP segmentation

and reassembly, encryption/decryption etc., and GPUs render graphics.

Further, applications and deployment settings have also shaped OS research.
For example, UNIX [181] has enabled multiple users to share tasks and resources.
However, to improve resource utilization across diverse workloads, Exokernel [83] has
provided application with direct access to hardware and achieves higher performance;
with Exokernel, applications itself are responsible for managing multiple resources.
Further, embracing a similar minimal design, operations systems for decentralized or
disaggregated environments [188, 184] have proposed supporting only fundamental
functions like security, data integrity, reliable communication etc. Later, operating
systems also began supporting multiple guest operating systems to enable virtualiza-
tion in the clouds [44, 99, 147] to support cloud-scale applications in datacenters [164];
they addressed the resulting 1/O overheads.

Thus, traditional operating systems have transformed into being distributed,
direct-to-application and hardware-aware by rethinking the responsibilities of subsys-
tems and co-designing them for applications and deployment settings. This approach

has demonstrated better resource utilization and higher performance.
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3.3 Restructuring I/O operations

Modern systems leverage several techniques that uniquely modify their I/O
behavior in the pursuit of achieving high throughput and scalability. We revisit a few

common practices like caching, batching, scaling out, and employing asynchrony.

Distributed databases and key-value stores use caches to absorb latest writes
(write-back caches) and handle reads from main memory [7, 149] to avoid random disk
I/O whenever possible. Often, they process a batch of requests to reduce the number
of 1/O operations and to avoid small, inefficient 1/O. Further, these systems scale
out to multiple cores, NUMA nodes, and even across servers via sharding, for pro-
cessing multiple requests in parallel; thus, systems support higher IOPS and address
the 1/O bottlenecks for 1/O-intensive applications. Finally, most systems leverage
asynchrony; instead of waiting for I/O operations to complete they make progress on
other requests and comeback to older requests once I/O completes. These systems
leverage asynchronous and non-blocking I/0O to handle multiple requests in paral-
lel and thereby maximize resource utilization and achieve high throughput. With

asynchrony, systems detangle I/O from processing requests.

These techniques have their own limitations and trade-offs. Caching introduces
weaker-levels of data consistency. Asynchronous durability and relaxed consistency
enhance the performance and responsiveness of distributed system. However, prior
work investigates the implications of asynchronous durability on data reliability [68],
and the inherent trade-offs in adopting relaxed consistency for higher performance
[207]. Sharding and partitioning require careful attempts to maintain strong consis-
tency and to balanced load. Batch processing of operations often comes at the expense
of increased latency; prior research outlines the intricate relationship between latency

and throughput trade-offs in the context of distributed systems [95, 73].

Balancing these techniques is intricate and results in a dynamic landscape of
modern systems. Thus, specialized systems that cater to specific workloads, applica-

tions, data formats and hardware are crucial for obtaining I/O-efficient systems.
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3.4 Specialized systems

These techniques in combination provide a holistic approach towards minimiz-
ing 1/0 bottlenecks and improving the utilization of resources in modern systems. In
this dissertation, we follow these ideas to fundamentally re-architect systems by re-
defining the role of each component and reconsidering its responsibilities to improve

the utilization of underlying resources.

Custom storage. In this dissertation, SKYE (§4) introduces a novel logging inter-
face NVLOG that customizes to PM characteristics and is scalable across NVDIMMs.
Next, CASCADES (§5), writes transaction commit records to networked or replicated
disks in a scalable manner; CASCADES simultaneously achieves asynchronous dura-
bility and efficient recovery without blocking on a synchronous Paxos-style replicated
write in the critical path of processing transactions. Finally, in RainBrLock and
DSM-TREE (§6) introduces a novel Distributed, Sharded Merkle Tree for data au-
thentication that customizes its design to the application data layout and access

patterns (optimizes for reads) and is scalable and memory-optimized.

New architectures and design. SKYE (§4) adopts a new architecture for PM
key-value stores that leverages multiple media and NVLOG to avoid overwhelming
PM. CaAscADES (§5) discusses the API of LATTICE that enables it to achieve high
throughput and scalability and to simultaneously simplify recovery and replication in
distributed transactional stores. RAINBLOCK (§6) deconstructs the responsibilities of

a miner and proposes a new architecture for public blockchains.

Restructuring I/O operations. All three systems employ batching to restruc-
ture I/O to the underlying storage media and achieve high throughput. CASCADES
(§5) and RAaINBrLock (§6) avoid I/O overheads from the critical path by performing
I/O asynchronously. Further, they speculate on the successful completion of these

operations and continue to make progress on other requests.

27



Chapter 4: Skye

In this chapter, we first present an empirical study to discuss the performance
limitations of PM key-value stores and emphasize the I/O bottlenecks in PM stores
(§4.1). We study the performance characteristics of PM and summarize four design
recommendation to minimize I/O bottlenecks. Next, following these design recom-
mendations, we introduce the novel design and architecture of SKYE (§4.2). Finally,
we discuss the implementation of SKYE (§4.3) and evaluate its throughput and scala-
bility across various workloads and in comparison to state-of-the-art PM stores (§4.5).
We show that on a single NVDIMM, SKYE outperforms state-of-the-art PM stores
by 2.5-5x on the standard Yahoo Cloud Serving Benchmark (YCSB). With four
NVDIMMs across four NUMA nodes, SKYE obtains ~86% of PM write bandwidth,
and its write throughput scales by 3.9x.

4.1 1I/0 bottlenecks from PM media

In this section, we first describe the performance and scalability limitations of
state-of-the-art PM key-value stores (§4.1.1). Next, we summarize our empirical study
that highlights the nuanced performance profile of PM (§4.1.2). Then, we outline four
design recommendations for PM key-value stores that are crucial for minimizing 1/0
bottlenecks from PM media (§4.1.3). Finally, we discuss a few strawman solutions

and their drawbacks (§4.1.4) to motivate our approach.

4.1.1 Performance limitations of PM stores

Existing PM stores [61, 238, 48] support direct-access for applications and
provide low latencies (2-5 us/op). However, state-of-the-art PM key-value stores [238,
214, 48, 61] suffer from poor performance; these PM stores utilize <45% of PM write
bandwidth and <10% of PM read bandwidth with varying access sizes (256B-1kB),
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Write bandwidth Read bandwidth

PM key-value stores o/ 1isation) (% utilization)

ChameleonDB 4 GB/s (29%) 2 GB/s (%)
FlatStore 6 GB/s (44%) 3 GB/s (10%)
Viper 2 GB/s (12%) 3 GB/s (9%)

Table 4.1: PM stores. Peak PM bandwidth utilization of PM stores on a single
node (with 6 NVDIMMs, up to 48 threads) for writes and reads with 8B keys and
across 8B-1kB values.

as shown in Table-4.1. Further, their throughput drops on increasing the number of

application threads, as shown in Figure-4.1.

We measure the peak bandwidth utilization of these PM stores for pure-write
(YCSB LoadA) and pure-read (YCSB RunC) workloads using 8B keys and with
varying value sizes (from 8B up to 1kB). We use a single NUMA node with six
NVDIMMs and up to 48 threads. For this study, we categorize existing PM key-
value stores into two groups: key-value stores that are retrofitted for PM and ones

that are designed from the ground up for PM.

Retrofitted PM stores. Retrofitted PM stores are derived from key-value stores
that are originally designed for block devices e.g., stores like RocksDB [24] and Lev-
elDB [90] that are based on log-structured merge trees [158], or from in-memory
key-value stores e.g., pmem-Redis [165]. ChameleonDB [238], MatrixKV [231], Nov-
eL.SM [122], SLM-DB [116], and ListDB [126] are a few retrofitted LSM-based PM
key-value stores. These stores do not cater to the unique characteristics of PM but

take advantage of its byte-addressability and durability.

We observe that the peak write bandwidth achieved across NoveLSM, SLM-
DB and pmem-Redis [165] is 215 MB/s which is <2% of the available PM write
bandwidth. Amongst the retrofitted stores, ChameleonDB obtains ~29% of available
write bandwidth, as shown in Table-4.1. Since these PM stores are not NUMA-aware,

their performance does not scale to multiple NUMA nodes.
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Figure 4.1: Throughput and scalability. Existing PM stores have low write
throughput which drops beyond 8 threads. SKYE achieves high and scalable write
throughput.

New PM stores. Key-value stores that are custom-built for PM like FlatStore [61]
and Viper [48] achieve better write-bandwidth utilization e.g., with larger 1 kB values
they obtain <45% of available write bandwidth, as shown in Table 4.1. These PM
stores assume a single interleaved PM device. Viper customizes to PM by allowing
application threads to write directly to PM without intermediate DRAM buffers,
and has NVDIMM-aligned logs and evenly distributes threads across logs. FlatStore
proposes efficient batching to avoid small writes to PM and uses per-core logs that
span across multiple NVDIMMSs. Thus, FlatStore and Viper do not limit the number
of threads accessing a single NVDIMM. Thus, these PM stores do not maintain fine-
grained control over the I/O on NVDIMMs, and hence utilize a small fraction of PM
bandwidth. Further, they have low throughput that degrades with increasing number
of application threads (beyond 8), as shown in Figure-4.1.

4.1.2 PM empirical study

We perform an empirical study to understand the throughput and scalability

of PM, under various workloads and configurations.

Setup. We use a four-socket machine with 3 TB of Intel Optane DC Persistent
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Memory across 24 NVDIMMs, 224 cores, 790 GB DRAM, and with Ubuntu 20.04
and Linux 5.16 kernel for this study. Our experiments use DAX-enabled ext4 to
memory-map 12 GB sized PM files and use direct load and non-temporal store in-
structions [183] to read and write to PM. Memory-mapping PM avoids [/O overheads
from the underlying file system [226, 114, 115]. We page fault and zero-out PM pages

before using them to avoid their overheads in our experiments.

In our experiments, we perform reads and writes to PM in different configura-
tions (interleaving vs non-interleaving modes, single vs multiple NUMA nodes), with
varying 1/O sizes, I/O patterns (sequential vs random), and the number of reader

and writer threads. We make the following observations.

O1: Sequential access gives better performance than random. With random
instead of sequential 512B accesses, single-threaded read throughput drops by =2 x
from 3.9 GB/s to 2.1 GB/s, and write throughput drops by ~3x from 2.2 GB/s to
0.7 GB/s. Thus, sequential access pattern is better for reads and writes; sequentiality

is more important for writes than reads.

0O2: 512B access size gives the best performance. We note a peak single-
threaded throughput of ~2.2 GB/s with 512B and 1kB sized writes, and ~3.9 GB/s
with 256B and 512B sized reads; 512B is preferable for both reads and writes.

03: Maximum of 3 writers and 6 readers per NVDIMM. On a single
NVDIMM with 3 writers, we observe a sequential write throughput of 2.2 GB/s; with
6 readers, we observe a sequential read throughput of 6.9 GB/s. However, increasing
the number of threads decreases the write and read throughput due to head-of-line
blocking overheads. However, we observe random write throughput of 0.6 GB/s with
3 writers and random read throughput of 5.85 GB/s with 6 readers; random reads

scale better than random writes.

0O4: Mixed I/O on NVDIMMSs. Contrary to prior PM analysis [70], we ob-

serve that performing concurrent reads and writes to PM yields better throughput.
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Concurrent reads and writes to PM obtain higher cumulative bandwidth, although
they reduce the peak read and write PM bandwidth utilization. With 2 readers
and 1 writer, we observe a peak I/O throughput of 3.31 GB/s per NVDIMM with
mixed I/O. However, serializing reads and writes to NVDIMMs, requires 8 readers
and 1 writer to read at 6.8 GB/s and write at 2.14 GB/s but achieves a cumulative
throughput of ~3.26 GB/s. At peak PM write and random-read bandwidth utiliza-
tion, avoiding mixed I/O provides <5% higher throughput. Thus, concurrent I/O

uses 3x fewer threads and allows higher throughput in most cases.

O5: Non-interleaved NVDIMMSs provide better performance. We observe
consistent and higher bandwidth utilization with the non-interleaved mode. For ex-
ample, with a single thread, interleaving NVDIMMSs has up to 50% lower throughput
for reads and writes across varying value sizes (512B—4kB writes). Even with a higher
number of threads, managing individual non-interleaved NVDIMMs yields up to 20%
higher throughput relative to interleaving. With interleaving and write sizes ranging
from 256B to 2MB, write throughput drops from 12.7 GB/s to 10.5 GB/s (~=85%
of the maximum write bandwidth), while it remains consistently above 11.7 GB/s

(~97% utilization) without interleaving.

0O6: Avoid cross-node traffic. We observe 3x lower write throughput, and 2.5x
lower read throughput if threads accessing NVDIMMs are not pinned to their local
NUMA node; cross-node traffic limits throughput and scalability.

Summary. With 4 nodes and 24 NVDIMMs we observe a peak aggregate throughput
of 162 GB/s for sequential reads (96% of the theoretical limit), 124.2 GB/s for random
reads, and 48.3 GB/s for sequential writes (92% of the theoretical limit); we estimate
theoretical limits by assuming perfect NVDIMM and NUMA scalability. On a single
NVDIMM, we also observe a maximum random read and sequential write throughput
of 5.85 GB/s and 2.2 GB/s. With 6 NVDIMMSs on a single node, we observe a peak
PM throughput of 12.7 GB/s for sequential writes and 31.5 GB/s for random reads.
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Note that we use these as our baselines for the maximum attainable read and write

bandwidth in the rest of the paper.

4.1.3 Design recommendations for PM stores

We summarize four recommendations (from our analysis and prior work) that

enable high PM bandwidth utilization.

R1. Avoid interleaved PM. Managing individual non-interleaved NVDIMMs pro-
vides high throughput which remains stable across varying value sizes and scales with
the available NVDIMMs. However, existing PM key-value stores (§2.1) and PM file
systems [240, 226, 114, 115] use the interleaving approach for simplicity and suffer
from low throughput and scalability.

R2. Limit concurrent PM access. Increasing the number of reader or writer
threads without bounds causes the buffers in NVDIMMs to fill quickly and induces
head-of-line blocking overheads. Thus, it is critical to limit the maximum number of

concurrent threads on each individual NVDIMM.

R3. Mix read and write I/O. Performing concurrent reads and writes provides

better throughput and requires fewer threads to achieve peak bandwidth utilization

(3.31 GB/s per NVDIMM).

R4. Limit cross-node traffic. Memory and thread sharing across multiple NUMA
nodes results in cross-node traffic and introduces overheads from the high-latency
low-bandwidth NUMA interconnect. Thus, minimizing cross-node traffic is crucial

for high PM bandwidth utilization and scalable throughput.

4.1.4 Strawman solutions

Running a key-value store on a PM file system. One might wonder if running
a traditional key-value store on a file system designed for PM results in good perfor-

mance. We ran RocksDB [24] on OdinF'S [240], a PM-customized POSIX file system
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which aims to achieve high performance and scalability by retaining fine-grained con-
trol over PM. We find that RocksDB does improve by using OdinFS (up to 35%),
but it is still significantly lower than the performance of PM key-value stores such
as FlatStore. One reason behind this is that OdinF'S does not support the mmap op-
eration; most PM key-value stores access PM via memory mapping, since accessing
it via read and write systems calls can be 6-16x slower. More fundamentally, even
if OdinF'S extends support for mmap, it cannot provide hugepages (as it relies on
stripping PM across NUMA nodes for thread parallelism and scalability); hugepages
directly impact the performance of memory-map applications [115]. Thus, one cannot
obtain a write-optimized PM store by running a key-value store built for solid state

drives on top of a PM file system.

Summary. We need a new PM store that takes advantage of the high and expandable
bandwidth of PM and provides scalable write throughput to applications. Such a
high-throughput PM store must be tailored to the nuanced performance of PM and
must account for the best practices that enable high PM bandwidth utilization.

4.2 Skye: Design

We present SKYE, a write-optimized key-value store for persistent memory
(PM). SKYE provides a simple interface with put, get, and delete operations. SKYE
supports strong consistency (linearizable reads and writes). SKYE maintains crash

consistency in the event of a crash and recovers efficiently.

The key insight powering SKYE is that PM stores must maintain fine-grained
control over all PM accesses to achieve high and scalable throughput. This idea
follows observations from prior PM studies and the recommendations from our anal-
ysis (§4.1). Existing PM stores offload the control over PM I/O to hardware and
applications. They rely on memory-controllers to distribute data across individual
non-volatile DIMMs (NVDIMMs) and allow application threads to directly access the
data on PM. Thus, existing PM stores harvest the low latency of PM. However, this
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fundamentally trades off high throughput as PM stores no longer control how data
is placed on individual NVDIMMs (violates R1), and how many threads access an
NVDIMM concurrently (violates R2).

SKYE is the first PM store to have fine-grained control over all PM accesses
and to leverage the high bandwidth of PM. It proposes an architecture with indirect-
access to PM for applications. SKYE uses three main components to implement this

architecture and follows the four design recommendations from our analysis.

Log interface for NVDIMMs. Instead of using a single hardware-managed PM
device, SKYE manages individual NVDIMMs and implements a log abstraction on top
of each NVDIMM. By writing to a NVLOG provided log, SKYE writes sequentially
to NVDIMMs and makes data placement decisions at the granularity of each put
request (R1).

Dedicated worker threads. Instead of allowing applications to access the data on
PM directly, SKYE uses dedicated workers that perform I/O on behalf of applications.
SKYE ensures that a fixed number of workers perform /0 on a single NVDIMM (R2).

Leveraging other media. With NVLOG and workers, SKYE efficiently process
write requests. However, to enable efficient reads, SKYE leverages DRAM and disks.
SKYE maintains in-memory indexes and checkpoints periodically to disks. Thus,
SKYE avoids overloading PM and obtains good read and write throughput simulta-

neously.

NUMA awareness. SKYE adopts a NUMA-aware design. SKYE partitions data
and metadata across NUMA nodes and uses workers from the same node to access

the data. This enables scalable throughput across multiple NUMA nodes (R4).

4.2.1 Architecture: Indirect-Access to PM

SKYE is designed for machines with multiple non-uniform memory access

(NUMA) nodes and multiple NVDIMMs per node. SKYE manages individual non-
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Figure 4.2: Architecture. SKYE uses a log interface to NVDIMMs (NVLOG) and
provides indirect-access for applications. SKYE uses dedicated workers to process
requests on behalf of applications and SKYE is NUMA-aware.

interleaved NVDIMMSs and provides indirect-access for applications. Figure 4.2 illus-

trates the indirect-access architecture of SKYE.

First, SKYE exposes a log interface on top of individual NVDIMMs (NVLOG).
Each NVLOG log tailors I/O to the nuanced performance profile of PM.

Next, SKYE uses dedicated workers that read and write to NVDIMMSs using
NVLOG. SKYE ensures that the number of concurrent threads accessing a single
NVDIMM does not exceed a threshold. Each worker has its own read and write

pending queues and processes the requests in those queues.

Application threads can enqueue requests into a worker’s request pending
queue and wait for their completion. SKYE employs a NUMA-aware router that
directs the application threads to a specific worker’s request pending queues. This
indirect-access architecture allows SKYE to reclaim the fine-grained control from hard-

ware and applications, which is crucial for achieving high and scalable throughput.
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4.2.2 Log Interface to NVDIMMs

SKYE manages PM as multiple, individual, non-interleaved PM devices and

implements a log interface for NVDIMMs (NVLOG).

NVLOG presents a high-level interface on top of NVDIMMs. NVLOG al-
lows SKYE to create, read, write, and delete logs (append-only files) on individual
NVDIMMs without worrying about low-level details like the complex performance

characteristics of PM.

Traditionally, PM key-value stores have used interleaved PM. Interleaving
combines multiple NVDIMMSs into one PM device; sequential PM regions map across
NVDIMMs in round-robin fashion at 4kB granularity. A file system is mounted on
top of the interleaved PM device. PM stores memory-map files and store their data
and metadata on PM. While using a single interleaved PM device per NUMA node
is convenient, it gives up fine-grained control over the I/O at each NVDIMM, which
is crucial for obtaining high throughput (§4.1).

NVLOG replaces this stack (interleaved PM and file system). Instead of a file
abstraction, NVLOG exposes the log abstraction (reads and appends which translate
to random reads and sequential writes to NVDIMMs). NVLOG is tailored for the per-
formance characteristics of PM and the needs of SKYE. Instead of one interleaved PM
device, NVLOG manages multiple NVDIMMSs each as its own PM device. NVLOG
mounts a file system on each NVDIMM that it manages. NVLOG pre-allocates large
files, zeroes-out and pre-faults them (so that page faults and the overheads from ze-
roing pages are not incurred in the critical path of writing to the logs). As a result,

obtaining a new log from NVLOG is inexpensive.

NVLOG also implements efficient log reads and appends. For instance, NVLOG
uses non-temporal stores [183] and AVX-enabled memcopies [105] as they enable high
PM bandwidth utilization. NVLOG is aware of the block size of PM, so NVLOG
batches log appends and writes to the media at 256 bytes or larger granularity. This

prevents write amplification and avoids PM 1/0O bottlenecks.
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4.2.3 Workers and Request Queues

SKYE maintains a fixed number of workers per NVDIMM. SKYE associates

each data and metadata log with a worker.

Worker threads process requests on behalf of application threads. Application
threads talk to a centralized router, which points them to a worker. The application
thread then directly enqueues its request in the worker’s read or write pending queue.
To process writes, workers dequeue a write request, write values to the data log
and corresponding metadata to the metadata log; NVLOG batches small writes to
NVDIMMs. To process reads, workers dequeue a read request, and read its value

from data logs.

SKYE couples data storage with data accesses (by associating a set of data and
metadata logs to one worker). SKYE decouples PM accesses from application threads
using dedicated workers and request queues. This may seem counter-intuitive as one
of the advantages of PM is that applications can directly read or write to PM at low
latency. However, to achieve high throughput and leverage the high bandwidth of
PM, PM stores must carefully control I/O to PM; SKYE maintains its own threads
instead of allowing applications to access the data on PM. With indirect-accesses,
SKYE achieves high throughput that scales with increasing number of application

threads.

NUMA awareness. SKYE associates workers with a single data and metadata log
on a particular NVDIMM. Workers always access the NVDIMMSs in their own NUMA

node.

CPU utilization. Using dedicated workers increases the CPU utilization of SKYE.
Prior PM studies recommend avoiding concurrent reads and writes on a single NVDIMM
to ensure high write-bandwidth utilization; however, we observe that concurrent read
and write I/O provides higher throughput with fewer number of workers. We use

this in the design to lower the CPU utilization of SKYE. SKYE allows multiple work-
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ers with data and metadata logs on the same NVDIMM to process read and write

requests simultaneously.

4.2.4 Request Routing

SKYE has a centralized request router that is shared across NUMA nodes. The
router in SKYE has two main functions: serializing requests, and routing application

threads to workers.

Serializing requests. The router is the serialization point in SKYE. All put requests
are assigned a serial number that is persisted as part of the metadata, and get requests

are assigned metadata.

Routing. For put requests, the router distributes application threads uniformly
across the available workers. The router ensures that the write request load is dis-
tributed uniformly across NUMA nodes and NVDIMMs. For get requests, application

threads are routed to a specific worker that manages the corresponding data log.

Read throughput. SKYE partitions data and metadata across NUMA nodes and
NVDIMMs. Thus, the router in SKYE must lookup the latest metadata to locate the
data log with the latest data to direct application threads to that worker’s request
queues. SKYE returns the metadata of a write request once it is processed and allows
applications to cache this metadata. Thus, application threads can pre-populate get
requests with metadata and can enqueue the requests into the worker’s queue; in this
fast-path, router does not have to perform metadata lookups while routing the get

request. Request routing is performed outside the throughput-critical path of SKYE.

4.2.5 Leveraging DRAM and Disks

SKYE maintains in-memory indexes that store metadata and help locate the

data in NVLOGS efficiently.

We observe that PM indexes [135, 156, 244, 146, 102, 127, 215, 62, 242, 143]

39



provide low throughput (<10 Mops/s) as they do not account for the I/O bottlenecks
from inefficient PM accesses. For example, PM hash tables perform small, random,
mixed [/O on PM, resulting in low overall throughput. Thus, SKYE employs DRAM
indexes. These indexes offer considerably higher throughput relative to PM indexes

and do not overload PM.

However, updating in-memory indexes in the critical path of processing put
requests leads to poor performance. Instead, SKYE writes index updates to an in-
memory merge log in the critical path. Using these merge logs, indexes are updated
in the background. Merge logs must be examined to fetch the most recent metadata
while routing get requests; SKYE uses bloom filters to lower this cost. With this
design choice, SKYE incurs additional overheads (merge log lookups) while routing
get requests and achieves high throughput for puts (avoids index updates in the
critical path).

Checkpoints. Since the data layer also persists metadata using NVLOG, SKYE can
use metadata logs to recover from a power failure or a crash. However, recovering
purely from metadata logs requires reading complete logs. To avoid reading full logs
and reconstructing entire indexes during recovery, SKYE checkpoints indexes. To
prevent checkpointing traffic from overloading NVDIMMs, SKYE leverages disks and
periodically checkpoints to disks.

4.2.6 Life of a request

We discuss the life cycle of a put and get request in SKYE. Figure-4.3 illustrates

the life of a put (in red) and a get request (in green).
Put Request
e The put request arrives at the router.

e The router assigns a serial number to the put request and routes it uniformly to

workers across NUMA node.
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Figure 4.3: Life of a request in Skye. This figure shows the life of a put request
(in red color) and get request (in green). The worker’s data structures are in blue,
per-node partitions in grey, and components shared across NUMA nodes in black.

e Application threads enqueue the request to the worker’s write pending queue

e The worker dequeues a put request, appends value to the data log, and appends
metadata to the metadata logs

e Finally, worker appends an index update record to its in-memory merge log and
marks the request complete.

e Under low load workers wait until a few requests are enqueued to avoid contention
on the queues and to reduce CPU utilization; this enables NVLOG to batch writes
to NVDIMMs

In summary, in the critical path, workers dequeue requests, persist data and
metadata to NVDIMMs using NVLOG and append index update records to their
corresponding in-memory merge logs. A background merger thread reads the update
records from the merge logs and asynchronously updates the index in the NUMA

node. Note that application threads can cache the metadata from put requests and
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send it with along with get requests (fast path).

Get Request

e The get request arrives at the router.

e The router directs the read request to the worker that manages the data log with
the latest value of the key

e In the fast path, clients provide the latest metadata the key. Otherwise, router
uses the metadata from all NUMA nodes (index and merge logs), finds the most
up-to-date metadata; application threads enqueues the get request to that specific
data log’s worker

e The worker dequeues the get request, reads the value from the data logs on NVDIMMs,

and marks the request complete

In summary, in the critical path, workers dequeue requests and perform a
single PM read to fetch the value from the data logs. Note that application threads
need not cache and pre-populate the metadata of get requests as the router looks
up the metadata from all NUMA nodes to route a get request; routing is performed

outside the (throughput) critical path of processing a get request.

4.2.7 Crash Consistency

SKYE ensures that it can recover to a consistent point after a crash or a power
failure. SKYE orders updates and uses checksums to ensure crash consistency. Once
the metadata is appended to the metadata log only then a key-value is considered

committed.

If a crash happens before the metadata write is done, the data is lost; the data
log entry will be overwritten by the next write. Partially written metadata entries
will also be zeroed out. The data log and metadata log appends can get re-ordered at
PM devices as SKYE does not order data and metadata appends using fences (e.g.,

sfence [183]). SKYE recovers consistently even in cases when metadata log is persisted
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but the data log is not persisted. The metadata log contains a checksum of the data

(value) so that SKYE can detect partial writes, bit flips, and other forms of corruption.

NVLOG interface batches writes and issues fences after persisting a batch of
data and metadata entries. Once data and metadata are persisted, a crash does
not result in data loss. The in-memory metadata indexes will be reconstructed from

checkpoints and the metadata logs.

4.2.8 Garbage Collection

To support deletes, SKYE writes a new data entry with a higher serial number
(provided by the router) indicating that the key is deleted. SKYE garbage collects
deleted keys when the key-value store starts up, by moving live keys to new data logs,
and updating the metadata logs. Garbage collection is also triggered when there are

no free log segments available.

4.2.9 PM Discussion

A natural question that arises is the relevance of SKYE given that Intel is

discontinuing its line of PM products.

The main contribution of this paper is our approach of empirically analyz-
ing a new media, understanding how to effectively utilize it, and designing a high-
throughput key-value store. We have demonstrated this for PM; PM requires fine-
grained control over I/O to NVDIMMs to achieve high write-bandwidth utilization
and SKYE controls all PM accesses to achieve high and scalable throughput. The
indirect-access architecture of SKYE is a natural fit for products like Samsung’s
memory-semantic SSD [82]. The memory-semantic SSD has very similar charac-
teristics to Optane PM. It has a built-in DRAM cache (like XPBuffer in PM (§2.1))
and is byte-addressable but has an underlying coarse-grained SSD media access. To
show that SKYE extends to newer media with minimal effort, we support traditional

block-based SSD with a few lines of code changes within the NVLOG interface. In
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the future, we envision SKYE supporting newer byte-addressable persistent media,
by extending its support for optimal logging. Our approach is also valid for PM ex-
pansion with CXL. The write bandwidth of real CXL [200] hardware is sensitive to
I/O sizes, access patterns, and the number of concurrent accesses to the media. We

demonstrate that SKYE extends to CXL PM without any modifications (§4.5).

4.3 Implementation

We implement SKYE in 10k lines of C++ code. By default, NVLOG maintains
1 GB-sized logs for data and metadata, uses non-temporal stores for log appends and
AVX-512 [105] memcopies for log reads, and zero-pads appends to make them 8B-
aligned. SKYE maintains a fixed (configurable) number of workers per NVDIMM; each
worker has its own read and write pending queues (RPQs); we use lock-free concurrent
queues [51]. Each worker maintains its own RPQs to avoid concurrency overheads in
the critical path. The workers in SKYE process the pending requests in their RPQs
and go back to sleep until the application threads notify the worker. Under low load,
if request batching is enabled, the worker waits until a fixed (configurable) number of
write requests arrive in its RPQs before it starts processing writes. Batching enables
high throughput and better PM write bandwidth utilization. Workers avoid polling
on the request queues to avoid contention on the queues, instead they get notified after
requests are enqueued in their RPQs. We observe that RPQs have poor scalability
with increasing number of application threads and we need scalable, high-throughput
RPQs that are lock-free and wait-free to realize the benefits of indirect-access in
practice. SKYE uses FASTER [58] as its metadata index, implements in-memory
merge logs to avoid index updates in critical path, and uses bloom filters [210] to

optimize lookups on merge logs.
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4.4 Limitations and Trade-offs

SKYE provides indirect applications with indirect access to PM. With dedi-
cated worker threads SKYE increases its CPU utilization in exchange for high PM
bandwidth utilization. SKYE also allows trading off low latency for high throughput
with configurable request batching. SKYE aims at obtaining high PM write band-
width utilization since saturating PM write bandwidth is easier than read bandwidth;

PM has higher read latency than write latency.

4.5 Evaluation

We answer the following questions in our evaluation:

e What is the throughput of SKYE? Does it scale to multiple NVDIMMs and NUMA
nodes? (§4.5.1)

e What is the latency for SKYE requests? (§4.5.2)

e How does SKYE compare to state-of-the-art PM stores on workloads resembling
real-world applications? (§4.5.3)

e What are the overheads and trade-offs in SKYE? (§5.7.4)

e How do we tune the number of workers in SKYE? (§4.5.5)

Experimental setup. We use a four-socket machine with 224 cores, 790 GB DRAM,
and 3 TB of Intel Optane DC Persistent Memory, with Ubuntu 20.04 and Linux 5.16
kernel for our experiments. This machine has six 128 GB NVDIMMs per node,
has Intel(R) Xeon(R) Platinum 8276 processor. To emulate CXL PM, we use a
dual-socket machine with 16 cores, 125 GB DRAM, Intel(R) Xeon(R) Silver 4314
processor, and with 1 TB PM (four 128 GB NVDIMMSs per node). To emulate CXL
PM, we pin threads to one node and access NVDIMMs on the remote node (§4.5.1).

Comparison points. We compare SKYE against three state-of-the-art PM stores:

FlatStore [61], Viper [48], and ChameleonDB [238]. Since FlatStore and ChameleonDB
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are not publicly available, we use their implementations from the authors of Pac-
man [214]. We use FlatStore-H (with a hashtable index) implementation and observe
that the measured performance aligns with the performance reported in their papers.
We use Viper’s publicly-available code [49]. We also evaluate SKYE against the fol-
lowing baselines: The peak PM bandwidth of a single NVDIMM of 2.2 GB/s for
sequential writes and 5.85 GB/s for random reads. With six NVDIMMs in a NUMA
node, the peak PM bandwidth of 12.7 GB/s for sequential writes and 31.5 GB/s for

random reads.

Workloads and configurations. We use the YCSB benchmark suite [66] which
consists of workloads that represent real-world applications. We generate YCSB
workloads with 8B keys and 256B values (total size: 12.29 GB). We use YCSB’s
LoadA (write-only) with 100% writes, RunA (write-heavy) with 50% reads and writes,
RunB (read-heavy) with 95% reads and 5% writers, RunC (read-only) with 100%
reads, RunD (read-latest) and RunF (read-modify-write) workloads. We generate
YCSB workloads with uniform distribution and with moderate request skew using the
default YCSB Zipfian coefficient of 0.99. SKYE and PM stores we compare against
do not support the RunE (range-scans) workload. We compare SKYE against PM
stores on a single NVDIMM and with 6 NVDIMMs on a single NUMA node. By
default, SKYE uses 8 workers on a single NVDIMM. With six NVDIMMs on a single
node, SKYE uses 16 workers per NVDIMM. In our experiments, we use 8 application

threads per NVDIMM by default.

4.5.1 Throughput and Scalability

We evaluate SKYE on a single NVDIMM and discuss its scalability to multiple
NVDIMMs across NUMA nodes. We also evaluate SKYE on emulated CXL PM. We
use YCSB LoadA and RunC workloads with uniform distribution of keys for these

experiments.

Performance on a single NVDIMM. First, we configure the number of workers
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# NVDIMMs Mops/s Scaling % bw utilization

1 7 1x 89%
2 14 1.9x 84%
4 28 3.9x 86%

Table 4.2: NUMA scalability. The write throughput of SKYE scales across
multiple NUMA nodes. SKYE achieves 3.9x higher throughput on 4 nodes compared
to one node from its fine-grained control over all PM accesses.

Configuration | CXL PM  CXL PM (2x)
% write bw utilization 88% 86%
write (Mops/s) 7 (1x) 14 (1.9%)
write (GB/s) 1.9 (1x) 3.8 (1.9%)

Table 4.3: CXL PM. SKYE throughput scales by 2x with two emulated CXL
NVDIMMs; SKYE utilizes up-to 88% of the write bandwidth of emulated CXL PM.

in SKYE for a single NVDIMM. With 16 workers and 8 application threads, SKYE
obtains up to 88% of PM write bandwidth. SKYE processes 7 Mops/s and has average
request latency of 53us. With higher number of workers, NVDIMMs get overloaded
which result in lower performance. In this setting, SKYE can handle more than 48
application threads without drop in its throughput (Figure-4.1). In the same setting,
SKYE processes reads at about 6 Mops/s and has 30us latency, and obtains 25%
of PM read bandwidth. SKYE uses 16 workers, 1 background merger thread, and 16
application threads. This experiment uses 34 out of 54 available CPU cores on a single
NUMA node on the server. Thus, the write throughput of SKYE is bandwidth-bound
on a single NVDIMM and is CPU-bound within a NUMA node. We now discuss the
scalability of SKYE performance to NVDIMMSs across multiple NUMA nodes.

Performance across multiple NUMA nodes. SKYE has scalable write through-
put with increasing number of NVDIMMs across NUMA nodes. We scale NVDIMMs
by 4x across four NUMA nodes, and measure the write throughput of SKYE when it

is configured to use 16 workers per NVDIMM and 8 application threads per node. In-
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stead of a single NVDIMM in node-0, when SKYE is configured to use two NVDIMMs
across two NUMA nodes, SKYE processes 14 Mops/s and increases throughput by
94%. On configuring SKYE to use 4 NVDIMMSs across 4 NUMA nodes, SKYE pro-
cesses around 28 Mops/s and achieves 3.9x higher throughput, as shown in Table-4.2.
On a single NVDIMM, SKYE processes reads at 9 Mops/s; this read throughput does
not scale with increasing number of NVDIMMs. On scaling to multiple NUMA nodes,
workers on NVDIMMSs remain underutilized due to load imbalance of read requests.

Note that with more workers, SKYE increases its read bandwidth utilization.

CXL Discussion. To evaluate the impact of PM capacity expansion on SKYE,
we emulate CXL PM following CXL memory emulation from prior work [148, 29].
Note that recent CXL research [200] reports that sequential accesses (using load and
non-temporal store instructions) to remote NUMA memory of a dual-socket server
have higher performance and lower latency than real CXL memory; we assume that
this observation translates to PM. We measure the peak write bandwidth of emulated
CXL PM using the Intel Memory Latency Checker [172] and our microbenchmarks
from PM analysis (§4.1). We observe that a single CXL-attached NVDIMM (CXL-
PM) has a maximum write bandwidth of 2.23 GB/s (4 writers and 512B writes); CXL
PM has similar sequential write bandwidth as PM.

SKYE saturates 88% of the available write bandwidth with CXL-PM on YCSB
LoadA workload. With CXL PM, SKYE processes ~7 Mops/s and writes at 1.9 GB/s.
Further, with 2x the capacity of CXL PM, SKYE saturates 86% of available write
bandwidth. In this setting, SKYE processes ~14 Mops/s and writes at 3.8 GB/s.
Therefore, by increasing CXL-attached PM capacity by 2x, SKYE performance scales
by 1.9x (Table 4.3). SKYE supports CXL-PM without any modifications and shows
how the benefits of SKYE translate to persistent memory media with lower write
bandwidth than PM. Since CXL performance is not similar to remote NUMA perfor-
mance for other access patterns like reads [200], we only evaluate the performance of

sequential writes (using non-temporal stores).
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Mean : TyrantKV

Latency FlatStore | Viper | ChameleonDB No Batching | Batching
Put (us) 3 7 (1x) 4 3 35 (5%)
Get (us) 3 3 (1x) 3 3 32 (10x)

Table 4.4: Average request latency. This table reports the average put and get
request latency of PM key-value stores.

Ablation study. We discuss end-to-end impact of the design choices of SKYE. SKYE
has up to 14% lower throughput across all YCSB workloads when run on a single
interleaved (six NVDIMMs on a node) PM device instead of managing individual
NVDIMMs. By managing non-interleaved NVDIMMs, SKYE has higher benefits from
hardware prefetching. Next, SKYE uses fixed number of workers per NVDIMMs,
implements indirect-access, and avoids overloading PM. However, without indirect-
access, too many applications threads can simultaneously access an NVDIMM and
overload PM. SKYE experiences 17% lower performance on increasing the number of
workers form 16 to 32 threads. Further, using threads of a remote NUMA node drops
SKYE performance by up to 4x. We note that NvVLOG and batching also provide

significant performance improvements.

4.5.2 Latency

We now discuss the latency characteristics of SKYE. We use default YCSB

LoadA and RunC workloads for these experiments.

Low latency settings. Workers process requests in batches by default; workers wait
till a configurable number of requests arrive at their request pending queues before
processing them. While batching increases the average latency of requests, it enables
high throughput; SKYE achieves a peak write throughput of 7.2 Mops/s (88% of
PM write bandwidth) on a single NVDIMM (8§4.5.1). Further, batching reduces CPU
consumption and limits the contention on the request pending queues. If applications

disable batching then SKYE takes around 3us to process a put or a get request and
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Figure 4.4: Throughput and latency. The throughput of SKYE increases with the
number of application threads, it saturates with >48 threads; latency continues to
increase as request wait longer in the queues. Labels show PM bw utilization; SKYE
uses 48 workers (8 per NVDIMM).

has comparable latencies with the state-of-the-art PM stores, as shown in Table-
4.4. Without batching, SKYE has 30% lower peak write throughput; it processes 5.4
Mops/s on a single NVDIMM (66% of PM write bandwidth).

Put latency. With 32 application threads (high load) and in default settings, SKYE
takes ~35us to process a put request. Application threads take 16% of this time to
receive a serial number and to get routed to a worker’s request queue. They spend
~44% of the time to enqueue the requests, due to overheads from the concurrent
queues. The workers in SKYE take ~39% of the time to dequeue to the request,
append data and metadata to the logs on NVDIMMs, and update the in-memory

merge log.

Get latency. Similarly, with high load, SKYE takes ~32us to process a get request.
SKYE spends >90% of this time to enqueue the request and to notify the worker

which dequeues the request. The worker takes around 4us (<10% of the time) to
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read the value from data logs on PM and to set the return value and its expected
checksum. In the fast path, application threads cache the metadata from put requests
and forward it along with the get requests. However, if application threads do not
provide metadata (e.g., serial number of the key), then SKYE searches the merge
logs and indexes for the latest value of the key and routes the application threads to

workers; SKYE takes ~60us to process the request in its slow path.

Tradeoffs. There is a fundamental trade off between providing low latency to appli-
cations and obtaining high throughput. Indirect-access is crucial for achieving high
throughput (limits the number of concurrent accesses to NVDIMMSs), however, it re-
quires additional work (like dequeuing requests) in the critical path and increases the

latency of operations.

Throughput and latency discussion. SKYE is designed for applications that re-
quire high throughput and can tolerate microsecond-scale latencies. For applications
that can tolerate even higher latencies, SKYE provides a throughput and latency trade
off, as shown in Figure-4.4. Applications can scale their threads based on their latency
SLAs. On a single NUMA node with six NVDIMMs and with 32 application threads,
SKYE processes ~28 Mops/s with 8 workers per NVDIMM. SKYE saturates ~59%
of PM write bandwidth while taking ~37us to process a put request on average. In
this configuration, SKYE has a 99% tail latency of 63us. For applications that benefit
from higher throughput and can tolerate higher latencies, SKYE allows applications
to scale their threads and provides higher performance. With 56 application threads,
SKYE processes 34 Mops/s with an average latency of 85ms per request and a 99%

latency of 0.2s respectively, and obtains ~72% of PM write bandwidth.

4.5.3 Yahoo Cloud Serving Benchmark

We compare SKYE to prior PM stores. For each experiment, we load the PM
stores with 50M key-value pairs and run YCSB workloads with 50M operations. The

state-of-the-art PM stores run on a single interleaved PM device across six NVDIMMs
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Figure 4.5: Comparison against PM stores on a single NVDIMM. SKYE
outperforms FlatStore for all YCSB workloads by up to 3x; this is from providing
indirect-access for application threads and using logs from NVLOG.

in a NUMA node. Since SKYE is configured to use 16 worker threads, other PM
stores use 16 application threads; SKYE uses 8 application threads to provide 30—
3bus latencies. We use the same number of threads to access PM across all PM

stores; with higher number of application threads SKYE has higher throughput.

Single NVDIMM. SKYE outperforms state-of-the-art PM key-value stores by 3—4 x
on all YCSB workloads and achieves a throughput of at least 8.4 Mops/s for workloads
with Zipfian distribution (Figure 4.5(a)) and about 7.2 Mops/s for workloads with
Uniform distribution (Figure 4.5(b)). We observe that SKYE has higher performance
for Zipfian distributions relative to Uniform for read-dominant workloads; the request

skew helps workers utilize higher PM read bandwidth.
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Figure 4.6: Comparison against PM stores on a single node. SKYE out-
performs FlatStore by 2x on LoadA and performs comparably for read-dominant
workloads with six NVDIMMs on one node; the workers in SKYE are underutilized
due to low load.

LoadA. SKYE outperforms current PM stores by 2x on write-only workloads. SKYE
trades off low latency for high and scalable PM write bandwidth utilization. SKYE
obtains about 88% of PM write bandwidth in this configuration and scales to multiple
application threads without overloading PM due to its novel indirect-access architec-

ture.

RunA. SKYE achieves 8.4 Mops/s on RunA workloads with Zipfian distribution and
about 8.3 Mops/s for workloads with uniform distribution. FlatStore, Viper, and
ChameleonDB obtain 1.9-2.7Mops/s. SKYE outperforms these PM stores by 3x on

the write-dominant RunA workloads; SKYE achieves better bandwidth utilization for
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writes with NVLOG and its indirect-access architecture.

RunB. SKYE processes 9.1 and 9.3 Mops/s for RunB workloads with Zipfian and
Uniform distributions. SKYE outperforms FlatStore by 3x that achieves 2.9 Mops/s.
SKYE outperforms ChameleonDB and Viper that processes 2.8 Mops/s by 3.3x. With
16 workers on a single NVDIMM, SKYE utilizes the available read bandwidth better
than existing PM stores (using dedicated workers) and hence achieves better read

throughput.

RunC. SKYE processes the read-only RunC workload at 9 Mops/s. It outperforms
FlatStore, Viper, and ChameleonDB by 3x as they process 2.8-2.9 Mops/s. On a
single NVDIMM with 16 workers and 8 application threads, SKYE performance for
reads is latency bound, however, it uses available PM read bandwidth better than
existing PM stores (by using dedicated workers). SKYE obtains about 25% of PM read
bandwidth in this workload. With higher number of workers, we observe higher read
throughput for SKYE and better PM read-bandwidth utilization. However increasing

the number of workers trades off write performance and increases CPU utilization.

RunD. SKYE processes workloads with read-latest distribution at 7.7 Mops/s. Other
PM stores obtain around 2.8-2.9 Mops/s. SKYE outperforms them by 3x. With
skewed reads, SKYE achieves better read bandwidth utilization and hence outperforms

PM stores.

RunF. SKYE obtains a throughput of 8.7 Mops/s with RunF workload. FlatStore,
Viper, and ChameleonDB obtain 2.2-2.7 Mops/s. SKYE outperforms these PM stores
by 3x. SKYE does not support special read-modify-write operations. Hence, the
performance of SKYE for RunF workload is similar to workloads with similar put and

get request distributions.

Summary. The state-of-the-art PM stores allow application threads to directly access
PM and suffer from poor throughput and scalability. SKYE uses dedicated threads
to access the NVDIMM and uses efficient NVLOG to obtain high read and write
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throughput. SKYE supports higher number of application threads without a drop
in throughput. We show that designing for high PM bandwidth utilization provides
better read and write throughput.

Single NUMA node We evaluate SKYE on a single NUMA node with six NVDIMMs.
We observe that SKYE has at least 2x higher performance compared to FlatStore
on LoadA and has comparable performance on run workloads, with Zipfian (Fig-

ure 4.6(a)) and Uniform (Figure 4.6(b)) distributions.

Write-dominant workloads. SKYE outperforms state-of-the-art PM stores like Flat-
Store by 2x, Viper by 4x, and ChameleonDB by 5x, on the write-only LoadA
workload. For write-heavy RunA workloads, SKYE outperforms other PM stores by

2X.

Mized workloads. With mixed workloads, PM stores and SKYE have much lower
throughput relative to their throughput on a single NVDIMM. The PM read band-
width is twice that of the write bandwidth while the latency is 2-3x that of the write
latency. Therefore, accessing PM with 16 threads does not saturate its bandwidth;
hence read throughput for all PM stores becomes latency-bound. In this setting,
SKYE has comparable performance to other PM stores. However, with higher num-
ber of workers, SKYE achieves better read throughput since read bandwidth is better
utilized with more threads. Thus, with multi-NVDIMM per NUMA node settings
SKYE read throughput is CPU-bound.

4.5.4 Trade-offs and Overheads

Memory utilization. SKYE uses ~8 GB of DRAM for 768 GB of PM per NUMA
node (1%). SKYE uses FASTER for its in-memory index per NUMA node and main-
tains 1GB-sized data and metadata logs on PM. We observe that, a majority of
SKYE’s total memory footprint is from request queues; SKYE uses per-worker read

and write pending queues and merge logs. SKYE uses per-worker structures and uti-
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lizes more memory to avoid concurrency overheads in the critical path; scaling them
further based on the number of application threads reduces these overheads at the

cost of more memory.

CPU utilization. SKYE builds on the insight that concurrent I/O to NVDIMMs
provides similar throughput with fewer threads relative to avoiding them (contrast to
prior recommendations). If SKYE were to achieve high PM random-read bandwidth,
it would require 4x higher CPU consumption; SKYE trades off read performance for
lower CPU utilization and higher write throughput. SKYE performs concurrent reads
and writes on NVDIMMSs to achieve higher throughput with fewer number of workers
per NVDIMM. Further, workers in SKYE sleep till a fixed (configurable) number of
requests arrive at their queues; this helps lower utilize CPU utilization and increases

write throughput.

Recovery time. During recovery, SKYE first reads records from data and metadata
logs. Then its parses the records which takes 2.7x more time than sequentially
reading from PM logs, and then reconstructs the in-memory structures which takes
15x more time. Overall, SKYE recovers at 1.7 GB/s per NUMA node and is limited

by the performance of in-memory metadata indexes.

4.5.5 Performance Impact of Tunable Parameters

SKYE uses dedicated workers to provide indirect-access and allows applications
to configure the number of workers. We discuss tuning the number of workers and its
impact on the throughput and latency of SKYE while increasing number of application
threads. We use the default YCSB LoadA and RunC workloads and run SKYE on a
single NUMA node with six NVDIMMs.

Write performance. With a single application thread and when configured to
use one worker per NVDIMM, SKYE has a write throughput of ~2 Mops/s. On
scaling applications to six threads, write throughput of SKYE gradually increases to

~6 Mops/s. With 1-6 application threads, SKYE observes an average put latency of
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Figure 4.7: Skye with 8 workers per NVDIMM. The throughput and mean
latency for put (a) and get (b) requests in SKYE with increasing #app. threads. The
write throughput of SKYE is bound by PM bandwidth which causes writes to wait
longer in queues with >40 app. threads (note the log scale); the read throughput of
SKYE is CPU-bound and latency increases gradually.

Workload ‘ Puts ‘ Gets
#App. threads 1 2 4 6 8 1 4 16 32
Mops/s 2 3 5 6 6 |2 4 3 2

Avg Latency (us) | 33 34 31 43 75k |29 29 36 47

Table 4.5: One worker per NVDIMM. The throughput and mean latency of put
and get ops in SKYE with one worker per NVDIMM. The worker waits to batch under
low load, and requests wait for longer in the queues with >6 app. threads.
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31-43us, as shown in the Table-4.5. However, with 8 application threads, while write
throughput of SKYE increases to 6.4 Mops/s, the average latency of requests shoots
up to 7bms. We observe that the sudden spike in latency is due to queueing delays;
requests wait in the worker’s queues for longer. Thus, SKYE needs more workers to

handle beyond six application threads.

Scaling workers. Increasing the number of workers improves the write throughput
and latency of SKYE. With two workers per NVDIMM and 8 application threads,
SKYE processes ~9 Mops/s and takes 32us per request. With two workers per
NVDIMM, SKYE can handle <10 application threads before requests experience high
queueing delays. On increasing the number of workers to four per NVDIMM, SKYE
handles up to 24 application threads. With 8 workers per NVDIMM, SKYE process
27.6 Mops/s and scales till 34 application threads, as shown in Figure-4.7(a). We
observe that increasing the number of application threads further does not improve
the write throughput of SKYE. Even with 40 application threads, write throughput
remains stable at 27.6 Mops/s while the average request latency spikes as requests

wait in the queues for longer (Figure-4.7(b); please note the log scale).

Read performance. With a single application thread and when configured to use
one worker per NVDIMM, SKYE processes reads at ~2 Mops/s and takes ~30us to
process a get request on average (Table-4.5). Scaling application (till 16 threads)
improves the read throughput of SKYE. With higher number of workers (8 per
NVDIMM) and with 32 application threads, SKYE achieves a read throughput of
6 Mops/s and takes 32us per request. Beyond 32 application threads, SKYE’s read
throughput decreases; note that the average request latency grows slowly, as shown
in Figure-4.7(b). This behavior is primarily due to the poor scalability of queues.
We observe that with 32 concurrent threads, the lock-free queue [51] has an average
enqueue and dequeue latency of 23us. Even with a single thread, queues add an
extra 2us latency while enqueueing and dequeueing requests (note: PM latency is

~100-300ns). Thus, we need low-latency high-throughput concurrent queues to fully
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realize the benefits of indirect-access architectures.

Write-optimization and trade-offs. The read throughput of SKYE grows gradu-
ally relative to its write throughput with increasing number of workers; we observe
similar trends in all PM stores (§4.5.3). This is fundamentally due to the higher read
latency of PM; PM read latency is almost 2-3x higher than its write latency. Our
analysis shows that PM requires up to 4-6x higher number of threads to effectively
utilize PM read bandwidth relative to its write bandwidth (§2.1). However, increas-
ing the number of workers to increase read throughput trades off write throughput
(§4.1). Hence, workers in SKYE are configured to achieve high write throughput by

default; this trades off read throughput and reduces CPU utilization.
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Chapter 5: Cascades

In this chapter, we empirically evaluate the 1/O bottlenecks in distributed
databases and outline their impact on transaction throughput, scalability, and their
recoverability (§5.1). Next, we introduce CASCADES, a novel distributed transac-
tional store (§5.2), and LATTICE, a logging infrastructure that simplifies recovery
and its API for building recoverable applications (§5.3). Note that our contribution
CASCADES builds on LATTICE, a logging framework that already existed at Microsoft
Research. Then, we summarize the life of a transaction in CASCADES (§5.4). Finally,
we discuss the implementation of CASCADES (§5.5) and evaluate its throughput and
scalability for highly contented workload (§5.7). We show that CASCADES achieves
25x higher throughput with LATTICE while employing (replicated) ultra SSDs and for
workloads with 100% contention. LATTICE provides 2x higher performance benefits

with premium SSDs that are slower and less expensive than ultra SSDs.

5.1 1I/0 bottlenecks from recovery logs

In this section, we first review the throughput and scalability limitations of
distributed databases (§5.1.1). Next, we trace these limitations to I/O bottlenecks
from writing to recovery logs in the critical path of processing transactions (§5.1.2).
Finally, we revisit proposals that seek to mitigate these I/O bottlenecks and describe

their challenges (§5.1.3) and motivate our contributions.

5.1.1 Performance limitations of distributed databases

We review the performance and scalability bottlenecks in modern distributed
databases. Main memory databases suffer from poor performance for highly contented
transactional workloads; they have hotspots (data records that are frequently accessed

by a large number of concurrent transactions) that limit their parallelism and thereby
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Figure 5.1: Tx commit path in 2PC. This figure illustrates a timeline for two
transactions in modern databases; it shows I/O-related delays, and logging-induced
lock contention; Tx1 and Tx2 are conflicting transactions, and grey stands for waiting,
green for network communication, and blue for logging.

reduce their performance and scalability.

Highly contended workloads. Prior research on transaction processing and con-
currency control has made significant progress on improving the performance of main
memory multicore OLTP systems for low contention. However, these systems suffer

from poor performance and scalability for workloads with high contention [35, 234].

Contending transactions perform conflicting operations on a few popular data
records. Since executing conflicting operations in parallel while providing strong
consistency proves challenging, OLTP engines serialize conflicting transactions across
multiple cores, as shown in Figure-5.1. Thus, achieving linear scalability under highly-
contented workloads is impractical. Prior research shows that adding more cores for
highly-contented workloads results in a throughput drop proportional to the level
of contention [170, 179, 216]. Thus, there is ongoing research on further reducing
transaction conflicts by exploring novel dynamic data partitioning schemes to lower

the number of transactions that span across multiple data partitions [170].

Dominant overheads: storage and network. Most studies analyzing the scala-
bility of main memory databases to multiple cores study synchronization overheads,
however, leave out the overheads from storage and network. Logging a commit record
of transactions is the longest part of a transaction [109]. Further, with real-world ap-

plications requiring cross-zone replication to guarantee durability and availability,
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Figure 5.2: Storage vs. network performance. This figure higlights the network
bottleneck with general-purpose communication systems like gRPC. Figure(a) shows
the latency and throughput of gRPC with increasing number of client connections
(#c <= 48); gRPC supports ~ 4kops/s. Figure (b) shows single-threaded logging
throughput of > 4kops/s on local SSDs.

the latency of a durable write to a replicated log is in the order of a few millisec-
onds. Moreover, with databases maintaining multiple replicas per data partition to
enable high availability, they tend replicate the commit record of a transaction across
replicas using consensus protocols like Paxos. Together, these /O delays limit the
performance and scalability of databases; we will discuss these I/O bottlenecks in
more detail in this chapter. Note that modern databases adopt partitioned archi-
tectures for higher scalability, however, suffer from poor performance for distributed

transactions as they incur higher delays from network communications.

Modern networks shift the bottleneck to storage. With slow gRPC, network
communication has been the primary bottleneck as shown in Figure-5.2. This figure
shows that the maximum throughput with gRPC is still much lower than the through-
put of logging to local disks using a single thread. However, fast datacenter network
systems like eRPC achieve orders of magnitude higher throughput relative to gRPC
and have 2x lower latencies, as shown in Figure-5.3. eRPC shifts the bottlenecks to
storage. Thus, I/O bottlenecks fundamentally limit the throughput and scalability
of distributed databases today.
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Figure 5.3: eRPC performance. This figure shows the throughput and scalability
of eRPC. At peak throughput, eRPC supports 2.6 Mops/s (two orders of magnitude
higher throughput than gRPC) and has 2x lower latency than gRPC. At low load,
eRPC can provide ~8us round-trip latencies.

5.1.2 Synchronous durability of commit records

Most databases employ ARIES-style [155] write-ahead logs to persist the com-
mit records of transactions for ensuring consistent recovery in the event of fail-
ures. These recovery logs introduce 1/O overheads as shown in Figure-5.1; prior

work [109, 81] breaks these down and quantifies these I/O bottlenecks.

Durable writes for recovery. It takes milliseconds to log a commit record to a
zone-replicated or network disk and this latency is termed flush latency. Further,
performing a large number of small-sized I/O results in higher latency. Note that

databases often rely on logging across paxos-replicated servers in the critical path.

Log-induced lock contention. Most databases retain all locks until the commit
record of the transaction is durably persisted and replicated. This causes a significant
increase in lock contention and introduces additional performance bottlenecks. These
bottlenecks result in serializing contending transactions for large durations of time,
reducing the utilization of compute resources, and lowering the end-to-end throughput

and scalability of databases.

Optimizations to recovery logs. These /O bottlenecks result in poor utilization
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Standard transaction Early Lock Release Transaction

Take locks Take locks

Perform work Perform work

Commit transaction in memory Commit transaction in memory
Flush transaction to log file Flush transaction to log file (async)
Release locks Release locks

Notify clients of the tx completion

Notify cli f th leti
oty G Ol Ule o5 Compleion e "l - log flush competes

Table 5.1: Early lock release (ELR). This table compares the transaction execution
with standard execution and highlights the differences with ELR [80].

of compute resources [109] and limit the performance and scalability of databases.
Most databases employ group commit [101, 173] and batch commit records to avoid
overwhelming the disk. Further, they rely on asynchronous commits [159, 168] to re-
duce scheduling overheads. Moreover, databases adopt shared-nothing or partitioned
architectures to improve their scalability and avoid overheads from centralized logs.
However, they continue to face log-induced lock contention overheads that serialize

the execution of contending transactions for long durations of time.

Early lock release to minimize log-induced lock contention. The early lock
release (ELR) [74] proposes allows processes to release locks once a logging request for
the commit record is made (to the centralized log), as shown in Table-5.1. Notifying
the clients only after the commit record is durable (asynchronous operation completes)

ensuring the same isolation guarantees for applications.

Correctness and consistency. With ELR, the next transaction cannot asynchronously
persist a commit record before the commit record of its previous transaction. Once a
request to log the commit record has been made, the transaction cannot be aborted

due to other errors like disk capacity errors etc.

Fault tolerance. If a transaction aborts after requesting an asynchronous commit of its

log record, then any transaction that has started after the failed transaction released
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its locks must be aborted.

5.1.3 Potential solutions

We discuss two potential solutions to removing I/O overheads from the critical

path of a transaction.

Early lock release (ELR). Early lock release [74] proposes an approach to com-
pletely eliminate long-induced contention overheads [89]. Follow-up research [194]
discussed the correctness and proved the consistent recoverability of ELR in the event
of different failures. Recent work [37] implements early lock release, with a single cen-
tralized log, and highlights promising performance benefits. However, this work does
not discuss its generality to systems with multiple distributed logs (shared-nothing or
partitioned architectures) and thus introduces scalability bottlenecks. For distributed
logs and partitioned databases, this work does not discuss the fault tolerance (rollback

mechanisms) and the durability of writes to ensure consistent recovery.

Trading off durability with higher availability. Prior research [199] discusses
a unique approach of relying on data availability to avoid logging and associated
overheads. It proposes replicating transaction commit records to multiple database
instances (in-memory state machine replicas) to avoid logging for durability. Servers
failover to hot standbys that ensure the availability of these commit records. How-
ever, this approach relies on additional compute and memory resources which are
relatively more expensive than storage to provide durable transactions. Therefore,
this dissertation deviates from the proposed approach by continuing to rely on logging

for durability without facing the associated I/O bottlenecks.

Concerns with ELR. With databases writing to zone-replicated disks or networked
disks for fault-tolerant logs, I/O requests could be lost, delayed, or appear to fail
while they actually complete. These scenarios make recovery quite complex and
impractical. For example, ELR requires additional support like memory-only rollback

of committed transactions which most databases are not equipped to do [80].
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Summary. Thus, we need a transactional database that supports efficient logging
and replication, without trading of the simplicity of recovery or introducing the 1/O
overheads of durability. Further, we need a system that simultaneously achieves scal-
able performance via partitioning (multi-log systems), employs ELR (speculates on
the durability of writes to avoid log-induced lock contention), and simplifies recovery
and distributed rollbacks. This dissertation introduces CASCADES to meet these goals
and requirements. In summary, CASCADES extends prior research on group or batch
commit [101, 173], asynchronous commit [159, 168], and ELR [74, 194], to remove

I/O bottlenecks while executing transactions.

5.2 Cascades: Design

CASCADES is a distributed transactional store that is co-designed along with
LATTICE, its logging infrastructure, to enable scalable, high-throughput transactions

and to simultaneously simplify recovery and replication.

5.2.1 Goals and guarantees

CASCADES aims to achieve the following goals simultaneously:

e High throughput transactions that effectively utilize the available storage and
network bandwidth

e Atomic transactions with strong consistency. The servers in CASCADES observe
a linearizable transactions and return the latest values on reads; other relatively-

weaker consistency levels can be supported

e Simple and efficient recovery and replication without performing synchronous,

blocking I/0 in the critical path of processing transactions

Target applications. Many cloud applications like distributed databases [75, 241]

maintain important information in replicated storage which is crucial for recovering
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to a consistent state in the event of a failure. These applications tightly couple
transaction processing and log appends (often alternate between the two) to limit
the possible states of on-disk logs to recover from in the event of failures. Typically,
applications implement their own recovery logs. Moreover, for workloads with high
conflicts, these databases perform synchronous I1/O to append to their recover logs
in the critical path of process transactions. They are designed to interact with other
entities only after the data in their recovery logs and replicas are durably stored,

ensuring that other parties act on fully recoverable information, simplying recovery.

Performance and recovery tradeoff. Today, the latency of appending to a repli-
cated log is in the order of milliseconds (up to ~2ms) while the network latencies
are in the order of few microseconds (~10us). Thus, these applications tradeoff per-
formance (about two orders in magnitude) for simplifying recovery. With LATTICE,
applications can effectively recover to a consistent system state in the event of failures

without trading off throughput or scalability.

5.2.2 Architecture and system components

CASCADES supports multiple primary servers that each manage and maintain
a subset (partition) of application data. Each primary has a few, configurable number
of replicas that they fall back on in the event of power, software, or hardware failures.

CASCADES assumes fail-stop failures.

Clients send transactions to a primary replica or coordinator. CASCADES
supports multiple coordinators for different transactions since having a single coordi-
nator introduces scalability bottlenecks. In case of failures, primary replicas and the
client connections to these primaries are reset. Thus, clients detect failures, query

the progress of incomplete transactions, and resend transactions to coordinators.

In-memory system state. In CASCADES, primaries and secondaries maintain an
in-memory key-value store for application data. Each primary owns and maintains an

application log that is used for recovery; secondary replicas share this application log.
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CASCADES maintains these application logs to track the progress of transactions and
to periodically checkpoint the key-value data to the log; these logs help reconstruct

the latest system state during recovery.

Two-phase commit (2PC). CASCADES provides strong, linearizable consistency
using two-phase commit [64]. Note that several alternatives protocols can also be
used to achieve atomic and linearizable transactions [64, 129, 154, 130]. While there
is significant research on minimizing I/O bottlenecks in scenarios with no conflicts,
like batch commit and using asynchronous I/O [109], these databases fall back to
performing blocking synchronous 1/0O to resolve conflicts and to provide strong con-
sistency [234]. They rely on variants of the 2PC protocol to make forward progress

without compromising on consistency.

CASCADES provides linearizable consistency using 2PC, highlights the perfor-
mance impact of network communication relative to logging overheads, and shows

the performance improvements from using the logging infrastructure LATTICE.

Lattice. CASCADES relies on LATTICE to manage logs and replicas, and for fault
tolerance and recovery. The primary replicas in CASCADES log PREPARE, COM-
MIT, and ABORT records using LATTICE to ensure recovery. Note that CASCADES
servers wait until the data is fully committed and recoverable before making it visible

to clients providing the same consistency guarantees.

LATTICE supports a novel application programming interface ¢.e., the recov-
erable application and recoverable processes interfaces. CASCADES implements these
interfaces, simplifies recovery, and automates replication, without trading off perfor-

mance or compromising on consistency.

eRPC and batching. CASCADES relies on eRPC for all network communication;
eRPC is efficient and provides ~10us latency for a network round trip. Further,
all communications use batching to effectively utilize available network bandwidth;

clients send a few batches of transactions and wait for their completion notifications
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class IRecoverableApplication
{
// New main application entry point, called on the
// usual main thread
virtual void Main(int argc, char *argvl[],
ApplicationLog *appendLogSessionManager,
LogScanner *logScanner) = 0;

// Called by Lattice whenever a log record becomes

// committed (guaranteed to be provided during recovery).
// Called on a Lattice system thread, and will be called
// while Main is executing on the main process thread.
virtual void OnCommit (LSN committedLSN) = 0;

// Called prior to Main to feed log records to the application
// when it is running as a hot standby. Note that this is called
// synchronously on the main process thread.

virtual void RecoverLogRecords(LogScanner *newLogRecords) = 0O;

};

Figure 5.4: RecoverableApplication Interface. CASCADES implements this in-
terface to employ LATTICE and achieve high performance and simplify recovery.

from CASCADES. In CASCADES, coordinators perform 2PC on a batch of transactions.

5.2.3 Recoverable Application and Recoverable Processes

CASCADES implements the following interface to employ LATTICE, the logging
framework. LATTICE has three application entry points, as shown in Figure-5.4; the

Main, RecoverLogRecords, and OnCommit functions.

Main. CASCADES implements the transaction execution engine in its Main function.
The servers in CASCADES establish connections with other servers and start listening
for client transactions in this function. Once a request is received, the corresponding

request handler is invoked.

RecoverLogRecords. CASCADES implements the RecoverLogRecords where it reads
the PREPARE, COMMIT, and ABORT, records and updates its in-memory key-value
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class RecoverableProcess {
public:
RecoverableProcess(IRecoverableApplication &applicationToRun,
ILogWriterManager* logWriterManager,
ILogReaderManager* logReaderManager,
wstring instanceName,
wstring instancelocation,
uint64_t logAdvanceTriggerSizeMB = 0);

// Starts executing the recoverable process.
// Start steals the caller thread which is used
// to call the application main.
void Start();
s

Figure 5.5: RecoverableProcesses. CASCADES launches its distributed servers
each as a LATTICE recoverable process. A recoverable process registers a recoverable
application and is launched by calling Start().

store accordingly. The RecoverLogRecords in CASCADES gets called in three cases:
when CASCADES restarts from an existing execution trail, or when CASCADES incurs
a failure and when LATTICE makes a secondary replica a primary, and once in Main
to recover any pending log records from the application log. The secondaries keep re-
covering log records until they become primary and start executing their Main. Thus,

secondaries can recover to a consistent state and continue processing transactions.

OnCommit. LATTICE calls into the OnCommit callback with an commitLSN to
notify the client that the data until commitLSN is fully durable and will never be
rolled back during recovery. CASCADES notifies clients of request completion in the

OnCommit callback.

Recoverable application. A recoverable application implements the three virtual
functions of the RecoverableApplication interface of LATTICE. The recoverable ap-

plication is launched in a recoverable processes.

Recoverable process. Each server maintaining a data partition in CASCADES is
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running a recoverable process with the recoverable application. A server and its
replicas register the recoverable process with the same instance name and arguments;
LATTICE automatically detects and manages these replicas. The recoverable process
is registered with the recoverableApplicationToRun, as shown in Figure-5.5. The
Start function of the RecoverableProcesses calls the Main of the RecoverableApplica-
tion, which first RecoversLogRecords and then listens for and handles requests from
clients. Only the primary has write-access to the application log, while primaries
RecoverLogRecords until they get exclusive write access to the application log and

become the primary.

5.2.4 Speculation and recovery

Speculative execution. With LATTICE, CASCADES can make forward progress and
process transactions before the appends to application logs become recoverable. Note
that, even in scenarios with high conflicts, CASCADES servers can assume that the log
records will be durable, and continue processing transactions. Thus, servers speculate
on the durability of log records, and process transactions at network bandwidths,

while relying on LATTICE to make the log records durable and recoverable.

Observable consistency. However, CASCADES notifies the completion of transac-
tion to clients only after LATTICE ensures the recoverability of the log records, in the
OnCommit function. Thus, CASCADES maintains the same observable consistency
and claims orders of magnitude improvement in end-to-end throughput relative to

other databases which rely on synchronous logging in the critical path.

Recovery: hot standbys. In the event of the failure of a primary replica, LATTICE
automatically allows a secondary replica running a RecoverableProcess to take over
as a primary. It automatically will rollback other primaries to a consistent point in

time that undoes speculation on the transactions that are lost due to the failure.

Failures: clients. Any failure of a primary replica resets its clients. Overall, CAS-
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CADES requires clients to handle such failure by querying the progress of the ongoing
transactions and resending transactions that have not completed. Note that the re-
sults of speculation in CASCADES are not visible to the clients until LATTICE notifies

CASCADES of the log records being recoverable via its OnCommit interface.

Secondary replicas. In CASCADES, secondary replicas are crucial for fault toler-
ance. However, they are not used for handling read requests. The requests from
clients are handled only by the primary servers. CASCADES relies on LATTICE to

update its secondary replicas with the recoverable log records.

5.3 Lattice: Design

This section outlines the design of LATTICE and its interface that supports
recoverable applications. It describes how lattice enables data durability at high

throughput while ensuring fast and simple recovery.

5.3.1 Goals and guarantees

LATTICE achieves the following goals and consistency guarantees.

e Recoverable applications: LATTICE is a logging library with an API that helps
applications manage replication, handle failures, and simplifies recovering to a

consistent state without trading off performance.

e High throughput: LATTICE is designed to effectively utilize the available storage
bandwidth by employing asynchronous 1/O. LATTICE prioritizes high through-

put rather than low latency without complicating recovery.

e Consistency: LATTICE guarantees that a fully committed record would never

be rolled back during recovery.

Infrastructure. LATTICE handles application servers of two kinds; primary and

secondary servers. A primary server is responsible for managing and maintaining a
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class Applicationlog :

{
// Creates a new concurrent session for appending records to the log
LogSession* CreateSession();

// Defines a new recovery point, which once fully committed
// (cannot ever be rolled back), becomes active. Threadsafe.
bool RegisterRecoveryPoint (LSN newLSNToRecoverFrom) ;

class LogSession
{
LSN Append(ByteArray payload,
ByteArray timestamp, ByteArray &outTimestamp) ;

Figure 5.6: Lattice ApplicationLogs. This figure shows the the application pro-
gramming interface (API) of LATTICE application logs.

subset of application data. The primaries are responsible for persisting or appending
new log records to LATTICE logs. A secondary replica is a standby server that is used
when a primary server crashes or fails. LATTICE automatically registers secondaries
when multiple servers are configured to process, append, and recover from the same

unique LATTICE application log.

Failure assumptions. LATTICE assumes fail-stop failures of primary and secondary
application servers (e.g., power, hardware, or software failures). Failures cause the
in-memory components to be lost while the data persisted on disks is not corrupted;

RAID [59] helps ensure data integrity.

5.3.2 Lattice API

LATTICE applications have primary servers create an ApplicationLog. Its pro-
cesses can create new and concurrent LogSession and can Append new data or log
records to LATTICE logs. Figure-5.6 summarizes the application programming inter-

face (API) of LATTICE.
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Metadata. LATTICE creates an ApplicationLog at a specified datapath; it creates
log files with read-write permissions and uses LogScanners to read from these log files.
LATTICE allows applications to create new and concurrent sessions (LogSession) to
Append new log records. With LATTICE, applications call CreateSession to create

new and concurrent LogSessions and can Append new log records in parallel.

Log records and LSNs. In LATTICE, log records are byte arrays of data. LAT-
TICE assigns a unique log sequence number (LSN) to every log record. Typically,

applications consider log record to be units of recoverable information.

Appending new records. In traditional logging infrastructures, applications Ap-
pend log records or byte arrays of data and receive an LSN that points to the location
of the log record in the physical logs. Similarly, LATTICE returns a Log Sequence

Numpber (LSN) for every appended log record.

Recovery points. LATTICE allows applications to use the RegisterRecoveryPoint
call to mark a log record with the data required to reconstruct a consistent system
state without having to scan prior log records. The beginning of LATTICE logs is al-
ways a recovery point. This call helps keep the recovery times of CASCADES in check;
applications can periodically snapshot their system state and register new recovery
points. Once applications append a log record that summarizes their current system
state, they receive an LSN of this recovery log record (say newLSNToRecoverFrom),
and can RegisterRecoveryPoint at this newLSNToRecoverFrom, as shown in Figure-
5.6. Consequently, LATTICE reads the latest recovery point and scans the subsequent

log records during recovery.

Timestamps of log records. LATTICE assigns a vector of timestamps to log records
and allows applications to specify the dependencies across log records via these times-
tamps. The outTimestamp in the Append call returns the timestamp associated with
the new log record; outTimestamp can be used to take dependencies on the log record

being written.
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Capturing the dependencies of log records. LATTICE allows applications to
specify the dependencies of a log record using their vector timestamps. The append
call takes in a new log record, a timestamp vector that specify its dependencies,
and an outTimestamp that reads the timestamp of the new log record. LATTICE
asynchronously persists these log records, ensures that the system state is consistent,

and that the log record dependencies are met during recovery.

5.3.3 Transitive durability: Fully committed records

LATTICE asynchronously persists log records. LATTICE considers a log record
committed if the log record and all its dependent log records are durably persisted;
we term this transitive durability. In LATTICE, a transitively durable log record or a

fully committed log record is never rolled back during recovery.

Vector timestamps. LATTICE allows applications to capture the distributed de-
pendencies of a log record with a vector of LSNs that represents the bounds on the
causally consistent rollback of all other servers. For instance, in a distributed system,
this vector would consist of k LSNs if there are k ApplicationLogs, primary servers,

or data partitions.

Multiple dependencies. If a newly written log record is dependent on multiple
incoming messages from different processes, then the log record dependents on the
maximum LSN from each of the k different partitions to fully capture all its transitive

dependencies.

Computing fully committed log records. In traditional systems, if a log record
or a unit of recovery is durable, then it used be committed or recoverable. However,
with lattice, it is important for the log record and all its dependencies to be durable,
for it to be fully committed or recoverable. To compute when transitive durability
is met, LATTICE relies on notifications from other primaries. The latest log record
that is transitively durable at each primary is notified to other entities; this can

be implemented via a centralized server that is periodically updated. It tracks the
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progress of transitive durability of other servers and computes the committed portion

of its ApplicationLog.

Consistent rollbacks. LATTICE can rollback application logs to a causally consis-
tent point in time in the event of a failure. For each log record, LATTICE helps bound

the extent of rollback of each of the other primary servers using vector timestamps.

5.3.4 Recovery: Detecting and handling failures

Detecting failures. In LATTICE, timestamps are associated with epochs; an epoch
identifies a round of recovery. If one of the application servers crashes and recovers,
then it increments its epoch. Other servers (taking dependencies on the log records of
the server with the originating failure) receiving the updated timestamps, detect the
crash from its epoch number. LATTICE ensures that the failures are detected only
by the subset of servers that take dependencies on the records that are part of the

originating failure. Such nodes will fail themselves and initiate recovery.

Handling failures. LATTICE enables fast and simple recovery by leveraging its
active secondaries or hot standbys. The secondaries are always updated only with
transitively durable log records. Once a primary server crashes, this is detected by
other dependent primaries and causes them to crash and recover as well. To recover,
they fallback on their active secondaries which are up-to-date with the latest fully

committed log records. Thus, LATTICE keeps recovery fast and simple.

Recovery and observable consistency. Each fallback server that is now the
primary, notifies the last fully committed point in their ApplicationLogs to other
servers. Other servers scrub or rollback the log records that have taken dependencies
on records with higher LSNs. LATTICE notifies applications of the fully committed
and recoverable log records by calling into OnCommit; applications can then make

these computations visible to external entities (like clients).
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5.3.5 Discussion

Storage media. LATTICE supports storing logs in several places like the local file
system, distributed file system, or even in the cloud blob storage. LATTICE allows
writing to zone-replicated ultra SSDs or premium SSDs, where ultra SSDs provide
similar IOPs as premium SSDs at much lower latencies. However, ultra SSDs are more
expensive than premium SSDs. Traditionally, applications had to use ultra SSDs for
high throughput. CASCADES achieves high throughput at low costs by effectively

utilizing premium SSDs with lower price and higher latencies.

Garbage collection To clean up portions of logs that are no longer required for
recovery i.e.,, portions of logs that are behind the latest registered recovery point,
LATTICE truncates its log files into a configurable size and starts new logs periodi-
cally; CASCADES configures logAdvanceTriggerSizeMB while registering as a Recov-

erableProcess.

5.4 Life of a distributed transaction

This section describes the life of transaction that spans across partitions in

CASCADES that achieves high performance and simplifies recovery.

CASCADES uses simple two-phase commit protocol to implement atomic, con-
sistent, and durable transactions. CASCADES servers use LATTICE to persist prepare
and commit records that are crucial for recovery; they speculate on the durability of
these records and claim high performance without modifying the observable consis-

tency at clients.

Transaction Coordinator

1. Receives the transaction from the client.

2. Prepares the transaction by acquiring read /write locks for keys in the read /write

sets respectively. Computes the number of participants (say all n) and sends
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the transaction to the n participant servers
3. Waits till it receive a vote and vector timestamp (VT) from each server.

4. On receiving their votes and VT, the coordinator Appends a PREPARE record
that depends on the VTs from n participants and receives a vector timestamp
from LATTICE; if all participants vote YES the coordinator COMMITSs (other-
wise ABORTS) the transaction.

5. Sends a COMMIT /ABORT message to the n servers and wait for their responses

6. On receiving the VTs of their COMMIT /ABORT records, the coordinator com-
pletes executing the transaction, also Appends a COMMIT /ABORT record that

depends on the received VTs, receives an LSN, and marks this as the LSN of
the COMMIT /ABORT record of the transaction.

7. The coordinator speculates on the durability of these records, releases the locks
(makings its results visible to the internal n servers), and continues processing

other transactions.

8. In the OnCommit (LSN commitLSN) callback, the coordinator notifies the
clients of the completion of transactions with COMMIT/ABORT records that
have LSNs <= the commitLSN.

Participants

1. Receives PREPARE request for a transaction from the coordinator.

2. Prepares the transaction by acquiring read /write locks for keys in the read /write

sets respectively.

3. If successful, the participant votes YES. First, it Appends a PREPARE record
and its vote in LATTICE, receives a vector timestamp (VT) as outTimestamp

from LATTICE, and returns its vote and VT to the coordinator.

78



4. Receives COMMIT /ABORT request for a transaction from the coordinator.

5. Then the coordinator executes the transaction, Appends a COMMIT/ABORT
record in lattice, receives a VT as outTimestamp and returns the VT to the

coordinator.

6. The participant speculates on the log records becoming durable, releases all its
locks (making the updates from the transaction visible to the n servers), and

continues processing other transactions.

Handling failures

Designing CASCADES as a speculative recoverable application also allows it to recover
consistently in the event of coordinator or participant failures. For instance, consider
the scenario where the coordinator fails during the first phase. Note that the collection
of n nodes in CASCADES that participate in the internal speculative execution include
the coordinator and the participants (database partitions). Recall that, when one
node fails and recovers, LATTICE will also fail and recover nodes which have taken
dependencies on parts of the computation which were lost as a result of the originating
failure. CASCADES notifies clients of transaction completion only after LATTICE
commits the final COMMIT /ABORT record at the coordinator.

In this scenario, the originating coordinator failure cascades into all the par-
ticipants and all of them recover to a durably consistent state. In this case, if only the
part of the computation till phase-I is made fully durable (including all its dependen-
cies), even if the computation had actually proceeded further, with some partitions
even maybe logging commit messages, all participants will be rolled back to this
point, and execution continues as if we were operating non-speculatively, and the
coordinator and partitions had failed and recovered to this point. Since a commit or
abort was never leaked to the client, this situation is no different, from the client’s

perspective, from a failure at the recovered point in the computation.
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Conflicts and high contention

Although the n servers may be speculating on log records becoming durable, the coor-
dinator waits in the OnCommit callback for the log records to be fully committed or
transitively durable before the final notification is sent out to the clients; this prevents
side effects from being visible to clients or external entities outside the collection of n
servers. In highly contented settings, transactions are executed almost sequentially,
one after the another. In such scenarios, without LATTICE, coordinator has to wait
to fully commit the PREPARE and COMMIT/ABORT log records before executing
other transactions and notifying the clients. With LATTICE, although the clients are
notified after the records are fully committed (no change in observable consistency),
transactions can speculate on the durability of PREPARE and ABORT/COMMIT
records, and achieve high throughput. For highly contented transactions, CASCADES

achieves higher performance improvements.

5.5 Implementation

We implement CASCADES in C++. CASCADES, a transactional store, is a
prototype application that is built using LATTICE; CASCADES builds on LATTICE
which was implemented as a logging library. Currently, CASCADES and LATTICE are
built to run on Windows 2019 servers. CASCADES relies on LATTICE for logging,
managing replicas, and for fault tolerance. LATTICE uses AVX bit vectors to assign
timestamps and track dependencies of log records while computing fully committed
log records. CASCADES employs the eRPC networking library for all network com-
munications. CASCADES servers use the C++ port of FASTER as their in-memory
key-value store to manage their data partition. eRPC provides fast, reliable, general-
purpose RPC interfaces. It supports DMA capable message buffers and zero-copy
packet 1/0 to provide performance comparable to low-level interfaces such as DPDK

and RDMA. We plan to make the prototype of CASCADES, 10K lines of C++ code,
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publicly available on GitHub!.

5.6 Limitations and Trade-offs

CASCADES achieves high throughput and trades off transaction low latency.
CASCADES processes batches of transactions and delays their commit notification to
the clients without blocking other transactions from making forward progress. Thus,
CASCADES also achieves high scalability and strong consistency. In the event of a
crash of a primary replica, CASCADES achieves efficient recovery by inducing cascad-
ing failures to other primaries that have taken dependencies on failed transactions.
Thus, CASCADES aborts more transactions to handle efficient recovery; we leave test-
ing or verifying the correctness of recovery in CASCADES and dependency tracking in

LATTICE as part of the future work.

5.7 Evaluation
In this section, we evaluate the performance of LATTICE and CASCADES. We

seek answers to the following questions.

1. What is the available network and storage bandwidth, and what is the through-
put of appending log records in LATTICE? (§5.7.2)

2. What is the end-to-end throughput and latency of CASCADES for workloads

with super hot keys and conflicting transactions? (§5.7.3)

3. How significant are the overheads from LATTICE? (§5.7.4)

5.7.1 Experimental setup

CASCADES is evaluated on the following testbed with three servers and one

client per server. Each server in CASCADES is run on a virtual machine, which runs

Thttps://github.com/microsoft /RecoverableProcesses
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the Windows 2019 Server. These VMs are run on a bare metal instance with the
following hardware configuration. Each server has an AMD EPYC 7402P 24-Core
Processor with 48 threads, 128 GB of DRAM, and 1.6 TiB of NVMe SSD. It has two
dual-port Mellanox ConnectX-5 (CX5) NICs that support 25Gbps and 100Gbps links.
The Windows VMs have direct access to the CX5 NICs via host PCle passthrough.

Workloads We measure the performance of CASCADES against two kinds of work-
loads. First is a workload with simple transactions where the coordinators can process
the transactions using the data within their partitions. Second is a workload with
complex transactions where the coordinating server relies on up to two other primary
servers for executing them. Complex transactions are processed using the 2PC proto-
col and show the performance improvements from LATTICE when there is significant
network overheads from 2PC and highest amount of conflicts; each transaction con-
flicts with ongoing transactions. These workloads have ~7-8 key-value updates per
transaction on average. The updates to the key-value pairs in each partition follow a

uniform random distribution.

Comparion points. We measure CASCADES against several configurations for re-
covery and replication. CASCADES-NoLog represents no logging. CASCADES-Sync
represents having synchronous logging while processing batches of transactions. CAS-
CADES-ASync represents having asynchronous logging and batching, however, there
is no simple way of recovering from failures. CASCADES relies on LATTICE for asyn-

chronous logging and simplifying recovery.

We also compare CASCADES against different levels of replication. We mea-
sure the throughput of CASCADES on logging to premium and ultra SSDs which are
replicated across availability zones. They are Zone-Redundant Storage (ZRS) services

provided by Azure.

82



Local SSD Premium SSD Ultra SSD eRPC

Latency 50us 450us 2ms Tus
Throughput 3 kops/s 30 kops/s 30 kops/s 2.6 Mops/s

Table 5.2: Microbenchmarks. The latency and throughput of writing to different
storage media with a single thread and the eRPC networking layer.

5.7.2 Microbenchmarks and Lattice

Logging. The latency of writing 8B records to premium, and ultra SSDs with a
single thread are 50us, 450us, and 2ms respectively. While the local SSD supports
around 3 kops/s premium and ultra SSDs support 30 kops/s, as shown in Table-5.2.
With ZRS replication, Azure synchronously replicates data to three availability zones
within the same region; each availability zone is a separate physical location with

independent power, cooling, and networking.

Networking. With eRPC, servers are able to communicate with each other with
a round-trip time of 7-9 us, and a maximum throughput of 2.6 Mops/s (each op is

~8B), saturating the 25 Gbps network bandwidth.

Lattice performance. We observe that LATTICE saturates the write bandwidth of
the underlying storage media while appending log records. We measure that LAT-
TICE can Append ~10 M records/s on Premium and Ultra SSDs. We show that the
latency of recoverably committing these log records is dependent on the latency of
the underlying media and the batching of LATTICE. We observe that LATTICE takes

450us, and 2ms to commit a record on premium, and ultra SSDs respectively.

5.7.3 Cascades: End-to-end performance

We show that CASCADES achieves 25x higher throughput with ultra SSDs rel-
ative to its synchronous logging variant; synchronous logging variant represents the
behavior of state-of-the-art databases; relative to its synchronous variant, CASCADES

obtains 3.5x lower latency. CASCADES obtains simple recovery and automated fault
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Throughput Avg p50 p90 p95 p99

Media Configuration Mops /s ms  ms ms  ms  ms

No logging 0.134 15 15 15 15 16

Synchronous 0.004 253 546 562 562 578

UltraSSD CASCADES 0.099 156 156 156 156 163
PremiumSSD Synchronous 0.001 2541 2546 2547 2548 2562
CASCADES 0.099 641 640 641 641 656

Table 5.3: End-to-end performance of Cascades. With ultra SSDs, CASCADES
achieves 3.5x lower latency and 25x higher throughput relative to its synchronous
logging configuration. With premium SSD, CASCADES achieves 4x lower latency and
99x higher throughput relative to its synchronous logging configuration. Overall,
CASCADES obtains 74% of throughput achieved when logging is disabled.

tolerance with 10x higher latency relative to its no logging variant. However, with
premium SSDs, a cost-efficient storage media, CASCADES obtains 99x higher through-
put relative to its synchronous variant; with premium SSDs, CASCADES has 5x lower
latency relative to its synchronous variant. On premium SSDs, CASCADES manages
replication with an additional 42x higher latency. Overall, CASCADES obtains 74%

of the throughput obtained when logging is disabled, as shown in Table-5.3.

CASCADES achieves 25-99x (up to two orders of magnitude higher through-
put) and 3-5x lower latency relative to performing synchronous I/O in the critical
path of processing transactions. CASCADES presents a novel way of achieving high
throughput even for workloads with high conflicts, without trading off consistency or

complicating recovery.

5.7.4 Overheads

CASCADES achieves up to two-orders of magnitude higher throughput. We
measure that LATTICE provides high throughput while simultaneously simplifying
logging and recovery. We evaluate that with LATTICE, CASCADES has high through-

put which is comparable to the throughput achieved without any logging. Further,
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the latency of transactions in CASCADES is 45% higher relative to the latency achieved
with performing synchronous logging per batch of transactions. Due to overheads of
LATTICE from tracking dependencies and computing fully recoverable points in ap-
plication logs, CASCADES incurs 30% higher latency compared to the state-of-the-art;

p99 latency in CASCADES increases by up to 70% relative to the state-of-the-art.
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Chapter 6: RainBlock

In this chapter, we empirically evaluate the I/O bottlenecks in Ethereum [16]
and outline their impact on transaction throughput and scalability (§6.1). Then, we
introduce RAINBLOCK!, a novel architecture for public blockchains (§6.2), and the
novel Distributed, Sharded Merkle Tree that enables efficient and scalable data au-
thentication (§6.3) at miners. Later, we discuss the trust assumptions, security, and
limitations, of RAINBLock (§6.4). Finally, we discuss the implementation of RAIN-
Brock and DSM-TREE (§6.5) and evaluate their throughput and scalability across
various workloads, including workloads that resemble transactions in Ethereum (§6.7).
We show that a single RAINBLOCK miner processes 27.4 Ktxs per second (27x higher
than a single Ethereum miner). In a geo-distributed setting with four regions spread

across three continents, RAINBLOCK miners process 20 Ktxs per second.

6.1 1I/0 bottlenecks from authenticated storage

In this section, we first discuss the poor performance and scalability of Ethereum
(§6.1.1). Next, we perform an empirical study to highlight the root cause of these
performance limitations (§6.1.2). Then, we trace these performance limitations to
I/O bottlenecks from to the design of the authenticated storage system in Ethereum
(§6.1.3). Finally, we discuss a few strawman solutions and their drawbacks (§6.1.4)

and motivate our work, RaiINBLock and DSM-Tree.

6.1.1 Performance limitations of Ethereum

Ethereum has an end-to-end throughput of 10-12 transactions per second [16],

which is orders of magnitude lower than centralized transaction processing engines like

IThis chapter describes the following work that is published at ATC’21 [167]: RainBlock: Faster
Transaction Processing in Public Blockchains.
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Visa [11]. Further, increasing the number of servers processing transactions does not
increase its overall throughput. The poor performance and scalability of Ethereum is

due to the low rate of processing transactions.

Processing a transaction. Processing a transaction involves reading and updating
multiple values in the system state. In public blockchains, once a server receives a
new block, it processes the transactions in that block and also verifies if its Merkle
root matches the Merkle root in that block. We study the I/O bottlenecks in the

critical path of processing transactions in Ethereum.

How does Ethereum process transactions? Servers that add blocks to the
Ethereum blockchain are termed miners. Miners receive transactions submitted by
users, execute these transactions, and group them into a block. We term executing
transactions and grouping into a block as processing transactions. Several miners
compete to add a block to the blockchain. Each miner tries to solve a Proof-of-
Work (PoW) puzzle; if it solves the puzzle, it attaches the solution to the block and
broadcasts it to other miners. Other miners verify the solution and begin to build on
top of the received block. A transaction is confirmed or finalized once ten blocks are

built on top of the block containing the transaction.

At a high level, a miner has two threads as shown in Figure 6.1. One worker
thread is processing transactions and grouping them into a block. The other sealer
thread obtains the transactions from the worker thread, and then tries to solve the
PoW puzzle. The PoW consensus has miners emitting a block every 10-12 seconds, for
example. While the sealer thread is working on one block, the worker thread tries to
get the next block ready. Thus, the worker sealer has about 10-12 seconds to process
transactions; if it can process transactions faster, it can pack more transactions into

the block it passes to the sealer thread.

Low transaction throughput. Ethereum and other public blockchains suffer from

low throughput: only tens of transactions added to the blockchain per second. The
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Figure 6.1: How Ethereum miners work. The worker thread processes transac-
tions, packages them into a block, and hands them to the sealer thread. The sealer
thread takes 10-12 seconds to solve the PoW puzzle; the worker thread must process
transactions in this time-frame. /O bottlenecks result in worker threads packing
fewer transactions into each block.

low throughput comes from two factors. First, the PoW consensus limits the block
creation rate to one block every 10-12 seconds so that a majority of miners can receive
and process a block before a new one is released; this ensures that every miner is
building on the same previous block, preventing forks in the blockchain. Note that
while PoW consensus limits the block creation rate, it doesn’t directly limit the size
of the block. The second factor lowering throughput is transaction processing time.
In each miner, the worker thread has to group transactions into a block within 10—
12 seconds; the rate at which the worker thread can process transactions limits the

maximum size of the block.

Authenticated storage. Processing a transaction involves executing the transaction
and modifying system state such as account values. Since miners do not trust each
other in a public blockchain, miners authenticate data and can prove that the data
they provide is correct. This is done by maintaining a Merkle tree [150] over the
data and publishing the latest Merkle root in the blockchain; another miner is able

to independently verify that the data is correct, using the data and a vertical path in
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Metric No state State: 10M  Ratio

Time taken to mine txs (s) 1047 6340  6x T
# of txs per block 2150 833 2.5x |
tx throughput (tx/s) 28.6 47  6x ]

Table 6.1: Impact of authenticated storage on e2e throughput. The table
shows the throughput of Ethereum with proof-of-work consensus in two scenarios
when 30K transactions are mined using three miners. In the first scenario, there
are no accounts on the blockchain. In the second scenario, 10M accounts have been
added. Despite no other difference, transaction throughput is 6 x lower in the second
scenario; we trace this to the I/O involved in processing transactions.

the Merkle tree (termed a witness).

Scalability limitations. Unfortunately, accessing authenticated data becomes more
expensive as the total size of the authenticated data increases [222]. As a result,
transaction processing increasingly becomes bottlenecked on 1/O. We demonstrate
this with an experiment. We create two private Ethereum networks using the Geth
client [26]; each network has three miners, 30K transactions to mine, and the same
proof-of-work (PoW) configurations. While the first network has only 3 miner ac-
counts (total size: 220 MB), the second has 10M additional accounts (total size: 4
GB). Note that Ethereum currently has ~130M accounts (total size: > 400 GB [25,
27]) in its blockchain state. Overall, the second network takes 6x more time and
2.5x more blocks to mine all transactions using PoW consensus (Table 6.1). Using
profilers, we see that in the second scenario, the time spent solving the PoW puzzle
has not increased disproportionately; however, the worker thread takes 6 x more time
to process transactions, and 69% of the time is spent in accessing and updating the
system state. Thus, the miner’s transaction processing rate depends on the system

state; this impacts the block size and overall throughput.
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Figure 6.2: Overheads of the MPT. This figure highlights the 1/O bottleneck due
to Merkle trees. (a) First, it shows the number of 10 operations performed per block.
(b) Then, measures the size of witnesses (represents the amount of data read) per
block. (c¢) Finally, it shows the increase in block processing time with the increasing
number of I/O operations (I/O bottleneck).
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6.1.2 Empirical study

We use Parity 2.2.11 [3], a popular Ethereum blockchain client, for studying the
I/O bottleneck and I/O amplification from Merkle trees. We use Parity to initialize
a new server that joins the Ethereum network, and replays the blockchain (until 7.3
Million blocks) to measure various costs. We analyze the performance impact of the
Merkle tree in terms of the number of 1/O operations performed and witness sizes.

We also study the data structure’s effect on the block processing time.

Number of I/O operations. For processing a single block with around 100 trans-
actions, Ethereum requires performing more than 10K random I/O operations (two
orders of difference). Most of these I/O operations are performed for reading and up-
dating the Merkle tree. Figure-6.2(a) shows the number of I/O operations incurred
per block while processing the first 7.3 Million block of transactions. This result shows

the combined overheads from the Merkle tree and its on-disk layout using RocksDB.

Witness sizes. Witness sizes represent the amount of data read and modified per
block while reading and updating paths in the Merkle tree. In Ethereum, which
uses secure 256-bit cryptographic hashes, the witness size of a single 100 byte user
account (or value) can be above 4 KB, showing a 40-60x overhead. The witness
size also increases as the total data in the Ethereum state increases, as shown in

Figure-6.2(b).

Block processing time. We measure the time taken to process each block, i.e.,
executing the transactions in that block, and verifying if the resultant local Merkle
root matches with the Merkle root in that block. Thus, the block processing time
is affected by the 1/O overheads from Merkle trees. For example, processing an
Ethereum block with about 100 transactions takes hundreds of milliseconds even on
a datacenter-grade NVMe SSD. Overall, Figure 6.2 (¢) shows the direct correlation
between the time taken to sync or process Ethereum blocks against the number of
IO operations required, indicating the effect of I/O bottlenecks on block processing

time.
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6.1.3 Poor design of authenticated storage

The I/O bottleneck in Ethereum arises from two sources. First, reading or
writing nodes of the Merkle tree generates many random I/Os in a pointer-chasing
fashion (that prevents pre-fetching). Second, the Ethereum Merkle tree is stored on-

disk using the RocksDB key-value [24] that has inherent /O amplification [175, 176].

I/O bottlenecks. Merkle trees and their on-disk key-value layout introduces sig-
nificant 1/O overheads that directly impact the block processing time. Notice that
our results are optimistic estimates, as we use a datacenter-grade NVMe SSD which
is probably much better hardware than that available at an average untrusted server
in the network. In Figure-6.2 (a) and (b), the spikes are the result of a DDOS at-
tack [222] on the Ethereum’s state, which creates dummy user accounts to increase
the values in the Merkle tree and thereby increases the number of I/O operations
and witness sizes. Finally, these overheads will increase as the system state increases
and, as of April 1, 2019 [25], the Ethereum state is already above 200 GB. Although
we analyze Ethereum and MPT in this study, our analysis is generally applicable to
other authenticated data structures and blockchain systems. The I/O bottlenecks
from authenticated dynamic dictionaries [180] are also seen in multi-token blockchain

systems such as the Nxt cryptocurrency [nxt] [45].

6.1.4 Strawman solutions

Storing state in memory. Can every server store the entire state in memory to
eliminate the I/O bottlenecks? This would not work as public blockchains seek to
allow commodity servers to join their networks for increasing decentralization. If
servers need to have 100s of GB of DRAM to join the public blockchain network, it

decreases decentralization. Such a solution cannot be adopted.

Increase block size. Can we keep the current block creation rate and simply increase

the number of transactions in each block? Increasing the block size is the goal of this
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work; however, doing this in a naive fashion would not work. If we simply increased
the number of transactions in each block, miners receiving the block would need more
time to process the block and build on top of it; as a result, the block creation rate
would have to be lowered to ensure that previous block is processed by a majority
of the miners before a new block is released. Overall, transaction throughput would
not increase though the block size increased. Ethereum has carefully increased the
block size multiple times in the past [28]; it is prevented from raising the block size
further due to I/O bottlenecks; with large blocks, new servers may take a long time
to sync and participate in mining. This weakens decentralization. Thus, tackling the

I/O bottleneck is crucial to increasing block size.

Alternative consensus protocols. Tackling the I/O bottlenecks in transaction
processing is orthogonal to the underlying consensus protocol. Faster consensus pro-
tocols would result in blocks being released quicker, increasing overall throughput.
Researchers have noticed that even faster consensus protocols ultimately run into the
I/O bottlenecks in transaction processing [229]. Even with faster consensus protocols
that release new blocks of transactions at a much higher rate, I/O bottlenecks will
continue to limit the number of transactions in each block and thereby reduce overall

throughput [229].

Summary. Thus, we need a mechanism to reduce the I/O bottlenecks in transaction
processing. RAINBLOCK achieves this goal with a new architecture and a novel authen-
ticated data structure DSM-TREE. With faster transaction processing, RAINBLOCK
enables larger blocks without changing the block creation rate. Thus, RAINBLOCK
increases the throughput of public blockchains without compromising their security

or liveness and without diluting their decentralization.

6.2 RainBlock

RAINBLOCK aims to achieve the following goals simultaneously:
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High transaction throughput

Scalability with increasing system state and number of users

Support for Turing-complete smart contracts [202]

The same degree of decentralization and security as Ethereum

Achieving these goals simultaneously in public blockchains is challenging. For
example, achieving higher throughput by assuming large amounts of DRAM at every

participating server reduces decentralization as only specific servers can participate.

RAINBLOCK proposes a new architecture for public blockchains that achieves
all these goals. RAINBLock delivers high throughput by tackling the 1/O bottleneck
on two fronts. RAINBLOCK avoids I/O in the critical path using prefetching clients

and reduces I/O amplification using the novel DSM-TREE.
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Overview. RAINBLOCK achieves its goals by introducing a new architecture. The
architecture allows RAINBLOCK to both reduce I/O amplification and to remove I/O

bottlenecks in the critical path, as shown in Figure-6.3.

RaiNnBrock introduces three kinds of participating entities: clients, miners,
and storage nodes. Users submit transactions to clients. Clients pre-execute transac-
tions, and fetch data and witnesses from storage nodes. Clients submit the fetched
data and witnesses to miners, who use this to execute transactions. Miners do not
perform I/O in the common case. The miners create a new block, gossip it to other
miners, and update the storage nodes. Storage nodes shard the system state and
each shard stores the partitioned system state in memory. Figure-6.3 shows how the

RaINBrLock architecture differs from that of Ethereum.

We now illustrate the RAINBLOcCK architecture and how it achieves scalability

and supports smart contracts, without compromising on decentralization or security.

6.2.1 High-Level Design

In this section, we build up the design of RainBrock. We start with the
problems that our study on Ethereum highlights. We discuss how RAINBLOCK solves

these problems and the resulting challenges.

6.2.1.1 Problem-I: I/O amplification from storing Merkle trees in key-
value stores
Ethereum stores system state in a Merkle tree [19], and persists it using the
RocksDB [24] key-value store. Traversing such a Merkle tree requires looking up nodes
using their hashes. Hashing is computationally expensive and results in the nodes
of the tree being distributed to random locations on storage. As a result, traversing
the Merkle tree to read a leaf value requires several random read operations. The
log-structured merge tree [158] that underlies RocksDB results in additional I/0O
amplification [176, 175].
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Solution: store state in an optimized in-memory representation. RAIN-
BLock introduces an in-memory version of the Merkle tree. Persisting the data is
done via a write-ahead log and checkpoints. Traversing the Merkle tree is decoupled
from hashing; obtaining the next node in the tree is a simple pointer dereference.
RAINBLOCK introduces a technique termed lazy hash resolution: when a leaf node is
updated in a Merkle tree, all the nodes from the leaf to the root need to be re-hashed;
RAINBLOCK defers the re-hashing until the nodes are actually read. Lazy hash reso-
lution is effective since hashing requires serializing the node contents [23]; thus, lazily
hashing the nodes saves both hashing and serialization operations. Note that simply
running RocksDB in memory would not be effective: the hashing and serialization

would still add significant overhead.

6.2.1.2 Resulting challenge: Tackling Scalability and Decentralization

Simply keeping the Merkle tree in memory does not achieve the goals of RAIN-
Brock. As the blockchain grows, the amount of state in the Merkle tree will increase;
soon, a single server’s DRAM will not be sufficient. Furthermore, for maintaining de-

centralization, we cannot require servers to have significant amount of DRAM.

Solution: decouple storage from servers and shard the state. RaiNBrLock
solves this problem using separate storage nodes. RAINBLock shards the Merkle
tree into subtrees such that each subtree fits in the memory of a storage node. As
the amount of data in the blockchain increases, RAINBLOCK increases the number of
shards. In this manner, RAINBLOCK scales with commodity servers and storage nodes

without diluting the decentralization.

6.2.1.3 Problem-II: Miners perform I/0O in the critical path

On receiving a new block, miners in Ethereum process its transactions by
traversing and updating the Merkle tree in RocksDB (causing random I/O on storage)
and verifying if their Merkle root matches the Merkle root in the block. Only then
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can the miner process the next block of transactions. Thus, transaction processing
includes performing slow I/O operations in the critical path; and the transactions are

processed one at a time.

Solution: decouple I/O and transaction execution. RAINBLOCK solves this
problem by removing the burden of doing I/O from the miners. RAINBLOCK intro-
duces prefetching clients (clients) that prefetch data and witnesses from the storage
nodes and submit them to the miners. Miners use this information to execute trans-
actions without performing I1/O and asynchronously update the storage nodes. Since
transaction processing now becomes a pure CPU operation, it is significantly faster.
This architecture also increases parallelism as multiple clients can be prefetching data

for different transactions at the same time.

6.2.1.4 Resulting challenge: Prefetching I/O for smart contracts

One challenge with clients prefetching data for transactions is that some trans-
actions invoke smart contracts. Smart contracts are Turing-complete programs that

may execute arbitrary code. Thus, how does the client know what data to prefetch?

Solution: pre-execute transactions to get their read and write sets. RAIN-
BLock solves this problem by having the clients pre-execute the transactions. As part
of this execution, the clients read data and witnesses from the storage nodes. One
challenge is that the pre-execution may have different results than when the miner
executes the transactions (e.g., the smart contract may execute different code based
on the block which it appears in). We will describe how clients handle smart contracts

correctly despite stale data from pre-execution (§6.2.4).

6.2.1.5 Resulting challenge: Consistency in the face of concurrency

Another challenge that arises due to the RAINBLOCK architecture is consis-
tency. Multiple clients are reading from the storage nodes, and multiple miners are

updating them in parallel. Using locks or other similar mechanisms will reduce con-
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currency and throughput.

Solution: store system state in the two-layer, multi-versioned DSM-Tree.
The DSM-TREE is an in-memory, sharded, multi-versioned Merkle tree. RAINBLOCK

uses DSM-TREE to store the system state. The DSM-TREE has two layers:

e The bottom layer is sharded across the storage nodes and contains multiple versions.
Every write causes a new version to be created in a copy-on-write manner; there
are no in-place updates. As a result, concurrent updates from miners simply create
new versions and do not conflict with each other. When a fork of the blockchain is

discarded, the bottom layer garbage collects the associated versions.

e The top layer represents a consistent version of the tree. Each miner has a top
layer that is private to the miner. The miner executes all transactions against the
data and witnesses in its top layer. New versions being created in the bottom layer

do not affect the version in the top layer, ensuring consistency.

6.2.1.6 Resulting challenge: RainBlock has higher network traffic

Finally, the architecture of RaINBLock trades local disk I/O for remote net-
work I/0. As a result, RAINBLOCK results in more network utilization, and the net-

work bandwidth may become the bottleneck.

Solution: RainBlock reduces network I/O via deduplication and the syn-
ergy between the DSM-Tree layers. RAINBLOCK uses multiple optimizations to
reduce network 1/0. First, the bottom and top layer of DSM-TREE collaborate with
each other; when the bottom layer sends witnesses to the top layer, it will skip sending
nodes of the Merkle tree that are known to be present at the top layer. We term this
witness compaction. Second, when any component of RAINBLOCK sends witnesses
over the network, it will batch witnesses and perform deduplication to ensure only

a single copy of each Merkle tree node is sent. We term this node bagging. Finally,
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miners send logical updates to storage nodes rather than physical updates as logical

updates are smaller in size.

6.2.2 Architecture

We now describe the RAINBLoOCK architecture in detail.

Overview. RAINBLock introduces three kinds of participating entities: prefetch-
ing clients (clients), miners, and storage nodes. Users send transactions to clients.
Clients pre-execute these transactions and prefetch data and witnesses from storage
nodes. Clients submit transactions and the prefetched information to miners, Figure-
6.4(a). Miners are responsible for creating new blocks of transactions and extending
the blockchain; each miner maintains a private copy of the top layer of the DSM-
TREE. Miners use the submitted information to execute these transactions against

their top layer, Figure-6.4(b); and do not perform I/O in the common case. Finally,

99



miners create a new block, gossip it to other miners, and update the storage nodes.
Storage nodes are responsible for maintaining and serving the system state. They
use the multi-versioned bottom layer of the DSM-TREE to provide consistent data to
clients while handling concurrent updates from miners. Storage nodes asynchronously

update the bottom layer of the DSM-TREE, Figure-6.4(c).

6.2.3 The Life of a Transaction in RainBlock

. We now describe the various actions that take place from the time a trans-

action is submitted, to when it becomes part of the blockchain.

1. A user submits the transaction (tx) to a client.

2. The client will pre-execute the transaction, reading data and witnesses from

storage nodes

3. The client will optimize the witnesses before sending them over the network

using node bagging

4. The client will submit the transaction, data, and optimized (compact) witnesses

as node bags, to the miner
5. The miner will verify these node bags and advertise them to other miners

6. The miner will execute tx using witnesses and the top layer of the DSM-TREE.

The miner does not need to perform any I/O in the common case
7. The miner creates the new block, and sends it to other miners

8. The miner sends new block and the updates to storage nodes as logical opera-

tions (e.g., A— >A’) with new Merkle root

9. The storage nodes verify if block is valid (proof of work check), log updates,

return successful to miner
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10. The storage nodes apply the updates and verify them (based on provided Merkle

root)

11. The other miners verify the block using their top layer and node bags without

any 1/0, and gossip to other miners

12. The tx is added to the blockchain when its block is processed by majority of

miners

6.2.4 Speculative Pre-Execution by Clients

In RAINBLOCK, clients read all the witnesses required for executing a transac-
tion from storage nodes. These transactions can be simple or can call smart contracts.
Since smart contracts are Turing-complete, it is not known apriori what locations they
will access. RAINBLOCK clients handle this by speculatively pre-executing the smart

contract to obtain the data that is read or modified by the smart contract.

Speculative pre-execution. Smart contracts can use the timestamp, or block num-
ber of the block in which they appear, during their execution at the miner. These
values are not known yet during their pre-execution at the clients. As a result,
clients speculatively return a guess while pre-executing the contract. Our analysis
of Ethereum contracts shows that despite providing estimated values, clients still
successfully prefetch the correct witnesses and node bags. For example, the Cryp-
toKitties mixGenes function as shown in Figure 6.5 repeatedly references the current
block number and its hash. Since these numbers are only used to generate random-
ness of written values in the function, substituting inaccurate values does not affect

the witnesses that are pre-fetched.

Stale data. We make a similar observation that clients can pre-execute with stale
data and still prefetch the correct node bags. For example, the CryptoKitties giveBirth
function is a fized-address contract, where the addresses read (loads from the kitties

array) only depend on the inputs from the message call. To deal with rare variable-
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1: function MIXGENES(mGenes, sGenes, curBlock)

2 uint256 randomN < curBlock.blockHash

3: randomN < KeccakHash(randomN, cur Block)

4 MemoryAry babyGenes «+— miz(mGenes, sGenes, randomN)
5: return babyGenes

Figure 6.5: Indeterminate contract values do not aflect pre-fetching. Psue-
docode of CryptoKitties mixGenes function. It makes repeated calls to cur Block. Al-
though client substitutes it with a speculative value, it doesn’t affect witness prefetch-
ing because these numbers only affect written values.

address contracts, the miner may asynchronously read from a storage node after the
transaction is submitted. Even in these cases, the client will have retrieved few of the

correct witnesses required for the transaction (e.g., the to and from accounts).

Benefits from pre-executing clients. One of the main advantages of the specu-
latively pre-executing client is that it can filter out transactions that miners would
abort. Contrast this with the Ethereum blockchain, in which aborted transactions are
no-ops, but still take up valuable space in the public ledger. In RAINBLOCK, clients
can prevent miners from spending valuable cycles executing transactions that will
be eventually aborted. The trade-off is that staleness might cause clients to abort
transactions conservatively. If users believe that a client incorrectly aborted their

transaction, they can send it to other clients or prefetch the witnesses themselves.

6.2.5 Benefits

In summary, RAINBLOCK achieves high throughput by reducing 1/O ampli-
fication (using DSM-TREE to scalably store the system state) and eliminating 1/0O
bottlenecks (using clients to decouple I/O from transaction execution). Thus, RAIN-
BrLock increases the transaction processing rate at miners without assuming any
hardware limits on them. With faster transaction processing, RainNBrLock allows
miners to pack more transactions per block without impacting the underlying PoW
consensus (RAINBLock does not impact block creation rate). Thus, RAINBLOCK

achieves high throughput without compromising the security or decentralization of
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public blockchains.

The RaNBLock architecture has many additional benefits:

e Every component is typically visited once for processing a transaction, presenting

an efficient architecture for public blockchains.

e RAINBLOCK can scale with increasing transaction load (by increasing number of

clients) and with increasing system state (by increasing number of storage shards).
e Clients can execute read-only transactions bypassing miners.

e RAINBLOCK supports transactions on the sharded system state without requiring

locking or additional coordination among clients and miners.

e RAINBLOCK does not assume trust between any of the components.

6.3 DSM-Tree

The Distributed, Sharded Merkle Tree (DSM-TREE) is an in-memory, multi-
versioned, sharded variant of the Merkle tree. The DSM-TREE has two layers; we first
present the common in-memory representation, then describe each layer in turn, and

then discuss how the layers collaborate and their trade-offs in different configurations.

6.3.1 In-Memory Representation

DSM-TREE uses an efficient in-memory representation of the Merkle tree. Tree
traversal is decoupled from hashing: traversing the Merkle tree is done by derefer-
encing pointers; in contrast, Ethereum’s Merkle tree has to perform expensive cryp-
tographic hashing to find the next node during traversal. DSM-TREE uses periodic
checkpoints for persisting the data. The checkpoints are only used to reconstruct the

in-memory data structure in case of failures; reads are always served from memory.
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DSM-TREE top layer at miners

DSM-TREE bottom layer sharded across storage nodes

Figure 6.6: DSM-Tree design in RainBlock. This figure shows the two-layered
DSM-TREE where miners have their private copy of the top layer for consistency and
the bottom layer is sharded for scalability.

Lazy Hash Resolution. When a leaf node in a Merkle tree is updated, hashes of
nodes from the leaf to the root need to be recomputed. DSM-TREE defers doing this
recomputation until a node is actually read. This makes writes efficient as only the
leaf node has to be updated in the critical path. Recomputing hashes is expensive
as nodes have to be serialized before being hashed; as a result, lazy hash resolu-
tion improves performance significantly by saving expensive hashing and serialization

operations [23].
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6.3.2 Bottom Layer

The bottom layer of the DSM-TREE consists of a number of shards. Each
shard is a vertical subtree of the Merkle tree, stored in DRAM. The bottom layer
supports multiple versions to allow concurrent updates to the DSM-TREE, as shown

in Figure-6.6. The bottom layer has a write-ahead log to persist logical updates.

Multi-versioning. Each write to the bottom layer creates a new version of the
tree. There are no in-place updates. This versioning is required as miners may
submit multiple blocks concurrently that potentially conflict with each other; the
bottom layer creates a new version for each write. It creates versions only for the
modified data in a copy-on-write manner. Thus, writes never conflict with each other,
and DSM-TREE does not require locking or additional coordination among miners or

clients.

Garbage collection. Garbage collection of versions is driven by the higher-level
blockchain semantics. When multiple miners are working on competing forks of the
blockchain, multiple versions are maintained. Eventually, one of the forks is accepted
as the mainline fork, and the others are discarded (and their associated versions are

garbage collected by the bottom layer of the DSM-TREE).

6.3.3 Top Layer

Given that the bottom layer maintains multiple versions across multiple shards,
we need a way for miners to access data in a consistent fashion. The top layer provides

this mechanism.

Each miner has a private top layer. The top layer contains the first few levels
of the Merkle tree, till a configurable retention level (7). The top layer has the
Merkle root node that summarizes the entire system state, and presents a consistent
snapshot of the system state. Miner executes transactions against this snapshot; all

reads return values from this snapshot of the system.
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As the miner executes transactions, their top layer is updated, switching to a
different consistent view of the system state, as shown in Figure-6.6. The changes in
the top layer’s Merkle tree will also be reflected in the bottom layer’s storage shards

after the miner sends logical updates to the storage nodes.

Caching and Pruning. The top layer acts as an in-memory cache of witnesses
for the miners. By design, the top layer stores the recently used and the frequently
changing parts of the Merkle tree. The top layer receives witnesses (or paths of the
Merkle tree) from the prefetching clients. The top layer uses the node bags from the
clients to reconstruct a partial Merkle tree that allows miners to execute transactions,
typically without performing I/O from the bottom layer. The top layer also supports
pruning the partial Merkle tree to help miners reclaim memory. Pruning replaces the
nodes at the retention level (r + 1) with Hash nodes. Hash nodes also help miners to

identify the DSM-TREE shard which has pruned nodes.

Witness Revision. In RaiNnBrock, the bottom layers of the DSM-TREE update
asynchronously. Therefore, the top layer (miner) may receive stale witnesses from
the bottom layer (prefetching clients). DSM-TREE introduces a new technique termed
witness revision to tolerate stale witnesses. A witness is determined to be stale or
incorrect because the Merkle root in the witness doesn’t match the top layer’s Merkle
root. However, this could happen because of an unrelated update to another part of
the Merkle tree. The top layer detects when this happens, and revises the witness
to make it current. If the Merkle root matches now, then the witness is accepted.
Witness revision is similar to doing git push (trying to upload your changes), finding
out something else in the repository has changed, doing a git pull (obtaining the
changes in the repository) to merge changes, and then doing a git push. With
witness revision, the top layer tolerates stale data from the bottom layer and allows
miners to execute non-conflicting transactions that would otherwise get rejected. Note
that, witness revision cannot revise every potential stale witnesses. If the top layers

are pruned aggressively, the top layer may have insufficient information to detect if
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the changes are from an unrelated part of the Merkle tree.

6.3.4 Synergy among the layers

The top and bottom layers collaborate to reduce network traffic. We also
briefly discuss the potential DSM-TREE configurations with r (retention at the top

layer) and ¢ (compaction level at the bottom layer), and the trade-offs involved.

Witness compaction. As the top layer of the DSM-TREE stores the top levels
of the Merkle tree, the storage nodes do not need to send a full witness. Like the
configurable retention level at the top layer r, the bottom layer has a configurable
compaction level, ¢. Only nodes below the compaction level (compact witnesses) are
sent in node bags, after deduplicating nodes across witnesses, reducing the network

burden of transmitting witnesses.

Configurations. The DSM-TREE is configurable to operate entirely from local mem-
ory without any network overhead, or just from remote memory with high network
utilization. For example, If the top layer of the DSM-TREE has r = co, then the top
layer caches the entire Merkle tree and is fully served from local memory. Similarly,
if the bottom layer has ¢ = 0, then un-compacted witnesses are sent over the network
and accessed entirely from remote memory. Thus, DSM-TREE provides a unique (and
flexible) point in the design spectrum of distributed, in-memory, authenticated data

structures.

Trade-offs. In a Merkle tree that has n levels, any DSM-TREE configuration that
satisfies ¢ >= (n—r) allows the top layer to use compacted witnesses from the bottom
layer. Note that having a higher r results in a lower number of transaction aborts,
as the top layer has more information to detect non-conflicting updates and perform
witness revision. Therefore, in RAINBLOCK, ideally, the top layers should set r based
on the amount of memory available. Pruning the top layer should only be done under

memory pressure.
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6.3.5 Summary

In summary, the DSM-TREE is a novel variant of the Merkle tree modified
for faster transaction processing in public blockchains. It uses an efficient in-memory
representation to reduce I/O amplification, multi-versioning to handle concurrent
updates, and the Merkle root in the top layer to provide a consistent view of the
system state. DSM-TREE presents a new point in the design space of authenticated
data structures. The top layer exploits the cache-friendliness of the Merkle tree,
while the sharded bottom layer relies on the fact that witness creation only requires
a vertical slice of the tree. While the DSM-TREE is exclusively used with RAINBLOoCK

in this paper, it can be easily modified to work with other blockchains.

6.4 Discussion

We now discuss the trust assumptions, incentives, security, and limitations of

the RAINBLOCK architecture.

Trust Assumptions. In keeping with existing public blockchains, RaINBLock does
not require trust between any of its components. Miners operate without trusting
the clients or the storage nodes by re-executing transactions and verifying the data
they receive. Clients operate without trusting the storage nodes and miners, as clients
verify their reads from storage nodes, and can verify the block produced by a miner.
Finally, storage nodes also operate without trusting miners, as they can verify updates

from miners.

Incentives. We sketch a possible incentive model here. A more rigorous analy-
sis would require game-theoretic and economic models, which are beyond the scope
of this paper. Users can prefetch data from the storage nodes themselves or pay
clients. Users, clients, and miners pay the storage nodes for reading authenticated
data. Miners get paid for mining a new block of transactions through block rewards.

Every RAINBLOCK component can detect misbehaving entities and blacklist them,
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incentivizing correct behavior.

Security. RAINBLOCK provides the same security guarantees as Ethereum, as it does
not change the consensus protocol (Proof of Work) or trust assumptions between
participating servers. Further, RAINBLOCK does not impact the block creation rate

by packing more transactions into each block.

6.5 Implementation

We implement RaiNBLock and DSM-TREE in Typescript, targeting node.js.
The miners and storage nodes use the DSM-TREE as a library. The performance
critical portions of the code, such as secp256kpl key functions for signing trans-
actions and generating keccak hashes, are written as C++ node.js bindings. To
execute smart contracts, we implement bindings for the Ethereum Virtual Machine
Connector interface (EVMC) and use Hera (v0.2.2). Hera can run contracts imple-
mented using Ethereum flavored WebAssembly (ewasm) or EVMC1 bytecode through
transcompilation. Our speculative pre-executing client is implemented in C++. The
DSM-TREE and RaINBrock implementations, together 15K lines of code, is open
source and available on GitHub? Our current implementation of storage nodes as-
sumes a 16-way sharded Merkle Patricia tree by default. It supports a configurable

number of shards.

6.6 Limitations and Trade-offs

RAINBLoCK trades local storage I/O for network 1/0, so the network may be-
come a bottleneck. RAINBLOCK recognizes this risk and uses multiple techniques such
as witness compaction and node bagging to reduce network traffic. The RAINBLOCK
architecture introduces additional storage nodes and shows how a small percentage

of additional hardware can provide orders of magnitude improvement in end-to-end

Zhttps://github.com/RainBlock
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transaction throughput in public blockchains.

6.7 FEvaluation

In this section, we evaluate the performance of DSM-TREES and RAINBLOCK.

We seek to answer the following questions:

1. What is the performance of the DSM-TREE for various operations on a single

node? (Section-6.7.2)

2. How does the size of the DSM-TREE cache impact the witness sizes, memory

overhead, and rate of transaction aborts in RAINBLock? (Section-6.7.3)

3. What is the performance of RaAINBLOCK on various end-to-end workloads that

characterize the Ethereum public blockchain? (Section-6.7.4)

6.7.1 Experimental Setup

We run the experiments in a cloud environment on instances which are similar
to the m4.2xlarge instance available on Amazon EC2 with 32GB of RAM and 48
threads per node. We use Ubuntu 18.04.02 LTS, and node.js v11.14.0. For the
end-to-end benchmarks, each storage node, miner, and client is deployed on its own

instance.

6.7.2 Evaluating DSM-Tree on a single node

First, we evaluate the DSM-Tree running on a single node. This tests the
performance of the optimized in-memory representation of DSM-TREE. We measure
the throughput of point put and get operations for a variety of tree sizes against the
state-of-the-art Ethereum MPT. Point put operations create or update a key-value

pair and get operation returns the value and witness for a key.

To make a fair comparison, we compare DSM-TREE with the in-memory imple-
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Figure 6.7: Performance of DSM-Tree on a single node. (a) The figure shows
the absolute put and get throughput of DSM-TREEs. Throughput relative to the
Ethereum MPT is shown on the bars. As the number of accounts increase, DSM-
TREE throughput increases relative to Ethereum MPT. (b) This figure shows the
memory used by DSM-TREE and Ethereum MPT across varying number of accounts.
The trend line captures the height of the MPT. DSM-TREES are orders of magnitude
more memory-efficient than Ethereum MPT. Note the log scale on the axes.

mentation of Ethereum MPT [15]. The in-memory Ethereum MPT uses memdown [22],
an in-memory key-value store built on a red-black tree. We are comparing an in-
memory MPT that uses the key-value representation to the in-memory DSM-TREE.
The difference in performance comes from the in-memory design and optimizations

in DSM-TREES, and not due to different storage media.

We dump the Ethereum world state every 100K blocks until 4M blocks and
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use it to micro-benchmark DSM-TREEs; every key in these benchmarks is a 160-bit

Ethereum address and values are RLP-encoded Ethereum accounts [23].

Gets. DSM-TREES with 1.19M accounts, obtain a get throughput of 216K ops/s,
that is 150 x the throughput of Ethereum MPT. The main reason for the DSM-TREE’s
better performance is the use of in-memory pointers. To fetch a node, the DSM-TREE
simply needs to follow a path of in-memory pointers to the leaf node. On the other
hand, walking down a tree path means looking up the value (node) at a particular
hash for each node in the Ethereum MPT. Even though this database is in-memory,
looking up values in an in-memory key-value map is still more expensive than a few
pointer lookups. Furthermore, the larger the world state, the better DSM-TREE’S
in-memory Merkle tree performs over the Ethereum MPT. This is simply because
the larger the state, the taller the tree, so the more nodes on the path to a leaf, see

Figure 6.7 (a).

Puts. DSM-TREES with 1.19M accounts obtain a put throughput of ~245K ops/s,
that is 160x the throughput of Ethereum MPT. Due to lazy hash resolution, a put
does not need to adjust any values in the path from the leaf to the root; in contrast,
every node in the path has to be updated in the Ethereum MPT. put throughput in

the DSM-TREE is more than two orders of magnitude higher than in the Ethereum

MPT.

Tree Size. Figure 6.7 (b) shows that DSM-TREES are significantly smaller than
Ethereum MPTs when the same number of accounts are stored. With 1.19M accounts,
the Ethereum MPT consumes ~26021MB and DSM-TREES consume ~775MB, using
34x lesser memory. The primary reason for this is the efficient in-memory repre-
sentation of DSM-TREES. Ethereum MPT is not-memory efficient as it uses 32-byte
hashes as pointers and relies on memdown [22] to store the flatenned MPT as key-value
pairs. The significantly reduced size of the DSM-TREE, along with sharding, enables

DSM-TREES to be stored entirely in memory, eliminating the IO bottleneck.
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Lazy hash resolution. We run an experiment where we trigger a root hash calcula-
tion after every N write (put or delete) operations. As N increases, the performance
of DSM-TREE write operations also increases. At N = 1000 (the root hash is read
every 1000 writes), DSM-TREE is 4-5x faster than Ethereum MPT. Since the root
hash calculation is expensive (requiring RLP serialization of nodes), performing it
even once every 1000 writes reduces DSM-TREE performance from 150x Ethereum

MPT performance to 5x.

6.7.3 Impact of cache size

Next, we evaluate the performance of the distributed version of the DSM-TREE
when the cache size (retention level of the top layer) is changed. Pruning the cache
reduces memory consumption but results in larger witnesses being transmitted, and
more transactions being aborted due to insufficient witness caching. We evaluate

these effects.

Memory consumption. We evaluate the reduction in the application memory
utilized, from pruning the DSM-TREE cache, across varying cache sizes r. Figure 6.8
(a) shows that lower r will result in higher memory savings, with a tree of depth
five consuming only 40% of the memory consumed by the full tree. However, this
means that either 1) DSM-TREE shards will have to provide larger witnesses or 2) the

application will experience a higher abort rate due to insufficient witness caching.

Witness Compaction. DSM-TREEs transmit compact witnesses which include only
the un-cached parts of the witness. DSM-TREEs employ node-bagging where they
combine multiple witnesses and eliminate duplicate nodes. Figure 6.8 (b) shows the
reduction in witness size due to node bagging and witness compaction, based on the
height of the cached tree r. Witness compaction and node bagging together reduce

witness sizes by up-to 95% of their original size.

Transactions. Pruning the cache discards cached witnesses. Since transactions

abort if the witnesses are not cached, this increases the abort rate. To study the
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Figure 6.8: Tuning DSM-Tree Cache Retention r. (a) This figure shows that the
caching fewer levels in the cache leads to higher memory savings (compared to storing
the full tree in memory). We do not report the memory savings of higher values of
T as they were negligible. (b) The figure shows the reduction in witness size due to
combining witnesses and eliminating duplicates (red striped bar) and due to witness
compaction (solid bar). (c) The figure shows the impact of r (height of cached tree)
on transaction abort rate. Higher r results in lower number of transaction aborts.
Abort rate decreases with fized r as the total number of accounts N increases, because
this reduces the probability that transaction will involve accounts that conflict at the
pruned levels.
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Figure 6.9: End-to-End Throughput. (a) The figure shows DSM-TREE scalability
in RAINBLock with increasing number of clients and varying cache retention levels (7).
The workload used in the experiment is representative of the account distributions
in Ethereum transactions. Miners in RAINBLOCK can process about 30K tps with 4
clients each, when configured at » = 7. (b) This figure shows the overall throughput
of RAINBLOCK in a geo-distributed deployment. Miners at » = 8 can process about
20K tps using 4 clients each, when communicating with the DSM-Tree across WAN.

effect of varying the cache size on transaction abort rate, we use RAINBLock with 16
storage nodes, 1 miner, and enough clients to saturate the miner. Transactions are
generated by selecting two random accounts from a set of N accounts. Figure 6.8 (c)
shows that the transaction abort rate is dependent on two factors: the DSM-TREE
cache retention level, and the number of accounts. In particular, increasing r reduces
the transaction abort rate. More importantly, with large number of accounts N, the
contention on Merkle tree nodes reduces, reducing the abort rate for fixed a r, making

DSM-TREES practical for application with low available memory.

6.7.4 End-to-End Blockchain Workloads

Finally, we evaluate the end-to-end performance of RAINBLOCK against syn-
thetically generated workloads that mirror transactions on the Ethereum public main-

net blockchain.

Challenges. Since Ethereum transactions are signed, the public transactions are not
conducive to experiments: we cannot change transaction data or the source accounts,
because we do not have the secp256kl private key. Since RAINBLOCK runs trans-

actions at a much higher rate than Ethereum, we quickly run into state mismatch
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errors, and eventually, exhaust the available transactions.

To tackle this challenge, we analyze the public blockchain to extract salient
features, and develop a synthetic workload generator which generates accounts with

private keys we control, so our clients can run and submit signed transactions.

Synthetic Workload Generator. We analyze the transactions in the Ethereum
mainnet blockchain to build a synthetic workload generator. We analyzed 100K recent
(since block 7M) and 100K older blocks (between blocks 4M and 5M) in the Ethereum
blockchain to determine: 1) the distribution of accounts involved in transactions, 2)
what fraction of all transactions are smart contract calls. We observe that 10-15% of
Ethereum transactions are contract calls and the rest are simple transactions. This is
true of both recent blocks and older blocks. It is also the case that a small percentage
of accounts are involved in most of the transactions. Based the analyzed data, we
generate workloads where 90% of accounts are called 10% of the time, and 10% of the

accounts are called 90% of the time. Smart contracts are invoked 15% of the time.

Throughput. Figure 6.9 (a) shows the transaction throughput results. First, this
figure shows that the RAINBLOCK can achieve an end-to-end verification throughput
of 30,000 transactions per sec. It also demonstrates the scalability of the DSM-TREE
and RAINBLOCK, which scales as more clients are added. By varying the DSM-
TREE retention level at the miners from 0 to 6, the DSM-TREE shard throughput
increases by 7x, from 1.3K ops/s to 9.4K ops/s, increasing the scalable creation and

transmission of witnesses.

Geo-distributed Experiment. We also ran a geo-distributed experiment, with
varying numbers of regions across 3 continents. FEach region has 4 clients, 1 miner, and
16 storage nodes, caching eight levels of the DSM-TREE tree (r = 8). Figure 6.9 (b)
reports the throughput experienced by the RAINBLOCK. RAINBLOCK in a single region
achieves a throughput of ~25K transactions/sec; when we scale to four regions, the
throughput drops to ~20K transactions/sec, thus retaining 80% of the performance

in a geo-distributed setting.
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Contract Calls. We also ran a workload where accounts repeatedly call the OmiseGO
Token, which is an ERC-20 token contract [14]. Four clients repeatedly called the
token contract against a single RAINBLOCK miner with DSM-TREE cache configured
at r = 8, achieving a throughput of 17.9K + 796 contract calls per second. This
demonstrates that even for pure contract calls, RAINBLOCK can provide orders of

magnitude higher transaction throughput than other blockchains.
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Chapter 7: Related Work

In this section, we discuss state-of-the-art PM key-value stores, distributed
databases, and public blockchains, and place the contributions of this dissertation in

the context of the relevant research in these domains.

7.1 Skye

We place our contributions SKYE in the context of related prior work on PM

key-value stores and PM file systems.

PM key-value stores. Key-value stores designed from scratch for PM [48, 61, 214]
exploit the byte-addressability and the low latency of PM. The work closest to SKYE is
Viper [48]. Viper evenly distributes threads across NVDIMMs and designs NVDIMM-
aligned storage layouts to benefit from the parallelism of interleaved PM and avoid
cross-NVDIMM contention. However, prior work does [61, 238, 48] not take into
account the limited concurrent access allowed by PM, or that managing individual
NVDIMMs yields higher throughput. Finally, prior work [238, 48] is not designed to
be NUMA-aware, exhibiting poor performance (or lack of support) on multiple NUMA
nodes. In contrast, SKYE takes all these aspects into consideration and implements

the indirect-access for applications, and obtains high and scalable write throughput.

OdinFS. A concurrent work that is close to SKYE in the file-system domain is
OdinF'S [240]. SKYE and OdinF§S share several goals: scalability, NUMA-awareness,
and PM bandwidth utilization. OdinF'S improves performance for syscall-based ap-
plications. Since it relies on striping to scale across multiple NUMA nodes, it trades
off PM contiguity and hurts the performance of memory-map applications. SKYE
supports a simpler key-value API, uses memory-map interface, has a modular design,
and obtains high PM bandwidth utilization. SKYE exploits the benefits of managing

all PM accesses by providing indirect-access (in contrast to current PM stores) with-
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out paying the overheads from POSIX API unlike OdinFS. Note that OdinF'S [240]
and all existing PM file systems [115, 226] manage a single interleaved PM device
(in contrast to managing individual NVDIMMs) and suffer from poor PM bandwidth

utilization.

7.2 Cascades

In this section, we place our contribution CASCADES in the of context state-
of-the-art distributed databases and prior research on mitigating the I/O bottlenecks

and network overheads in databases.

Distributed databases. The state-of-the-art distributed NoSQL databases [33, 205,
192], SQL databases [209, 204, 4], and NewSQL databases [103, 68, 241, 206] rely on
logging across multiple replicas to ensure consistent recovery in the event of failures;
state-of-the-art distributed databases and their choice of concurrency control proto-
cols and isolation guarantees are summarized in Table-2.1. However, every database
performs synchronous I/O to durably commit transactions; they wait for the durabil-
ity of writes across a set of replicas before committing a transaction. Further, with
highly contented workloads, compute cores wait on the durability of writes before
releasing locks [109]. Note that these I/O bottlenecks result in the poor utilization
of the available compute (multiple core parallelism) and network resources. Further,
replicas are chosen across multiple availability zones within a datacenter [8, 5]. Thus,
synchronous durability of writes introduces latencies in the order of millisecond and
reduces the overall throughput by multiple orders of magnitude. CASCADES with
LATTICE tackle these I/O bottlenecks in the critical path and claim the orders of
magnitude improvement in throughput and scalability. We believe that existing re-
search on reducing other overheads in databases e.g., synchronization [234, 35, 170],
complement our work; modern databases can be augmented to employ LATTICE and

thereby achieve high throughput and scalability even for highly contented workloads.

Network layer. Several distributed systems are co-designed along with the underly-
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ing network to achieve low-latency and high-throughput communication [60, 79, 237,
220]. In contrast to co-designing with RDMAs [223, 110, 141, 121], eRPC [119, 117]
provides performance close-to hardware limits in the common case without having
to modify application. Thus, CASCADES relies on eRPC, which supports the full

generality of RPCs, for all network communications.

Expressive systems APIs. Recent research has introduced novel APIs to increase
the expressivity of RDMA interface [53]. These works aim to achieve high utility
and to translate unique performance benefits to applications. Similarly, CASCADES
implements LATTICE’s interface for recoverable processes to achieve high performance

and to simply recovery.

Causally consistent logs and fault tolerance. Prior research on novel fault-
tolerant mechanisms includes multiplexing the failed process [221] reducing the amount
of data written to logs, batching to avoid small-sized 1/O etc.. CASCADES leverages
LATTICE that tracks the causal dependencies of log records using vector timestamps
following prior research [133, 163, 86]. However, instead of resolving dependencies
during recovery, CASCADES relaxes the synchronous durability of writes across all

replica and allows failures to spread within speculating boundaries.

7.3 RainBlock and DSM-Tree

In this section, we place our contributions RAINBLock and DSM-TREE, in the
context of prior research on blockchain systems, authenticated data structures, and

transactional stores.

Stateless Clients. The Stateless Clients [55] proposal seeks to insert witnesses
into blocks, enabling Ethereum miners to process a block without performing 1/0.
Despite active discussions [21, 20, 18], Stateless Clients have not been implemented
due to concerns about witness sizes [203]. Witnesses for a single, simple Ethereum

transaction can be ~ 4-6KB, resulting in 40-60x the network overhead. In contrast,
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DSM-TREE reduces witness sizes (by ~ 95%), and RAINBLOCK uses prefetching clients

to remove the I/O burden on miners.

Permissioned blockchains. Hyperledger Fabric [31] proposes a novel execute-order-
validate architecture for permissioned (private) blockchains. Fabric optimistically
executes transactions and relies on the signatures from trusted nodes for verifying
transactions. In contrast, RAINBLOCK improves transaction throughput in public

blockchains without trusting any of the participating servers.

Sharding and off-chain computation. Recent work increase blockchain through-
put by sharding the blockchain into independent parallel chains that operate on sub-
sets of state [112, 212, 128, 236, 144, 213]. However, sharding requires synchronizing
these independent chains for consistency, requires complex protocols for cross-shard
transactions, and is less resilient to failures or attacks [196, 174, 235]. In contrast,
RAINBrock does not shard the global blockchain; the storage is sharded, but all
miners add to a single chain. RAINBLOCK does not require locking or additional
communication for executing transactions that span across multiple storage shards.
Payment channels [142, 123, 96, 152, 12, 111] that offload work to side chains while

ensuring a total order of transactions are complementary to our work.

Consensus: Ethereum and Bitcoin employ Nakamoto consensus based on Proof-
of-Work (PoW) [108, 195]. There is active research on designing novel consensus for
blockchains [85, 151, 232, 56, 43, 145] including Proof-of-Stake [91, 124, 17] and Proof-
of-Elapsed-Time [104] protocols, primarily because PoW limits block creation rates,
trades off wasted work for security [222, 211], and is intolerant to the 51% attack [84].
While new protocols can replace PoW in Ethereum, low transaction processing rates
will remain a concern [230, 78, 38, 229]; since alternative consensus protocols aim at
releasing blocks at a higher rate; but perform I/0 in the critical path for creating new
blocks. Therefore, orthogonal to the consensus protocols, RAINBLock alleviates 1/O

bottlenecks in transaction processing to increase the throughput of public blockchains.
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Discussion: Recent work on reducing network overheads in blockchains [161, 67, 77],
and including forks into the main chain [138, 137], are orthogonal to our work. These
techniques can be applied to RAINBLOCK to further increase its overall throughput.
Other work using trusted hardware for reducing storage overheads [140, 71] or con-

sensus protocols [46, 153] is orthogonal to our work.

Dynamic accumulators. Merkle trees belong to a general family of cryptographic
techniques called dynamic accumulators [57, 47]. Merkle trees, known for their fast
processing, have proofs that grow with the underlying state. Constant-size dynamic
accumulators based on RSA signatures [57, 47] have fixed size proofs. However,
constant-size accumulators have low processing rates, and improving their perfor-
mance is an ongoing effort [52]. DSM-TREE provides a practical solution to achieve

high processing rates and small witness sizes while supporting transactions.

Authenticated data structures. Recent work has proposed a number of new
authenticated data structures [120, 233, 177, 39, 180, 225, 63, 208]. In contrast to
these work, DSM-TREE scales Ethereum’s Merkle Patricia trie [19] without changing

its core structure, or how proofs are generated.

Transaction execution. RAaNBrock adopts a design similar to Solar [243] and
vCorfu [219], where transactions are executed based on data from sharded storage.
RaiNBrock modifies the design for decentralized applications and authenticated data
structures. This allows RAINBLOCK to execute transactions on sharded state with-
out requiring locking or additional coordination among miners. Similar to RAM-
Cloud [160], the DSM-TREE design argues that large random-access data structures

can get higher throughput and scalability when served from memory over the network.
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Chapter 8: Discussion and Conclusion

In this chapter, we discuss two directions in which systems’ infrastructures are
headed (88.1); resource disaggregation in datacenters and decentralization of trust
in distributed systems. We outline our vision for increasing the resource utilization
in fully disaggregated datacenters and implementing trust in storage systems for the
wider-adoption of decentralization. Finally, we conclude this chapter by summarizing

the contributions of this dissertation (§8.2).

8.1 Vision for the future

This section outlines a potential vision for extending our work in the future,
considering the emerging hardware technologies and infrastructure trends. It discusses
two distinct goals of improving the resource utilization in next-generation datacenters

and moving towards fully decentralizing trust in storage systems.

8.1.1 Improving resource utilization in disaggregated datacenters

Data centers and cloud infrastructures are disaggregating hardware resources
like memory, compute, and storage [65, 136, 139, 113, 148, 190, 94]. The emerg-
ing network fabrics [125] and interconnects like Compute Express Link (CXL) [65]
enable fully disaggregated data centers [189]. Resource disaggregation supports on-
demand resource provisioning and addresses the issue of under utilized resources which
amounts to millions of dollars in costs [239, 139]. Moreover, this transition reduces

energy consumption allows better scalability and utilization of resources [190, 188].

Elastic systems for handling composable resources. Resource disaggregation
allows (de-)provisioning individual resources as per demand. For instance, it sup-
ports allocating more memory without increasing the number of CPU cores. Recent

research on memory and storage harvesting VMs [239, 30, 88, 178, 239], address the
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visibility of these allocations to applications at low latencies. However, underlying
systems infrastructures and applications need to be able to detect such dynamic re-
source elasticity, and scale their performance accordingly. Thus, disaggregation calls

for scalable systems that can elastically compose memory, storage, and compute.

Dynamic-tiered systems to harness heterogeneous resources. CXL enables
specialized accelerators like GPUs to seamlessly collaborate with general-purpose
CPUs, leading to mixed computing capabilities [189]. Furthermore, CXL introduces
a new array of memory and storage performance profiles, including CXL memory,
CXL PM, and CXL-attached SSDs, in addition to bus-attached memory and PM,
and PCle-attached SSDs. Recent research on real CXL hardware shows that CXL
performance is hindered by the use of too many threads and is sensitive to access pat-
terns and data distribution across CXL devices [200]. Thus, resource disaggregation
calls for building tiered systems rooted in an understanding of the unique behavior
of CXL devices which is crucial for ensuring high resource utilization [228, 107, 70].
These next-generation tiered systems should support both horizontal scaling across
resources with similar performance and vertical scaling across resources with distinct
performance. It will be crucial for these systems to optimize for high performance per

dollar, addressing the diversity in the performance and cost of available resources.

Retrofitting existing systems. It can be challenging to achieve scalable perfor-
mance by retrofitting existing PM key-value stores for CXL-attached PM or utilizing
existing distributed databases and caches with CXL memory pools. Note that it will
be important to evaluate the trade-off between reusing existing infrastructure and
fundamentally redesigning systems for disaggregated infrastructures (§4). We believe
that the learnings from this work will prove useful for building efficient systems for

fully disaggregated datacenters that aim for high utilization and scalable performance.
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8.1.2 Achieving software-defined trust in storage for decentralization

There is an increasing demand for systems that can prove their behavior with-
out assuming their users’ trust since the ownership over data is no longer with the
entities storing, processing, and analyzing, that data [69]. In the recent years, de-
centralized storage systems have resurfaced; these systems can tolerate Byzantine

behavior [201], guarantee the correctness of data [166], etc.

What trust do systems assume? Distributed databases for instance, assume
trust when storing user data (data integrity), executing transactions (tolerate only
fail-stop failures), for preserving the privacy of their data (privacy), and for disal-
lowing an external entity to access their data (access control). Several policies that
safeguard the personal data of users are just forming [106]. There is ongoing research
on enforcing a few of these without assuming trust from applications. Data integrity
via authenticated data structures, availability via consensus protocols, and confiden-
tiality via privacy-preserving algorithms, can be enforced in systems [69]. Thus, it
is crucial to build systems that can simultaneously enforce these policies and achieve

high performance and scalability.

Challenges and opportunities. Today, there is a lack of systems that are flexible
with enforcing data integrity when required. We have systems that always ensure
data integrity and have poor performance [36] or that which do not guarantee it and
provide better performance [58]. Thus, it is important to build systems that can fill
the gap between these two extreme design choices by providing additional guarantees

at higher performance costs on demand and whenever necessary.

Logs for decentralization. A shared totally-ordered log is essential for blockchains
and distributed partially-ordered logs for distributed databases, etc. Therefore, with
a novel logging infrastructure that allows systems and applications to choose the
data consistency and integrity guarantees they need, systems can slowly move toward

providing decentralized services. Similarly, minimizing the performance penalty for
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applications in the common case without Byzantine failures and without requests for
verifying data integrity is a primary research challenge. Further, an expressive API
that meets the needs of applications and simplifies the design and architecture of the

logging infrastructure is important.

8.2 Conclusion

With increase in I/O-intensive applications, existing systems infrastructures
suffer from I/O bottlenecks which are inherent to their design and architecture. In this
dissertation, we have discussed how 1/O bottlenecks surface in different systems, and
showcased their impact on end-to-end performance and scalability. We have outlined
a few core techniques that minimize the performance impact of I/O bottlenecks and

combined these ideas to architect three novel, scalable, high-performance systems.

First, we present SKYE, a novel PM key-value store that retains fine-grained
control over all PM accesses; SKYE provide indirect-access to applications and man-
ages individual NVDIMMs to obtain high and scalable PM bandwidth utilization.
We demonstrate that SKYE outperforms state-of-the-art PM stores by 2.5-5x on the
standard Yahoo Cloud Serving Benchmark (YCSB) on a single NVDIMM. With four
NVDIMMs across four NUMA nodes, SKYE obtains ~86% of PM write bandwidth,
and its write throughput scales by 3.9x. The SKYE prototype will be available at
https://github.com/utsaslab/skye. In the future, we envision SKYE supporting

newer PM media.

Next, we present CASCADES a distributed transactional store built over the
logging infrastructure LATTICE. CASCADES speculates on the durability of log records
that are important for consistent recovery, avoids I/O bottlenecks in the critical path
of processing transactions, and relies on LATTICE to manage recovery and replica-
tion in the event of failures. Thus, CASCADES achieves 25-99x higher throughput
with speculation and LATTICE when logging to storage media with different per-

formance characteristics. The RecoverableApplication and RecoverableProcess API
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of LATTICE and the prototype implementation of CASCADES will be available at

https://github.com/microsoft/RecoverableProcesses.

Finally, we present RAINBLOCK, a public blockchain architecture that in-
creases transaction throughput without modifying the consensus protocol. RAIN-
Brock achieves this by tackling the 1/O bottleneck in transaction processing, allow-
ing miners to pack more transactions into each block. RaiNBrock introduces a novel
architecture that removes 1/O from the critical path, and the DSM-TREE, a new
authenticated data structure that provides cheap access to system state. A single
RAINBLOCK miner processes 27.4K transactions per second, or 27x more transac-
tions than a single Ethereum miner. In geo-distributed settings RAINBLOCK miners
process 20K transactions per second. The RAINBLOCK prototype is publicly available
at https://github.com/RainBlock and we welcome working with the community

on its adoption.

In conclusion, this dissertation evaluates the approach of fundamentally re-
architecting systems to minimize [/O bottlenecks. It highlights the observed perfor-
mance improvements and discusses the associated trade-offs. It highlights the benefits

of specializing systems to the underlying hardware and their target applications.
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