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Abstract— The advent of frequency-agile radios holds the
potential for improving the utilization of spectrum by allowing
wireless systems to dynamically adapt their spectral footprint
based on the local conditions. Whether this is done using market
mechanisms or opportunistic approaches, the gains result from
shifting some responsibility for avoiding harmful interference
from the static “regulatory layer” to layers that can adapt
at runtime. However, this leaves open the major problem of
how to enforce/incentivize compliance and what the structure of
“light-handed” regulation should be. This paper examines this
and focuses on two specific technical problems: (a) determining
whether harmful interference is occurring and (b) assigning
liability by detecting the culprits.

“Light-handed regulation” is interpreted as making unam-
biguous (and easily certified) requirements on the behavior of
individual devices themselves while still preserving significant
freedom to innovate at both the device and the system level.
The basic idea explored here is to require the PHY/MAC layers
of a cognitive radio to guarantee silence during certain time-
slots where the exact sequence of required silences is given
by a device/system-specific code. Thus, if a system is a source
of harmful interference, the interference pattern itself contains
the signature of the culprit. Nevertheless, identifying the unique
interference pattern becomes challenging as both the number of
cognitive radios and the number of harmful interferers increases.

The key tradeoffs are explored in terms of the “regulatory
overhead” (amount of enforced silence) needed to make guaran-
tees. The quality of regulatory guarantees is expressed by the time
required to convict the guilty, the number of potential cognitive
systems that can be supported, and the number of simultaneously
guilty parties that can be resolved. We show that the time to
conviction need only scale logarithmically in the potential number
of cognitive users. The base of the logarithm is determined by the
amount of overhead that we will tolerate and how many guilty
parties we want to be able to resolve.

I. INTRODUCTION

A. Spectrum sharing — an overview

The idea that there are deficiencies in our current model of
spectrum allocation originated in the economics/law/public-
policy literature in the seminal papers by Coase [1] in 1959
and de Vany, et. al.[2] in 1969 and more recently by Goodman
[3]. Their focus was mostly on making sure that spectrum was
efficiently allocated to the socially most important uses. Mitola
[4] introduced the idea of “cognitive radios” that are more
intelligent and autonomous than the dumb radios of yesterday.
The FCC’s subsequent Spectrum Policy Task Force report [5]
generated technical interest in the topic. This report revealed
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that the inefficiency of the current system went beyond the
issue of assigning bands to inefficient uses — the current
system has a dramatic underuse of spectrum since much of it is
simply not used at all in most places/times. It has been argued
that this waste is an inevitable consequence of the current static
approach to spectrum access [6].

Dynamic spectrum access thus has the potential for improv-
ing the overall utilization of spectrum. Much of the work has
focused on formalizing the concept of spectrum holes and
discovering how to utilize them while avoiding harmful in-
terference to those primary users that are actually active. This
concept complements the ultrawideband philosophy where a
strict spectral mask is employed since the constant presence
of primary users is presumed [7].

Since cognitive radios are more intelligent, the novel idea
was to replace static spectral masks as the interface between
regulation and implementation and instead to directly deal
with limiting interference itself. This is a shift in the very
foundations of the field of wireless communication. Whereas
earlier information-theoretic formulations assumed spectral
mask constraints, in [8], Gastpar investigated the behavior
of capacity under explicit spectrum-sharing constraints and
showed that things can scale in a qualitatively different man-
ner. Other work considered the capacity regions for cognitive
radios using dirty-paper coding and ideas of interference
cancellation [9], [10], although later such approaches were
shown to be severely non-robust to wireless uncertainties [11].

Meanwhile, the dominant stream of research has focused on
opportunistic spectrum sharing wherein the cognitive radios
only use a band if they can verify that doing so will not
disturb the existing primary users. Much work has focused
on the spectrum sensing aspect of the problem [12]. One key
challenge that emerges is the phenomenon of SNR walls that
limit the ability of a single cognitive user to detect severely
faded primary users [13]. Even if the SNR walls could be
evaded, it turns out that single-user detection inevitably incurs
a large overhead in the spatial domain — effectively giving
up a significant amount of real estate where opportunistic use
would have been safely possible but for an unreasonable fear
of causing interference [6]. Cooperative sensing allows both
of these barriers to be overcome [14], [15].

Although these efforts have led to a new understanding
of the technical aspects of opportunistic spectrum usage,
fundamental gaps remain in translating these into practice.
Indeed the very prospect of cooperative spectrum use in turn
raises regulatory problems. How should cognitive radios be
regulated? When single-user sensing is all that is contem-



plated, then it is easy to see how the current ultrawideband
and unlicensed device paradigm can be extended to cover it:
as long as a device senses at an appropriate sensitivity, it is
allowed to communicate within an appropriate mask. (See [16]
for how sensitivity trades off with power control.) This is an a
priori rule that can be relatively easily enforced. But how can
we certify the behavior of a network of cooperating users when
that network forms dynamically in the field? Similar questions
plague market-oriented approaches. How can we enforce that
users have the right to use the spectrum that they are using?

What is really missing is a means for a posteriori Spectrum
Enforcement that works in conjunction with some amount
of a priori certification of the devices themselves. Such a
perspective has always been present on the policy side in [1],
[2], [3], but has to our knowledge, never been explored tech-
nically. A companion paper [17] and [18] develop a toy game-
theoretic model to discern how effective spectrum enforcement
mechanisms must be to properly incentivize cognitive systems
to not cheat. Even without such a quantitative model, it is
qualitatively obvious that if there is no chance of being caught,
then there is very little incentive to invest serious engineering
effort in complying with the regulations, especially in cases
where compliance might result in lower quality of service to
the cognitive-radio system’s own users.1 The core problem of
identity was vividly captured by Faulhaber in [19] with his
evocative phrase “hit and run radios.”

B. Motivation

The main idea in this paper is to design a way to trace who
is violating a protocol. In this sense, this is the opposite of
privacy. The analogy is to cars. There are rules designed to
protect the safety of others. However, not all of these rules
are unbreakable at the device level (e.g. cars do not sense
stop signs and force you to stop). Instead, cars are required to
have visible license plates that allow violators to be identified
and penalized. Our goal is to impose the minimal number of
rules that can presumably be checked at device certification
time.2 Such minimalist rules at device certification time allows
substantial room for innovation as new technologies develop.

A philosophy of hierarchical punishment is proposed
wherein the offended entity should be able to identify that
it is being interfered with and then identify a subset of users
who are responsible for causing the interference. There are

1This is far from a hypothetical concern. Consider the example of DVD
players. The license officially requires players to obey region-coding com-
mands on the disk even when the owner of the disk would prefer that the
disk will play. Many manufacturers of cheap DVD players ship players that
do not comply with this license requirement and instead act in the interest of
the paying customers who would prefer that their disks play, no matter where
those disks might have been purchased.

2This issue did not arise in de Vany, et al’s models from [2] because at
the time of that work, wireless transmission was considered to be limited
to only a few big players operating steadily from fixed positions at fixed
frequencies. Identity could piggy-back on physical location. Finding the
offending transmitter would resolve the issue and the fixed transmitter could
be found by a man with a van and an antenna. Tomorrow, the story will be
entirely different with frequency-agile mobile devices potentially operating in
ad-hoc cooperative modes.

three potential approaches to ‘identity.’ In the most straight-
forward approach, identity is explicitly transmitted by the
physical layer as a separate wireless signal in a mandated
format. If a primary user experiences harmful interference,
then it merely has to decode this signal to learn the identities
of all the potential interferers so that they can be penalized.
Such an “identification pilot” signal would necessarily impose
an overhead on the secondary users and one could analyze the
tradeoffs possible. However, while this approach is conceptu-
ally simple, it has four major shortcomings:

1) It forces us to mandate a standard PHY-layer format for
transmission of this identity information. This adds ad-
ditional complexity to systems that want to use another
format/modulation for their own signals. Moreover, this
format would have to be tamper-proof and thus might
impose costly recertification requirements for changes
that could be handled as a simple software update.

2) It imposes a decoder PHY burden on the primary user to
implement a way to decode this identity information so
that it can penalize secondary systems that are cheating
in the vicinity. This is in addition to the primary’s own
PHY layer for decoding its own data. Sadly, if the
regulation is successful and the threat of punishment is
enough to prevent cheating, then this particular part of
the primary system will be unexercised and hence is
likely to suffer “bit-rot” as the primary system evolves.

3) It does not allow the primary user to distinguish between
harmful interference and unfortunate fading or bad luck.
As Hatfield points out in [20], wireless environments are
notoriously unpredictable. A primary user might just be
out of range of its transmitter or it might be drowning in
harmful interference. There is no way to tell them apart
if the secondary identity information was just carried by
a separate broadcast signal.

4) More subtly, a broadcast identity does not distinguish
between the innocent and the guilty. Thus it greatly
reduces the incentive to deploy innovative approaches
to reduce interference. For example, a cognitive-radio
network might be able to use beamforming to null out
its transmissions at the primary receiver. However, if
any other cognitive radio causes harmful interference,
the careful radios will also be punished since they were
also in the neighborhood at the time of the incident.

The second approach to identity trades beacon overhead
for reporting overhead. Cognitive radios could be required to
keep extensive and detailed records of their trajectories and
operations. These logs could then be regularly uploaded to
the authorities and searched to find the culprits whenever a
credible report of harmful interference is filed. This avoids
the first two shortcomings, but does nothing about the second
two. It is also a privacy/security nightmare since once such
logs exist, it will be very tempting for malicious parties3 to
target them for reasons that have nothing to do with preventing
harmful interference.

3Such as hackers or oppressive governments.



Because of these issues, we explore a different approach
in which the identity of a device is implicitly announced by
the pattern of use/interference itself. Because it is simpler
to analyze, we will focus here on the assumption that all
wireless nodes have access to a common sense of time and can
divide both time and frequency into slots of moderate length.4

The complete system consists of a set of frequency-specific
binary codes on users that govern their medium access to that
frequency band (See [21] for a perspective on why similar
codes can be useful from the perspective of ad-hoc MAC
protocols). This restriction is hard-coded into the device and
verified as such during the device certification process.5 In
addition, there might be a certified feedback path by which
nodes can be told to “cease and desist” their interfering
activities, but this is not studied here.

The focus here is entirely on being able to detect the
presence of harmful interference and to identify the culprits.
We adopt a “no harm no foul” philosophy towards interference.
If no primary receiver is disturbed, then there is no problem. In
Section II, codes are arranged so that the primary can rule out
“natural causes” (e.g. shadowing) for degraded performance
and decide that foul play must be at work. In this section, we
consider the tradeoff between the two kinds of errors (false
accusations and missed accusations), the overhead of silence
slots, and the time required to detect foul play.

Section III then deals with liability assignment using the
idea of superimposed codes. Bounds on fundamental tradeoffs
between the various system parameters are provided within
an even more idealized context wherein there is effectively no
noise (See Figs. 8 and 9). Finally conclusions are presented
in Section IV.

The main result of this paper is the quantification of the
fundamental tradeoffs between the various system parameters
showing that:

1) Supporting a larger number of potential6 users and
increasing robustness come at the expense of increased
time till conviction. (See Fig. 8)

2) A fundamental tradeoff exists between efficiency, in
terms of achievable utilization rates, and timeliness (See
Fig. 9). For example, with time-slots of four millisec-
onds, we can support more than two-hundred potential
cognitive users each having access to more than 80%
of the time-slots and still be able to resolve harmful

4For example, we assume that all systems are directly or indirectly
synchronized to GPS. The length of a slot is assumed to be long enough
that the propagation lag from any possible harmful interferer is much shorter
than the slot length. The frequency width of the slot is considered to be large
enough that the secondary user will not leak significantly out of its frequency
slot. The case of asynchronous secondary users remains open and techniques
lifted from feature-detection might prove useful in determining the tradeoffs
in that context.

5Of course, in addition cognitive radios are not supposed to transmit if they
will cause harmful interference to primary users. But the point of this whole
approach is that this restriction need not be completely verified during device
certification.

6It is critical to understand that for regulatory purposes, it is the number
of potential identities that is important rather than the number of actual users
operating in a particular environment. This is like the difference between how
many license plates are pressed vs how many cars are on a particular road.

interference to a guilty pair of users within two seconds!
This means that even if one user is malfunctioning, there
is still no incentive for another user to start cheating
since it will fear being identified and punished.

3) Allowing a very large number of distinct identities
for potential cognitive users becomes prohibitively ex-
pensive suggesting the need for a gradual punishment
mechanism wherein innocent bystander systems might
incur short periods of false conviction.

II. DETECTING HARMFUL INTERFERENCE

In this section we address the first part of the problem
that deals with the identification of the source of performance
degradation. For simplicity, we assume that the primary user
has a packetized system wherein each packet is shorter than a
time-slot for the code. The goal is to decide what is the cause
for the observed packet losses to avoid unsubstantiated false
accusations. This is because the primary’s QOS can degrade
due to a variety of “natural causes” in addition to the “foul
play” represented by harmful interference. For example: the
primary receiver is too far away to get a strong enough signal,
the primary receiver walked into a shadowed area, the primary
antenna became disconnected, etc.

The goal is for the primary user to be able to distinguish
between the uncertain background losses and the presence of
harmful secondary users. In this sense, the problem is the exact
inversion of the usual cognitive-radio perspective of secondary
users trying to detect the primary. As discussed in [13], this
can be hard and generally, there exist SNR Walls that prevent
the detection of weak users. The reason for hope comes from
[22] wherein it is shown that while microscale features of weak
signals can be blurred by environmental uncertainties, it is
possible to construct signals that have macroscale7 features and
thus impose no SNR Walls. Whereas designing the primary
signal is a dubious proposition, it is completely reasonable to
demand some features from the secondary transmissions.

Our idea is to introduce silence slots during which no
secondary transmission is allowed and compliance of this is
enforced at the device certification level. These silence periods
serve as “inverse canaries in a coal mine” and hence we refer to
them as canaries or canary slots. Whereas canaries would stop
singing in mines if the gas levels were too high, these inverse
canary slots serve as examples of clean channels where there
can be no interference. Intuitively, if the source of interference
is anything other than spectrum violators, then the observed
degradation should be time invariant. Hence, these silence
periods can be efficiently used for testing and discrimination.

Based on packet-drop data, the primary user must decide
among two competing hypothesis:
(a) Null Hypothesis (H0): The packet-drop data pattern
is attributable to environmental factors, such as fading and
attenuation losses commonly encountered in wireless systems;

7Roughly, microscale features are things like pilot tones and cyclostationary
features that are at the same scale of frequency-selective fading, coherence
times, and timing uncertainty. Macroscale features persist on a much bigger
scale and thus cannot be masked by the uncertainty.



Fig. 1. Canary slots introduced for identification. There are certain code
positions that always contain a zero for a particular frequency. Canary slots
serve as examples of clean channels where there is no interference. This allows
the primary to rule out “natural causes” for degraded performance and decide
that interference must be due to spectrum violation. Canary slots are different
in different bands. This allows systems to hop among different frequency
bands to maintain stable links.

(b) Significant Hypothesis (H1): The packet-drop pattern
suggests existence of secondary violators.

To formalize this approach, we let γ denote the fraction of
canary slots as shown in Fig. 1. We also define the Time-
to-Identification T , as the total number of slots required to
achieve a target detection criteria.

Let Xt and Yt be i.i.d. Bernoulli random variables with
unknown parameters θ0 and θ1 representing the packet-drop
probabilities during canary and non-canary slots, respectively.
In other words:

X1,X2, . . . , XγT ∼ B(θ0)
Y1, Y2, . . . , Y(1−γ)T ∼ B(θ1). (1)

Then the hypothesis testing problem reduces to:

H0 : θ0 = θ1 H1 : θ0 �= θ1, θ0 < θ1

which is a classical problem known in the statistics literature
as a test for the equality of two proportions [23]. For target
missed-detection and false-alarm probabilities PM ≤ ε and
PF ≤ δ, respectively, it is not hard to show for sufficiently
large sample sizes, when suitable Gaussian approximations are
valid (see Appendix A for details), that:

T ≈

[√
θ̄(1 − θ̄)(1 + 1

κ )zδ +
√

θ1(1 − θ1) + θ0(1−θ0)
κ zε

]2
(1 − γ)Δ2

(2)
where κ = γ

1−γ is the ratio between the total number of canary
and non-canary slots, θ̄ = θ1+κθ0

1+κ and zw = Φ−1(1 − w),
with Φ−1(.) denoting the inverse CDF of a normal Gaussian
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Fig. 2. Utilization versus Δ = θ1 − θ0 at PM = 10%, PF = 20% and
T = 450 slots

distribution. Δ = θ1−θ0 is the difference between the packet-
drop probabilities during canary and regular slots.

Since secondary users can only transmit during non-canary
slots, it is natural to define utilization as the fraction of non-
canary slots, i.e. 1 − γ (See [24] for another context of
code construction in which maintaining a high utilization is
important). Fig. 2 plots utilization as function of the hypothesis
separation Δ. It is shown that whenever packet-drop probabil-
ities are sufficiently distinct, only a small fraction of canary
slots is needed and high utilization rates are thus achievable.
Fig. 3 shows the required time till identification versus the
fraction of canary slots γ at missed-detection PM = 10%
and false-alarm PF = 20%. The true unknown parameters are
θ0 = 0.4 and θ1 = 0.6. Again this demonstrates that high
utilization rates are achievable if we are willing to wait long
enough. Figure 4 shows the missed-detection probability PM

versus the fraction of canary slots γ for different values of Δ.
In this setup, the time till identification is 150 time-slots and
the target probability of false alarm is PF = 20%.

For convenience, the plots were made using these relatively
high values for the probabilities of error. However it is easy to
see how these same formulas can also give bounds for much
stricter performance requirements. However, large-deviations
theory tells us that very low probabilities of error will come
at the cost of either a moderate increase in the time till
identification or a dramatic reduction in the utilization factor.

If there is only one system then there is a fear of being
caught. However when there are many coexisting systems
there is an incentive to cheat and hide in the crowd. Hence
there is a need for identifiability of culprits which we address
in the next section.
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III. BLAME ASSIGNMENT

So far, we devised a hierarchical coding architecture with
periods of silence that allows foul play detection. If the cause
of interference is identified as harmful interference, then it
remains to identify the guilty parties. The most important
quantity of interest is how long does it take to identify the
guilty parties. We define this as the time to conviction Tc. The
second important aspect is how powerful the code is in terms
of how many cognitive systems it supports and how large the
size of the guilty set could be. In this section, we identify
fundamental tradeoffs between the various system parameters.
We also show how superimposed codes could be used for
culprits identification.

Every cognitive user is assigned a different binary codeword
that defines its allowable transmission slots and this code is
known to the enforcement system.8 The goal is to identify
the guilty parties by matching the interference pattern to the
known collection of codewords. Here, we consider the best-
case scenario where it is assumed that the background level
of noise is zero and that all the interfering transmissions
are therefore detected. Furthermore no gaming or adversarial
transmission protocol is attempted by the secondary users. In
other words:
1) A culprit transmits whenever he is allowed to transmit,
i.e. the transmission times of the guilty parties coincide with
the instants when the code of any of its users is equal to 1.
An example is shown in Fig. 6 where packets are dropped

8It is clear that this code could be constructed in a hierarchical manner
by ANDing together various codes. Common to all systems, we have the
canary and non-canary code for this frequency. Beyond that, there might
be different codes corresponding to different operators, device-manufacturers,
and individual devices themselves.
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whenever user 2 transmits.
2) The packet-drop process is deterministic in the following
sense:

• Whenever there is an illegal transmission, a primary
packet is dropped.

• During periods of no interference, packets are received
with probability 1 (negligible wireless losses).

One obvious choice would be to allow for exactly one user
to transmit at each time-slot (TDMA) as shown in Fig. 5.a.
This way, packet drops in specific slots could be exclusively
assigned to illegal transmission from the corresponding user.
However, the major drawback of such a scheme is reduced
utilization since each user would be only allowed to transmit
for 1/N fraction of the time. This amounts to a large overhead
in terms of time during which individual cognitive radios are
denied access to an otherwise free band. Alternatively, one
could design a code that permits higher utilization rates while
still being able to catch spectrum violators. After all, there is
no guarantee that all cognitive users are actually active in this
geographic area and so it is important to allow any individual
cognitive user to a priori be able to use as much of a band as
possible.

As an example, see Fig. 5.b where the code design achieves
an average per-user utilization rate of 35.71% while being
able to identify up to any 2 users out of a total of 6 users.
In each case we show the codebook (rows representing the
codewords for each user) and their open transmission slots.
The example also highlights a tradeoff between utilization
and the code strength, i.e. how many culprits are uniquely
identifiable. Note that there are two kinds of overhead that are
causing utilization to be less than full. First, as pointed out
in the previous section, are the inverse-canary slots which are



Fig. 5. TDMA versus coded transmission. Using the coding idea higher
utilization rates are achievable. In the given example with N = 6 users the
average per-user utilization with TDMA is 16.67% in contrast to 35.71% with
coded transmission. In each case, we show the code structure (left) (identity
matrix in case of TDMA) and the open transmission slots for the different
users (right).

Fig. 6. Codes and interference pattern. The i-th user is only allowed
transmission during periods where its code ci = 1. This restriction is hard-
coded into the device. The interference pattern can then be used to identify
the culprits as it has the signature of the culprit set.

common to all users. Second are the silence periods that are
different among different users. This section focuses on the
second aspect of utilization.

A. Basics and the connection to superimposed codes

In what follows we identify fundamental tradeoffs between
the necessary time to conviction, the size of the culprits’ set
and the per-user potential utilization. First, we introduce the
model and define our notation:

• N : number of cognitive systems.
• G: the unknown set of culprits (guilty parties) of size K.
• gi: binary indicator function for the i-th user. gi = 1 if

i-th user is an actual culprit, i.e. i ∈ G.
• y(t): primary packet-drop observation at time t, y(t) ∈

{0, 1} where 1 is a drop.
• ci: binary code of the i-th system. (a column vector)

Assume that the primary system makes its accusation after
observing y for Tc time-slots (time to conviction). Given
these assumptions the problem simplifies to a solution of the
following set of simultaneous Boolean equations:

y(t) =
N∨

i=1

(gi ∧ ci(t)), t = 1, . . . Tc (3)

where ∨ denotes the (OR) operation and ∧ the (AND) opera-
tion. The above equation simply states that a packet is dropped
if any user from the culprits set is allowed to transmit (i.e. its
code=1). Defining y as the observation vector of length Tc,
Eq. (3) can be also rewritten as the Boolean sum of the codes
of the guilty users:

y =
∨
i∈G

ci. (4)

If we do not care about computational complexity in this
simple deterministic framework, there is a simple “guilty
until proven innocent” algorithm to detect a set of spectrum
violators by simply looking at the times of “no interference”
and comparing them to the codes. Any user with a 1 in such
slots is deemed innocent since no interference was detected
there. All others are convicted as guilty.

The key questions are: 1) what is the minimum time to
conviction Tc to uniquely identify the set G; 2) How to design
efficient codes to identify the guilty users without sacrificing
secondary utilization? Is random coding sufficient?
Before we get to answer the aforementioned questions, we
show how the classical concept of superimposed codes is
relevant to our identification problem.

Definition 3.1: Superimposed codes:
An M × t matrix X is called a superimposed (s, t, L)-code
of length M if the Boolean sum of any ≤ s-subset of its
columns can cover9 not more than L− 1 columns that are not
components of the given Boolean sum [25].

In the case where L = 1, i.e. (s, t, 1) codes, the Boolean
sum of up to s different codewords covers no codeword other
than those used to form the Boolean sum. This class of codes
is also known as Zero-False-Drop of order s (ZFDs) in [26].

Superimposed codes have been used in numerous applica-
tions such as file retrieval, multiple access communication,
screening [27], [28], [29] and here we show that they could
be used for the culprits identification problem.

Theorem 3.1: If the matrix of codewords C = [ci], i =
1 . . . N , of size Tc × N is a ZFDK code then it guarantees
unique identification of any culprits set G of size less than or
equal to K if packets are dropped according to the determin-
istic model in Eq. (3).

Proof: See Appendix B.
In fact, a less constrained class of codes known as ˜(s, t)-codes
is both necessary and sufficient for unique identification of the
guilty set as their properties provide necessary and sufficient
conditions to be uniquely decipherable [25]. These codes are
defined as codes where the Boolean sums composed of s
different columns are different.

9We say that a column x is covered by a column y iff x ∨ y = y.



The use of superimposed codes provides a significant
improvement in utilization in comparison to TDMA. The
maximum cardinality K of the guilty set G, represents the
code strength which can be a design parameter for the system.
If |G| > K, i.e. more than K users are violating the spectrum
regulation, unique identification might not be possible and a
fraction of innocent users (those whose codes are covered by
the actual measurement vector) have to be sanctioned along
with the guilty parties. In the following, we provide both
upper and lower bounds (as function of N and K) on the
time-till-conviction Tc, under various conditions, for unique
identification of the set G.

B. Necessary conditions on time to conviction Tc (Lower
bounds)

To guarantee that any set G of size at most K is uniquely
identifiable, an obvious lower bound on Tc can be written as:

Tc ≥ log

(
1 +

K∑
i=1

(
N

i

))
. (5)

Proof: This follows from the fact that the total number
of different vectors obtained from the superposition of i
vectors, i = 1 . . . K, cannot exceed the number of nonzero
Tc-digit binary numbers. Otherwise, unique decipherability is
impossible.
Thus, asymptotically when N is large and K is constant,

Tc ≥ K log (N(1 + o(1))) . (6)

Note that this could also be used to provide an upper bound
on the total number of allowable cognitive systems N subject
to conviction-time constraints.

If the code matrix C is chosen to be a ZFDK code
then other lower bounds on Tc could be also obtained from
well-known bounds on minimum lengths of such codes [25].
Among these bounds [25]:

Tc ≥ min{ (K + 1)(K + 2)
2

;N} if C ∈ ZFDK . (7)

This means that if it is required to uniquely detect K ≥ √
2N

then one cannot beat the TDMA scheme in terms of shortest
time to conviction (but at the expense of low utilization 1

N ).
Also using results from [25],

Tc ≥ β(K) log(N(1 + o(1)) as N → ∞, K const. (8)

where β(K) ≥ K2

2 log(e(K+1)/2) for K ≥ 2 and

β(K) = K2

2 log K (1 + o(1)) if K → ∞.

As argued before, (s̃, t) codes (also known as UD codes)
are less restrictive than ZFD codes and provide necessary and
sufficient conditions on unique detection and hence a lower
bound on their length could serve as a lower bound on Tc.
Using proposition 5 in [25] one can show that:

Tc(ZFDK;N ) ≥ Tc(UDK;N ) ≥ Tc(ZFD�K−1/2�;�N/2�).

Hence a lower bound on Tc of any code could be obtained
by replacing the factor multiplied by the log in Eq. (8) by
β(
K−1

2 �), i.e.

Tc ≥ K2

8 log K
log(N(1 + o(1))) if N → ∞, K const. (9)

It is worth mentioning that all the bounds above provide
constraints on the minimum required Tc as a function of K
and N even without utilization being considered. However,
high utilization is important and so next we derive another
information-theoretic lower bound on Tc that incorporates
utilization. We consider the case where the Tc×N code matrix
C has the same number of ones (�) per row. In other words,
the code is designed such that � users are allowed to transmit
whenever the primary is absent. The average per-user potential
utilization p is thus �

N .
Theorem 3.2: If the code matrix C has the same number �

of ones per row, then a lower bound on the time to conviction
Tc for a culprit set of size K is given by:

Tc ≥ log
(
N
K

)
H(η)

(10)

where H(·) is the binary entropy function and η = (N−K
Np )

( N
Np)

=

(N(1−p)
K )

(N
K) .

Proof: See Appendix C.
When N is large, η ≈ (1 − p)K . The bound thus has an

intuitive explanation as the number of bits to be identified
divided by the entropy assuming that K users are cheating
at random. It is possible to prove a similar bound using
other information-theoretic techniques as well. These allow
a generalization to the case of noisy observations [30].

C. Sufficient conditions for time to conviction (Upper bounds)

In this section we prove sufficient conditions, i.e. achievable
bounds, on the time to conviction of the culprits set. Since
this is a very simplified model, these sufficient conditions are
less informative, but it is important to see that such codes can
actually exist. We consider random coding for code generation
i.e., we assume that C is a randomly generated code according
to a Bernoulli distribution with parameter p, where p denotes
the average per-user potential utilization.

1) Connection to bipartite graph covering: Under the sim-
plified assumptions mentioned earlier, it is interesting to see
that our problem can be formulated as a problem of finding
a minimum cardinality discriminating code10 over a bipartite
graph. In Fig. 7, a set of nodes U represents time instants and
the other set of nodes V represents the available cognitive

10In order to match the literature we would like to point out that here the
word code is used in a completely different sense where it basically refers to
a subset of nodes. To avoid confusion we use the italic word code to make
the distinction.



Fig. 7. A bipartite graph to model time instants during which different users
are allowed transmission. Graphical approaches could then be used to find a
set of nodes providing unique coverage of any set of size K.

systems. An edge between nodes t and i means that the i-
th system is allowed to transmit at the t-th time-slot, i.e.
ci(t) = 1. Let’s assume that the code is designed in such a
way that it detects any culprit set of size at most K. Each node
in U runs a test whose outcome is 1 or 0, where 1 designates
a packet drop. Then the question is equivalent to a vertex-
covering problem, where the goal is to find the minimal set
U (of size Tc) to uniquely cover subsets of vertices of V of
size at most K. This is a function of the node degree which
represents (how many users per slot) and (how often is a user
allowed to transmit) from U and V perspective, respectively.

Note that for the simple case where K = 1 this becomes
a problem of searching for an identifying code [31] over
a bipartite graph. In this case, for the graph to possess a
discriminating code (codewords belong to the set U ) to be
able to distinguish the different individuals (of set V ) then a
necessary and sufficient condition is that the graph is twin free
[32].

If the goal is to identify any culprit set of size at most
K then the problem reduces to finding a K-identifying code
over a bipartite random graph where edges are added to the
graph with probability p. Finding the minimal K-ID code
corresponds to the minimum time to conviction Tc. Before
defining a K-ID identifying code we first introduce some
notation. Let G(A

⋃
I, p) denote a bipartite graph with 2

separate sets of vertices A and I and random edge placement
with probability p. Let N(x) denote the neighborhood of any
vertex x ∈ I . Obviously, N(x) ⊆ A since the graph is
bipartite. The goal is to find a minimal code D, where in our
case D = A, such that it uniquely identifies any set X ⊆ I ,
where |X| ≤ K. Denote the set that contains all such sets by
SK . By unique identification we mean the following:

1) For any X and Y ∈ I
⋂SK , I(X,D) �= I(Y,D) where

I(X,D) =
⋃

x∈X N(x)
⋂

D =
⋃

x∈X N(x).
2) If X �= ∅, then I(X,D) is nonempty.
In [33] it was shown that for random graphs a code is

K-ID iff the above conditions are satisfied. We use this result
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Fig. 8. Sufficient and Necessary conditions for time to conviction with
α = K

N
= 0.2 constant plotted versus total number of potential cognitive

systems N . A fundamental tradeoff showing that supporting a larger number
of potential users and increasing robustness come at the expense of increased
time till conviction requirements.

to prove a sufficient condition on the time to conviction Tc.
Before that we derive a lemma about the probability that a
code D of size |D| is not a K-ID code.

Lemma 3.3: Given bipartite graphs G(A
⋃

I, p) with |I| =
N and edge placement probability p, then the probability
Pr(D not a code) that a code D = A of size |D| is not a K-
ID code is upper bounded by N2K(1−min{p, 2p(1−p)}(1−
p)K−1)|D|.

Proof: See Appendix D for a proof from first principles.
In [25] the authors provide an upper bound on the probability
that a randomly generated code does not happen to be a proper
superimposed code. This is equivalent to this lemma.
The lemma immediately implies the following theorem:

Theorem 3.4: Let 0 < p < 1 be a constant. Then for unique
identification of K culprits out of N secondary systems using
a random Bernoulli(p) generated code, a time to conviction
Tc = Ω

(
2K log N
log(1/qK)

)
, where qK = (1−min{p, 2p(1−p)}(1−

p)K−1), is achievable.
This is easy to show since for the given cardinality the

probability that the corresponding set is not discriminating is
less than 1 (Lemma 3.3). Since the problem is deterministic,
there must exist a good code if the probability of a bad code
is less than 1. Notice that 1/ log(1/qK) = O(2K), thus the
minimum time to conviction (minimum cardinality of the K-
ID code) is O(K2K log N).

For illustration purposes Fig. 8 depicts the matching of the
lower and upper bounds derived in Thm. 3.2 and Thm. 3.4,
respectively.

It follows from Thm 3.1 that random coding bounds on the
length of ZFDK codes also provide achievable bounds on Tc.
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More specifically for per-user utilization p:

Tc(K,N) ≤ K + 1
log(1/qK)

log N +
log K!
log qK

(11)

where qK = 1− p(1− p)K . The minimum time to conviction
Tc is thus achievable at utilization p = 1

K+1 (better than the
TDMA utilization of 1/N ).

Hence,

Tc ≤ K + 1
log(1/qK)

log(N(1 + o(1))) as N → ∞, K const.

(12)
and as K → ∞,

Tc ≤ e

log e
K2(1 + o(1)) log(N(1 + o(1))). (13)

2) Kautz-Singleton constant-weight codes: Existing codes
like Kautz-Singleton [26] are a good example of constructed
superimposed codes. As they have this property of a fixed
number of ones (w) for each codeword, they could provide
a fixed per-user utilization w

Tc
≤ 1

K + 1
N . Also those codes

are guaranteed to be ZFDK ∀K ≤ 
w−1
λ � where λ is the

maximum correlation of any pair of codewords. Again bounds
on the length of such codes translate to bounds on the time to
conviction Tc.

D. Tradeoffs at a glance

Ideally, one would like to see high utilization (hence effi-
ciency p), robustness (large K hence catch-ability), small Tc

for timeliness (system responsiveness) and the ability of the
system to support a large number of users N . However, a key
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Fig. 10. Time till conviction Tc versus total number of systems N , with
K = 6. The figure shows a scaling behavior of the time to conviction as N
is scaled and K held constant. Supporting a large number of users becomes
prohibitively expensive.

message of this paper is the identification of tradeoffs between
the various system parameters p, K, Tc and N .

Fig. 9 shows a fundamental tradeoff between secondary
utilization p and the time to conviction Tc when K and N
are held constant. It is shown that high values of utilization
(e.g. 90% of the slots being available to any given user)
are achievable at the expense of longer time till conviction.
Intuitively, one could think of a scenario where more slots
are added during which all users are allowed to transmit. This
leads to an increased utilization but effectively these slots will
not help with the conviction process.

As pointed out earlier, increasing N and K simultaneously
(α = K

N fixed) would also lead to an increased Tc (See Fig. 8).
However, allowing N to scale, while holding a fixed high
utilization p, is only moderately expensive as demonstrated in
Fig. 10 as long as K stays moderately small.

IV. CONCLUSIONS AND DISCUSSION

In this paper we considered spectrum enforcement in
cognitive-radio systems. We developed a hierarchical coding
architecture with enforced silences that allows a primary user
to both identify the source of interference and assign the blame
to the guilty set of cognitive radios if harmful interference
turns out to be due to spectrum violation. This architecture
only uses a minimal set of rules by certifying each cognitive
user with a particular code which is published before/as
the user joins the network. The goal is to understand what
fraction of potential spectrum use must be given up to support
enforceability in the form of being able to find violators.



It was shown that given a willingness to wait long enough,
a high potential secondary utilization can be achieved since
even a small proportion of silence slots would be sufficient
to discern whether the source of interference was secondary
users. Then it was shown that the identities of the specific vio-
lators could be identified within detection-time constraints and
necessary conditions were provided that must hold even un-
der idealized conditions. We identified fundamental tradeoffs
between the various system parameters: secondary utilization,
time to conviction, the size of the culprits set and the total
number of cognitive systems. For an idealized deterministic
model, it was shown that superimposed codes play a major
role for unique identification of guilty parties. In future work
we consider stochastic models for packet drops and users’
transmissions. For further details we refer the reader to [30].

This is only the beginning of this line of investigation, but
it is an important first step. The results here show it might
not be possible to achieve everything we want simultaneously.
This suggests that the usage of a gradual punishment hier-
archical scheme might be necessary to satisfy primary QOS
concerns. In such a scheme, technical conviction might start
with automatic short time-scale technical penalties — allowing
a higher false conviction rate — and then extend to legal
sanctions11 when a node is proven to be malfunctioning over
longer durations. By allowing false alarms, this will in turn
decrease the effective number of users over the short term
epochs. Users who are not guilty will prove innocent and
would only incur short-term false penalties. However, it should
still be possible to satisfy a high legal standard of conviction
for long-term violators.
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APPENDIX

Appendix A: Extra details for Section II

For a sufficiently large sample size, in particular for
γTθ0(1 − θ0) ≥ 5 and (1 − γ)Tθ1(1 − θ1) ≥ 5 the
sample proportions are closely approximated by Gaussian
distributions [34]. We then obtain a Gaussian approximation
for the difference, Δ, between the two sample populations:

Δ̂ = θ̂1 − θ̂0 ∼ N

(
θ1 − θ0,

θ1(1 − θ1)
(1 − γ)T

+
θ2(1 − θ2)

γT

)
.

(A.1)

11Injunctions and lawsuits

Conditioning on H0, i.e. when θ1 = θ0 = θ:

p(Δ̂|H0) ≈ N

(
0, θ(1 − θ)

(
1

γT
+

1
(1 − γ)T

))
. (A.2)

However, since θ is unknown we plug-in its maximum-
likelihood(ML) estimate under the H0. The ML estimate is
given by:

θ̂ =

∑γT
i=1 Xi +

∑(1−γ)T
j=1 Yi

T
(A.3)

where Xi and Yi are Bernoulli random variables representing
packet drops during canary and non canary slots, respectively.
This results in the following normalized test statistic under
H0, i.e.

Δ̂√
θ̂(1 − θ̂)

(
1

γT + 1
(1−γ)T

) . (A.4)

Standard computations following [34] lead to Eq. (2) and the
results in Section II.

Appendix B: Proof of Theorem 3.1

Define S� to be the set of all possible observation vectors if the
size of the culprits set is exactly �, i.e. S� = {y : |G| = �}.
This is equivalent to the Boolean sum of exactly � distinct
vectors from the superimposed code matrix. From the coverage
property of superimposed codes one can show that:

Si ∩ Sk = φ ∀ i, k : 1 ≤ i ≤ k ≤ K + 1. (B.1)

Hence, it must be that the sequence of sets Sk, k = 1 . . . K+1
are disjoint. It is also true that Sk, k = 1 . . . K have exactly(
N
k

)
different codewords. This can be argued by considering

a situation where the set SK has a duplicate codeword. Then
there exist two sets of vectors x1, . . . xK and y1, . . . yK such
that their Boolean sum is the same. but then one could
form a codeword from the Boolean sum of K + 1 vectors
yi&(x1 . . . xK) (and hence ∈ SK+1) which is equal to a
codeword in SK (Contradiction). Given disjointness between
sets of size less than or equal to K and differentiability within
the set it is clear that these codes could be used for unique
identification of the culprits set as long as |G| ≤ K. In other
words, if the used code C is ZFDK then the packet-drop
function in Eq. 3 is a bijection function whose domain is all the
possible choices for the guilty set G (

(
N
k

)
, k = 1, . . . , K) and

with range represented by the extended sum sets S1, . . . , SK .

Appendix C: Proof of Theorem 3.2

For exact recovery of the vector g = {gi}N
i=1 the probability of

error, defined as Pe = Pr[ ˆg(y) �= g], must be zero12 for all sets
G of size K or equivalently for all vectors of indices g which
are K-sparse. To account for the worst case, the probability of

12This is a consequence of our simplistic deterministic model of interference
in which it is meaningless to accept anything less. For more stochastic models
of interference, Fano’s inequality must be invoked.



error must then be zero for all possible probability distributions
πg of the vector g, i.e.,

max
πg

∑
g

πg Pr[ ˆg(y) �= g] = 0. (C.1)

In the following we derive a necessary condition on the
time to conviction Tc when g is uniformly distributed over
K-sparse vectors. This is consequently a necessary condition
for the maximizing distribution in Eq. (C.1) as well. For any
fixed C (with � ones per row) the following holds if g is
uniformly distributed:

H(g) = log
(

N

K

)
(a)
= H(g|C) − H(g|y, C)
= I(g;y|C)

= H(y|C) − H(y|g, C)
(b)
= H(y|C). (C.2)

(a) follows from the fact that the code generation is indepen-
dent of g. Moreover, the requirement of exact recovery of g
given the observation vector y and the code matrix C implies
that H(g|y, C) = 0.
(b) Since H(y|g, C) = 0 by the determinism of this simplified
interference model.

Now we compute the quantity H(y|C) for any given choice
of the code C with exactly � ones per row:

H(y|C) = H(y1, . . . , yTc
|C)

(1)

≤
Tc∑
i=1

H(yi|C)

(2)
=

Tc∑
i=1

H(yi|ci)

(3)
=TcH(y1|c1)
=Tc[−p(y1=0|c1) log p(y1=0|c1)−p(y1=1|c1) log p(y1=1|c1)]
=Tc[−Pr(c1g=0) log Pr(c1g=0) − Pr(c1g>0) log Pr(c1g>0)]

=Tc

[
−
(
N−�

K

)(
N
K

) log

(
N−�

K

)(
N
K

) −
(
1 −

(
N−�

K

)(
N
K

) ) log

(
1 −

(
N−�

K

)(
N
K

) )]
(C.3)

where ci is the i-th row of the code matrix C.
(1) is obtained by the independence bound of entropy
(2) follows from the fact that yi depends on C only through
the corresponding row ci since yi = u(cig), where u(.) is the
unit step function.
(3) The probability mass function of yi, i = 1, . . . , Tc

conditioned on ci is independent of i since g is uniformly
distributed and ci has exactly � ones ∀i.13

13Note that H(yi|ci) only depends on the conditional probability
function p(yi|ci) since ci is fixed not random, namely H(yi|ci) =
−∑yi

p(yi|ci) log p(yi|ci).

The final line comes from a simple calculation of the
number of ways that a 0 can occur out of the total number
of possibilities. From the equations above it is clear that the
total time to conviction is lower-bounded by:

Tc ≥ log
(
N
K

)
− (N−�

K )
(N

K) log (N−�
K )

(N
K) −

(
1 − (N−�

K )
(N

K)

)
log
(

1 − (N−�
K )

(N
K)

)
=

log
(
N
K

)
H(η)

.=
NH(α)
2−Nξ

= N · 2NξH(α) (C.4)

where α = K
N and η = (N−K

� )
(N

� )
= (N−�

K )
(N

K) and ξ = H( �
N ) −

(1−α)H( �
N(1−α) ). This is a necessary condition on the time

to conviction for any code matrix C with � non zero entries
per row since it has to hold for the uniform distribution and
consequently for the maximizing distribution in Eq. (C.1).

Appendix D: Proof of Lemma 3.3

The proof follows closely the proof in [33] but in this case
for bipartite graphs.

Pr(D is not a code) ≤
∑

X,Y ∈I
⋂M

Pr[N(X) = N(Y )]

≤
∑
X,Y

∏
z∈A

Pr[{z ∈ N(X)
⋂

N(Y )}
⋃

{z /∈ N(X)
⋃

N(Y )}]

(D.1)

WLOG |X| ≤ |Y |. Since we need only consider maximal
pairs in M we only need to look at the following two cases:
Case 1: X ⊂ Y . Then |X| = K − 1, |Y | = K and obviously
N(X)

⋂
N(Y ) = N(X

⋂
Y ) = N(X). In this case:

Pr[{z ∈ N(X)
⋂

N(Y )}
⋃

{z /∈ N(X)
⋃

N(Y )}/X ⊂ Y,

X&Y ∈ M] = 1 − (1 − p)K−1 + (1 − p)K = 1 − p(1 − p)K−1.
(D.2)

Case 2: X is not a subset Y . Then |X| = |Y | = K. In
this case the upper bound is maximized if the intersection of
the sets is maximal, i.e. X ∩ Y = K − 1. Thus to satisfy
N(X) = N(Y ), it must be that any z ∈ A is whether in
N(X ∩ Y ), or otherwise in N(X\Y ) as well as N(Y \X) or
not in N(X ∪ Y ). The probability of this happening is:

Pr[{z∈N(X)
⋂

N(Y )}
⋃

{z /∈N(X)
⋃

N(Y )}/|X|=|Y |=K]

≤ 1 − (1 − p)K−1 + (1 − p)K+1 + (1 − p)K−1(1 − (1 − p))2

= 1 − 2p(1 − p)K . (D.3)

Thus replacing in Eq. (D.1) we get the upper bound:

Pr(D is not a code)

≤ N2K(max{1 − 2p(1 − p)K , 1 − p(1 − p)K−1})|D|

= N2K(1 − min{p, 2p(1 − p)}(1 − p)K−1)|D|. (D.4)
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