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INTRODUCTION

Video traffic has been and will be increasingly
prevalent in the Internet. Some video content
providers (CPs, e.g., YouTube and Hulu) have
even begun to provide high-definition video
streaming services. As the bit rate of multimedia
traffic increases, the TCP/IP architecture may
reveal its inefficiency in delivering time-sensitive
multimedia traffic.

Another important multimedia application is
multicasting/broadcasting over IP networks (e.g.,
IPTV). However, the endpoint-based Internet is
not suitable for multicast/broadcast due to issues
including multicast address assignment and com-
plex group management. Such ineptness leads to
limited deployment and complicated multicast
frameworks.

At present, many voluminous contents (most
of which are multimedia [1]) are delivered to
numerous users by peer-to-peer (P2P) systems
such as BitTorrent. In BitTorrent, for each con-
tent file there is a tracker, which informs a new
peer of other peers. A peer exchanges missing
parts (called chunks) of the content file with
other peers. However, from a networking per-
spective, the delivery performance of BitTorrent
is inefficient since a peer can download chunks
only from a small subset of peers who may be
distantly located. In general, P2P systems have
limited information on peers downloading the

same content and the network topology among
them (e.g. proximity).

In these “content-oriented” applications/ser-
vices, an end user cares not about hosts, but
about contents. However, the current Internet
relies on the host-to-host communication model.
This mismatch leads to application/service-spe-
cific solutions, which may be costly and/or ineffi-
cient. Two representative examples are:
• Web caches and content delivery networks

(CDNs) transparently redirect web clients
to a nearby copy of the content file.

• P2P systems enable users to search and
retrieve the content file.
To address the above mismatch, there have

been studies on content-oriented networking
(CON)1 (e.g. [2–4]). They strive to redesign the
current Internet architecture to accommodate
content-oriented applications and services effi-
ciently and scalably. The essence of CON lies in
decoupling contents from hosts (or their loca-
tions) not at the application level, but at the net-
work level. Note that these proposals also solve
or mitigate other Internet problems such as
mobility and security.

We argue that the new CON paradigm will:
• Free application/service developers from re-

inventing application-specific delivery
mechanisms

• Provide scalable and efficient delivery of
requested contents (e.g., by supporting mul-
ticast/broadcast/anycast naturally)

In this article, we classify the prior studies on
CON, discuss their technical issues, and identify
further research topics. After demonstrating the
performance of CON proposals, we conclude
this article.

CONTENT-ORIENTED NETWORKING

A CON architecture can be characterized by
four main building blocks:
• How to name the contents
• How to locate the contents (routing)
• How to deliver/disseminate the contents
• How to cache the contents “in” the network
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There are relatively many studies on the first
two components, to be classified in this section.
The last two topics need more investigation
under CON environments, which will be dis-
cussed later. Before presenting the taxonomy, let
us discuss common characteristics in CON pro-
posals [2–4].

A CON has three characteristics distinct from
IP networking. First, a CON node2 performs
routing by content names, not by (host) locators.
This means two radical changes:
• Identifying hosts is replaced by identifying

contents.
• The location of a content file is indepen-

dent of its name.
An IP address has both the identifier and

locator roles; hence, IP networking has problems
like mobility. By splitting these roles, CON has
location independence in content naming and
routing, and is free from mobility and multihom-
ing problems.

Second, the publish/subscribe paradigm is the
main communication model in CON: a content
source announces (or publishes) a content file,
while a user requests (or subscribes to) the con-
tent file. In IP networking, a user should know
which source holds the content file of interest
(spatial coupling), and the two hosts should be
associated throughout the delivery (temporal
coupling) [5]. However, with the publish/sub-
scribe paradigm, we can decouple the content
generation and consumption in time and space,
so contents are delivered efficiently and scalably
(e.g., multicast/anycast).

Third, the authenticity of contents can easily
be verified by leveraging public key cryptogra-
phy. In IP networking, a host address seen by a
user is irrelevant to its content name, which
results in phishing and pharming attacks. For
content authentication in CON, either a self-cer-
tifying content name [2, 4] or a signature in a
packet [3] is used. We skip the security-related
explanations here; see [2, 3] for details.

CONTENT NAMING
We classify naming schemes in CON into three
categories: hierarchical, flat, and attribute-based.

Hierarchical Naming — CCN [3] and TRIAD
[6] introduce a hierarchical structure to name a
content file. Even though it is not mandatory, a
content file is often named by an identifier3 like
a web URL (e.g. /www.acme.com/main/logo.jpg),
where / is the delimiter between components of
a name. Thus the naming mechanism in the pro-
posals can be compatible with the current URL-
based applications/services, which may imply a
lower deployment hurdle. Its hierarchical nature
can help mitigate the routing scalability issue
since routing entries for contents might be aggre-
gated. For instance, if all the contents whose
names start with www.acme.com are stored in a
single host, we need a single routing entry (to
the host) for these contents. However, as con-
tent files are replicated at multiple places, the
degree of aggregation decreases. For instance, if
popular contents are increasingly cached by in-
network caching, the corresponding routing
entries that have been aggregated should be split
accordingly. Note that components in a hierar-

chical name (e.g., www.acme.com and logo.jpg)
have semantics, which prohibits persistent nam-
ing. Persistence refers to a property that once a
content name is given, people would like to
access the content file with the name as long as
possible. For example, if the ownership of a con-
tent file is changed, its name becomes mislead-
ing with the above naming.

Flat Naming — To avoid the above shortcom-
ings, DONA [2] and PSIRP [4] employ flat and
self-certifying names by defining a content iden-
tifier4 as a cryptographic hash of a public key.
Due to its flatness (i.e., a name is a random
looking series of bits with no semantics), persis-
tence and uniqueness are achieved. However,
flat naming aggravates the routing scalability
problem due to no possibility of aggregation. As
flat names are not human-readable, an addition-
al “resolution” between (application-level)
human-readable names and content names may
be needed.

Attribute-Based Naming — CBCB [7] identi-
fies contents with a set of attribute-value pairs
(AVPs). Since a user specifies her interests with
a conjunction and disjunction of AVPs, a CON
node can locate eligible contents by comparing
the interest with advertised AVPs from content
sources. It can facilitate in-network searching
(and routing), which is performed by external
searching engines in the current Internet. How-
ever, it has drawbacks such as:
• An AVP may not be unique or well defined.
• The semantics of AVPs may be ambiguous.
• The number of possible AVPs can be huge.

NAME-BASED ROUTING
CON should be able to locate a content file
based on its name, which is called name-based
routing. The prior studies can be classified
depending on whether there is a systematic
structure in maintaining routing tables of CON
nodes.

Unstructured Routing — Like IP routing, this
approach assumes no structure to maintain rout-
ing tables; hence, the routing advertisement (for
contents) is mainly performed based on flooding.
CCN suggests inheriting IP routing, and thus has
IP compatibility to a certain degree. Therefore,
CCN might be deployed incrementally with cur-
rent IP networking. CCN just replaces network
prefixes (in IP routing) with content identifiers,
so the modification of IP routing protocols and
systems may not be significant. Just as network
prefixes are aggregatable in IP routing, so are
hierarchical content identifiers in CCN routing.
However, as a content file is increasingly repli-
cated or moved, the level of aggregation dimin-
ishes. Moreover, the control traffic overhead
(i.e., the volume of announcement messages
whenever a content file is created, replicated, or
deleted) would be huge.

Structured Routing — Two structures have
been proposed: a tree and a distributed hash
table (DHT). DONA is the most representative
tree-based routing scheme. Routers in DONA
form a hierarchical tree, and each router main-

2 A CON node refers to a
node that performs CON
functionalities like content
routing and caching, while
a node may indicate an
IP router as well as a
CON node.

3 In this article, a name
and an identifier are used
interchangeably.

4 They also add a label
(which has semantics)
into a content identifier;
however, the label can be
interpreted only by end-
points (i.e. publishers and
subscribers), not by in-
network nodes.
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tains the routing information of all the contents
published in its descendant routers. Thus, when-
ever a content file is newly published, replicated,
or removed, the announcement will be propagat-
ed up along the tree until it encounters a router
with the corresponding routing entry. This
approach imposes an increasing routing burden
as the level of a router becomes higher. The root
router should have the routing information of all
the contents in the network. Since DONA
employs non-aggregatable content names, this
scalability problem is severe.

On the other hand, PSIRP [4] adopts hierar-
chical DHTs [8]. The flatness of a DHT imposes
an equal and scalable routing burden among
routers. If the number of contents is C, each
router should have log(C) routing entries. How-
ever, the DHT is constructed by random and
uniform placement of routers, and thus typically
exhibits a few times longer paths than a tree that
can exploit the information of network topology.
Also, the flatness of a DHT often requires for-
warding traffic in a direction that violates the
provider-customer relation among ISPs; for
instance, a customer ISP does not want to
receive a packet from its provider ISP if the des-
tination is not located inside.

Table 1 compares the CON studies with a
focus on naming and routing characteristics. As
CCN and TRIAD adopt hierarchical naming,
content names are aggregatable and IP compati-
ble. However, their flooding-based (i.e., unstruc-
tured) routing incurs significant control traffic. If
all the contents of the same publisher are stored
in a single host, their routing entries are aggre-
gated into a single one; thus, the routing scala-
bility is proportional to the number of publisher
nodes. TRIAD considers only this case. In CCN,
however, the contents can be replicated, which
may split the aggregated routing entries; in the
worst case, the routing burden becomes on the
order of the number of contents.

DONA and PSIRP employ flat names for
persistence. As they have systematic routing
structures, the control traffic will not be substan-
tial. In DONA, the root node of the tree should
have the routing information of all the contents.

Meanwhile, the DHT structure of PSIRP levies
the routing burden of a logarithm of the number
of contents on every node.

With AVP-based content names, CBCB
enables in-network searching and establishes
source-based multicast trees to deliver contents
between publishers and subscribers. As each
attribute can be selected or not in a search
query, the number of routing entries of a router
may be proportional to 2A where A is the total
number of attributes. Furthermore, its control
overhead will be high since each new query may
have to be flooded across the network.

FURTHER ISSUES IN CON
MULTISOURCE DISSEMINATION

The current Internet architecture is designed
with point-to-point connectivity since early stage
applications rely on packet exchanges between
two hosts. As the Internet becomes increasingly
popular, however, new applications requiring dif-
ferent connectivities have emerged: one-to-many
(1:N) and many-to-many (M:N).

1:N connectivity represents content dissemi-
nation from a single source to multiple recipi-
ents; representative applications are online
streaming and IPTV services. To support such
applications with the point-to-point TCP/IP
architecture, the Internet Engineering Task
Force (IETF) standardized the IP multicasting
framework, which is deployed in limited situa-
tions like a separate network for intradomain
IPTV services. Compared to IP multicasting,
CON accommodates 1:N connectivity naturally
by the publish-subscribe paradigm in terms of
content naming and group management [2, 4].
However, its link efficiency is not different from
IP multicasting. Thus, let us focus on M:N con-
nectivity.

M:N connectivity takes place among multiple
sources and multiple recipients. There are two
kinds of M:N connectivity applications:
• M instances of 1:N connectivity (e.g., video-

conference).
• M sources disseminate different parts of a

content file to N recipients.

Table 1. Taxonomy of CON proposals in terms of naming and routing criteria is summarized. Note that the
routing scalability of each proposal is in proportion to either N, C, A, or its logarithm/exponential. Here, N,
C, and A are the numbers of publisher nodes, contents, and attributes in the entire network, respectively.

Naming Naming advantages Routing structure Routing
scalability

Control
overheads

CCN Hierarchical Aggregatable, IP
compatible Unstructured N (best)

C (worst) High

DONA Flat Persistent Structured (tree) C Low

PSIRP Flat Persistent Structured
(hierarchical DHT) logC Low

TRIAD Hierarchical Aggregatable, IP
compatible Unstructured N High

CBCB (attribute, value)
pairs In-network searching Source-based

multicast tree 2A High

The current Internet
architecture is

designed with point-
to-point connectivity

since early stage
applications rely on
packet exchanges

between two hosts.
As the Internet

becomes increasingly
popular, however,
new applications
requiring different
connectivities have
emerged: one-to-

many and 
many-to-many.
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We focus on the latter case, whose representa-
tive applications are P2P systems like BitTor-
rent. Another application is multi-user online
gaming in which different but partially overlap-
ping game data are transmitted to players.

Substantiating M:N connectivity requires
application/service-specific overlays or relay
mechanisms in the current Internet. However,
CON can disseminate5 contents more efficiently
at the network level by spatial decoupling of the
publish/subscribe paradigm and content aware-
ness at network nodes.

Figure 1 illustrates how inefficiently a content
file is distributed by current P2P operations.
Suppose two P2P overlays are formed, and the
peers in both overlays wish to download the
same file. Unfortunately, peers in each overlay
are distant; hence, the throughput is poor, which
happens frequently in reality. This is because
P2P systems are application-level solutions that
cannot exploit network topology information. In
contrast, CON can efficiently disseminate a con-
tent file among subscribers since CON nodes
(R2 and R4) will help them download the con-
tent file also from the other overlay.

Disseminating a content file from multiple
sources is tightly coupled with name-based rout-
ing. That is, in order to exploit multiple sources
in disseminating the same content in CON, each
CON node may have to keep track of individual
sources of the same content (e.g., CCN and
DONA). In this case, a CON node can seek to
retrieve different parts of the requested content
in parallel from multiple sources to expedite dis-
semination. To the best of our knowledge, there
is no prior study on this multisource dissemina-
tion at a networking level. Depending on round-
trip times and traffic dynamics of the path to
each source, the CON node should dynamically
decide/adjust which part of the content file is to
be received from each source.

Another relevant issue is what routing infor-
mation should be stored and advertised by each
CON node for multiple sources of the same con-
tent. For instance, suppose a CON node receives
routing advertisements from two sources of the
same content, and learns that one source is close
and the other source is very far. It may not be
useful to announce both of the sources since
retrieving data from the far source would be

inefficient. The more sources of the same con-
tent the CON node learns of, the more selective-
ly it may have to propagate the routing
information of the sources. How to design a
routing protocol for multiple sources, both
intradomain and interdomain, is a crucial issue.

IN-NETWORK CACHING
The advantages of in-network caching in an ISP
may be twofold:
• To reduce the incoming traffic from neigh-

bor ISPs to lower the traffic load on its
cross-ISP links6 (and hence its expense for
transport link capacity)

• To improve the delay/throughput perfor-
mance by placing the contents closer to
their users

The latter has the same rationale as CDNs. The
usefulness of caching is already proven by the
commercial success of CDNs. In-network caching
is also attractive to content providers (CPs) since
it can mitigate the capital expense on their con-
tent servers. We believe an ISP with in-network
caching capability can also offer CDN-like busi-
nesses to CPs if the majority of potential sub-
scribers to the CPs are connected to the ISP
(e.g., [9]).

Considering the above incentives, it is viable
to cache popular content files in CON nodes (or
their corresponding storage servers); other stud-
ies (e.g., [2–4]) also suggest introducing in-net-
work caching. While there are well studied
caching policies such as least recently used and
least frequently used replacement policies at
individual nodes, the performance of in-network
caching can be further improved by coordinating
multiple CON nodes in a distributed fashion.
There have been recent studies on distributed
caching (e.g., how to locate caching points [9]
and how to cache contents [10]). However, as
they assume IP networking, their work is limited
in that
• Only a single source (or cache) delivers the

content file to a subscriber.
• Limited topologies (e.g. tree) or places (e.g.

point of presence) are taken into account.
Thus, we need to reformulate the distributed
caching problem in CON environments; for
instance, multisource dissemination and general
network settings may have to be considered.

Another (maybe smaller) topic is how to
design a signaling protocol among CON nodes
to support distributed caching. For instance, a
routing protocol may have to be extended to
facilitate coordinated caching among CON nodes
without significant signaling traffic overhead.
The major design issue would be that the more
frequently the content files are replaced in a
cache, the more routing information may have to
be advertised to enhance the network-wide
caching performance.

PERFORMANCE EVALUATION
Using ns-2, we evaluate:
• The effect of routing structures on the reso-

lution time (or delay) to locate a content
file

• How much traffic load can be reduced by
in-network caching network-wide

Figure 1. Dissemination of the same file in the two separate overlays will be
inefficient since peers are distantly located.
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5 Even though CON does
not care whether a single
or multiple recipients sub-
scribe to a particular con-
tent file, we implicitly use
“deliver” for 1:1 connec-
tivity and “disseminate”
for 1:N and M:N connec-
tivities.

6 By reducing incoming
traffic from its provider
ISP, its connection fee
may also be lowered.
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In addition to tree and DHT structures, we
introduce a new routing structure: two-tier. We
first explain how the network topology is con-
structed and content requests are generated for
experiments. Then we describe the two-tier rout-
ing structure, followed by the simulation results.

End hosts, which publish or subscribe to con-
tent files, are collocated with CON nodes for
simplicity. Using GT-ITM models, we generate a
physical transit-stub topology, where a single
transit domain connects 10 stub domains. There
are 310 nodes total whose links have 10 Gb/s
bandwidth capacity, among which 100 nodes in
the stub domains are selected as CON nodes.
There are 10 nodes in the transit domain, which
do not serve as CON nodes since they normally
have higher traffic loads (typically with higher
link capacities) and hence may not be suitable
for CON operations (e.g., in-network caching).

Reflecting the Internet traffic statistics [1],
four types of content files are published in the
end hosts: video, audio, software, and web con-
tents, with 68, 9, 9, and 14 percent in terms of
the content volume, respectively. For each con-
tent type, 1000 content files are published and
evenly distributed among the end hosts. The
popularity (or request probability) of a particular
content file is determined by the Zipf distribu-
tion whose parameter is set to 1.0. The arrival
rate of subscriptions (or request rate) is set to
0.5 s–1. For details like the subtypes of each con-
tent type and the file size of each content sub-
type, see [1].

TWO-TIER
Through our earlier experiments, we made the
following observations:
• As a tree can be formulated with network

topology information (e.g., hop count
between nodes), tree routing achieves high-
er throughput than DHT routing.7

• DHT routing is more scalable in terms of
routing burden and more resilient to
node/link failures due to multiple paths
than tree routing.

Thus, we introduce a hybrid approach whose
routing structure consists of two tiers: a DHT is
the high tier, and a tree is the low tier.

At the low tier, CON nodes form a tree struc-
ture. As the tree covers only a part of the whole
network, the routing scalability issue is not sig-
nificant. At the high tier, CON nodes form a
DHT. That is, only the root node of each tree
will participate in the DHT. Therefore, a query
for a content file published in the same tree will
be serviced within the tree. If a query is for a
content file outside the tree structure, the DHT
structure is exploited to forward the query to the
corresponding tree where the requested content
is published. Figure 2 illustrates how a query is
forwarded across the two trees via the DHT in
two-tier.

COMPARISON OF ROUTING STRUCTURES
We compare tree, two-tier, and DHT in terms of
a resolution delay, which refers to how long it
takes for a content request to arrive at the con-
tent publisher. Also, we measure how the rout-
ing structure resiliently routes content requests
in presence of node failures.

Figure 3 shows the resolution delays of the
three routing structures. The tree structure out-
performs the DHT since the DHT topology is
constructed without any information on the
physical topology. Thus, a content request goes
back and forth among CON nodes of the DHT
to reach its corresponding publisher node. The
performance of two-tier falls between because it
is a hybrid approach.

Figure 4 shows the successful resolution ratio
as the node failure rate increases. Here R means
that each of 100 CON nodes will fail for one
hour once during a simulation run on average.
The performance gain of the DHT over the tree
is noticeable since there are multiple paths

Figure 2. Two-tier name-based routing architecture.
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among nodes in the DHT, and a failure of a
higher-level node in the tree results in more
routing failures. In the case of two-tier, there are
10 trees; each tree is formulated by the CON
nodes in the same stub domain. The root nodes
of the 10 trees participate in the DHT as well.
From Figs. 3 and 4, the two-tier structure com-
promises on the trade-off between the tree (per-
formance) and the DHT (resilience). Recall that
the nodes of the two-tier will have less routing
burdens than the tree.

NETWORK TRAFFIC LOAD

In the second experiment, we demonstrate how
much traffic load is reduced by CON. We com-
pare DONA (tree structure), two-tier, and the
current Internet. The cache replacement policy
for the CON nodes is Least 

The cache size of each CON node is 5 Gbytes.
Note that there is no publish/subscribe paradigm
and in-network caching in the current Internet.

Figure 5 shows how much CON proposals
(DONA and two-tier) can reduce the network-
wide traff ic  load by the publish/subscribe
paradigm and in-network caching. The perfor-
mance metric is the product of hop count and
link bandwidth (consumed to deliver con-
tents). As the simulation time goes on, the
product of hop count and bandwidth diminish-
es in CON proposals due to the cache effect.
Each plot is the average of 1000 s. Thus, the
cache effect appears almost from the begin-
ning. Sometimes, two-tier exhibits slightly
poorer performance than DONA due to DHT
overlay inefficiency.

CONCLUSIONS
To fundamentally solve the mismatch between
content-oriented Internet usage and host-based
Internet architecture, content-oriented network-
ing studies have been proliferated with a focus
on naming and routing. In this article, we classify
and compare the prior proposals in terms of
naming and routing criteria. Also, we identify
two important research topics in CON environ-
ments:
• How to disseminate contents from multiple

sources
• How to decide which contents to cache in

distributed environments
We then compare CON routing structures

and demonstrate the performance gain of CON
over IP networking. For future work, an interest-
ing topic would be to compare the in-network
caching part of CON proposals and CDN solu-
tions in terms of network traffic load mitigation.
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