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millions of intermittently connected low-power BLE devices.
While sending data from these BLE devices back to central
servers has successfully been realized at scale (e.g. Apple
AirTags), downlink communication is more difficult. Given
the common usage of BLE-only devices in public infrastruc-
ture and other safety-critical environments, this inability to
communicate with devices in a timely manner poses a bar-
rier to realizing safe and secure ubiquitous computing. We
explore the design space of providing downlink connectivity
to BLE-only devices, give an overview of the challenges, and
propose a system to enable downlink BLE communication.
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Figure 1: Our proposed approach uses phones to deliver
traffic to BLE-only devices. Application servers (1) upload
downlink “tasks” to a central server (2). When phones (3)
detect a BLE-only device (4), they query the central server for
a “task” and, if applicable, deliver the payload over BLE. Data
backhaul travels in the opposite direction from IoT devices.

1 Introduction

Bluetooth Low Energy (BLE) devices are being deployed for
increasingly diverse applications. In fact, projections predict
that by 2027, billions of devices with BLE chipsets will be
shipped annually [5]. Bluetooth Classic was initially devel-
oped for simple 1-to-1 connectivity between devices in close
range, such as a headset or keyboard connected to a desktop
computer [5]. Later, BLE, a distinct but related wireless pro-
tocol, was created for short data exchanges and low-power
operation. While the 1-to-1 connectivity case is still common
in the BLE ecosystem, recent applications like asset tracking
have outgrown this domain in both scale and functionality.

Products like Tile [9] and Apple AirTags [1] show that it
is possible to crowd-source the localization of BLE devices
using a network of third-party phones, creating a 1-to-many
system. However, a major limitation to deploying 1-to-many
BLE systems is the current inability to seamlessly communi-
cate back to BLE-only devices. Communicating with devices
currently requires a trusted central device to physically travel
to within radio range of the BLE-only device. For example,
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AirTags can only be updated and configured by another co-
owned Apple device [3]. Adding to this challenge is the fact
that BLE-only devices are not necessarily stationary (e.g.
air quality sensors on buses), meaning they must first be
located before communication is possible. Further, the status
of BLE-only devices is unknown unless one is within BLE
range, meaning a maintainer could spend (already limited)
resources traveling to configure a BLE-only device, only to
discover it is malfunctioning or does not need to be updated.
To avoid these problems, many BLE devices are often further
provisioned with power-hungry WiFi or cellular chipsets,
and deployments are limited to areas with consistent cover-
age for these technologies. Ideally, BLE devices would not be
bound to these expensive additions to provide connectivity
and could function with BLE connectivity alone.

Providing downlink connectivity is crucial as deployment
trends move beyond simple, personally-owned devices to-
wards public infrastructure. For example, in a city-scale de-
ployment of sensors, providing an update would require
a visit to each device in order to send downlink traffic, a
monumental task requiring considerable human and tech-
nical resources. Smartphones, provisioned with BLE, WiFi,
and cellular chipsets, are well suited to fill the gap to pro-
vide downlink coverage for BLE-only devices, as illustrated
in Figure 1. With the additional roll-out of satellite-connected
phones that provide even wider connectivity coverage, this
is the perfect opportunity to reconsider the role of phones
in providing generalized read/write access to BLE-only de-
vices [8].

Recent work has focused on extending 1-to-many BLE
networks in the data backhaul use case, from edge device
to cloud [10, 17, 18, 23]. However, there has been less explo-
ration into the more complex case of providing connectivity
in the opposite direction. The downlink case is distinct from
backhaul, and generally challenging, because almost every
piece of information relevant to routing is unknown a priori:
the identity of the device to communicate with, its location
and status, the data to send to the device, how long the device
will be in BLE range, and more. In addition to determining
all this information, this entire process, plus data transfer,
must be performed without jeopardizing participant privacy.
While the concept of using third-party phones to provide
a crowd-sourced downlink network is intuitive, in practice
there are a considerable number of challenges to overcome.

In this paper, we outline the design space for sending
traffic to BLE-only devices, and make the case for a crowd-
sourced approach. We then identify challenges that are dis-
tinct to crowd-sourced downlink, and show this approach is
viable through empirical measurements and the construction
of a prototype system. Finally, we highlight open research
directions that must still be explored before downlink com-
munication to BLE-only devices can be safely realized.
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2 The Downlink Design Space

There are a few existing options for providing downlink
data to BLE-only devices, including manually communicat-
ing, leveraging existing infrastructure, and deploying static
gateways. We explore these options, and make the case for
crowd-sourcing communication to BLE-only devices.

Manual Communication. The status quo for maintaining
BLE-only devices is traveling to them to manually commu-
nicate with the devices. While this approach may hold up
for dozens or even hundreds of devices, the increased scale
of the now common “infrastructure deployments” threatens
to make it infeasible. Consider a city that has 100,000 street-
light sensors with, on average, 500 sensors that need to be
updated, fixed, or otherwise serviced every week!. Assuming
this process takes 30 minutes of combined travel and update
time, and operators cost $100/hr on a fully-loaded basis, the
city could expect to spend $25,000 and 250 employee hours
per week to update devices. Any increase in scale, distribu-
tion, update time, or update frequency can quickly skyrocket
costs. From a financial, technical, and human resource per-
spective, the current maintenance process will buckle under
such increased deployment scales.

Existing Infrastructure. A second approach could be to
add BLE coverage to existing static infrastructure, such as
cell towers. Assuming a city has a cellular tower every square
mile, and there are no obstructions, it may be possible to
form a BLE connection with highly optimized hardware,
but with the tradeoff of increased power and decreased data
rate [4]. To cover such a large area, physical layer modulation
schemes must be adjusted to use Coded PHY LE 500K or even
LE 125K, with data rates of 500 Kbps or 125 Kbps, respectively,
significantly lower than the traditional 1 Mbps [4]. To form
a connection and acknowledge data while transmitting at
these longer ranges, transmit power on the BLE devices must
be kept high (+20 dBm / 100 mW), which could quickly drain
the batteries of BLE devices [4].

Deploying Infrastructure. Another option could be to de-
ploy short range BLE infrastructure. Gateways could act as
a bridge between local, short-range, low-power devices and
longer range networks. While this approach might work for
isolated, dense clusters of BLE devices in range of a single
gateway, in cases where BLE devices are sparse, the added
maintenance and powering of the gateways would undo
many benefits from increased coverage. In other words, de-
ploying new BLE gateways generally for this use case defeats
the purpose of using BLE-only devices in the first place, in
addition to requiring near duplication of existing cell tower
and WiFi access point coverage.

IThese numbers are an underestimate for a large city, see [11]
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3 The Case for Crowd-Sourcing

We propose that a crowd-sourced coverage network could
provide the answer. The crowd-sourced approach keeps the
communication ranges of BLE-only devices small, reduc-
ing energy consumption and improving spatial reuse com-
pared to longer range approaches. Additionally, using ex-
isting phones as mobile infrastructure bypasses the need
to deploy expensive new infrastructure that must be main-
tained.

There is also precedent for this idea in the form of prior
work on opportunistic networks which use cell phones or
other devices as intermediaries. In 2003, the concept of “data
mules” was introduced [19]: mobile entities which gather
data from or send data to sparse sensors. Recently, we have
seen a resurgence of modern commercial opportunistic net-
works. Helium [6] uses gateways deployed by individuals in
their in homes for LoRa data backhaul; FindMy [3], Tile [9],
and Samsung SmartThings [7] have leveraged this pattern
for tracking networks, and Amazon Sidewalk [2] uses par-
ticipating Amazon devices as gateways to extend in-home
networks. A common issue with these backhaul networks is
a lack of participant privacy [13], and in response, privacy-
preserving data backhaul networks have been proposed [23].

4 Crowd-Sourced Downlink Challenges

We identify three challenges facing the design of crowd-
sourced, downlink communication.

Status and Location of Devices. In an uplink system, all
data is being transferred to a static, known entity, often
through a stable cellular or WiFi connection. Conversely,
in a downlink system, the location and status of devices
are unknown until a gateway is within BLE range, when
the gateway must request any relevant downlink data on
the fly. Maintainers could be sent out to explicitly service a
specific device, but this requires knowing the location of the
device, something that becomes difficult in cases where the
BLE-only device is itself mobile.

Volatile Connections. Since BLE connection ranges are
smaller than WiFi and cellular, mobile gateways move in
and out of communication range much faster [4]. This leads
to shorter windows of time for data transmission, and in-
creases the chance of packets dropping and devices leaving
range before transfers are complete. As a result, robustness in
the face of lost data or failed transfers is crucial for downlink
BLE-only communication.

Participant Privacy. In an uplink system, gateways usu-
ally receive publicly broadcasted data from untrusted edge
devices, then perform further processing before sending the
data on to a trusted central service. However in a down-
link system, gateways must establish connections with these
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Figure 2: Our proposed process for sending downlink
data. First, the application server uploads a task with an
anonymized device ID and encrypted data payload to the
central server. Later, if a phone receives a BLE advertisement
with a valid device ID, the phone queries the central server,
and if there is a task, sends the data to the BLE device.

untrusted edge devices in order to transfer downlink data.
Additionally, downlink data is destined for specific devices,
the locations of which may be known by a centralized service
and could be used to deanonymize gateways that request
that device’s data. Overall, given the number of opportunities
for identifying data to be leaked or inferred, implementing a
successful downlink system requires careful preservation of
participant privacy.

5 Architecture Sketch

Figure 2 outlines the general process of sending downlink
data in our prototype system architecture. Application de-
velopers and device operators can post “downlink tasks” to a
centralized server, with updates or other downlink messages
intended to be delivered to the BLE devices. These tasks list
the anonymized IDs of the devices to communicate with and
the content that needs to be delivered to the device. BLE
devices regularly beacon their anonymized IDs in BLE adver-
tisements. Passing phones determine which BLE devices are
within range by detecting these advertisements, and query
the centralized server to determine whether there is an active
downlink task for the device. If there is an active downlink
task, the phone can initiate a direct BLE connection with the
device, query the server for the downlink data, and transfer
the content to the BLE device. When the transfer is complete,
the BLE device returns an ACK that the phone passes on to
the central server to mark the task as finished.

5.1 System Actors

Devices in our downlink network architecture can be cate-
gorized into a handful of device classes.

Application Servers handle posting, disseminating, and up-
dating downlink tasks, in addition to handling any optional
reward mechanisms for successfully completing downlink
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Figure 3: A prototype Android app and BLE device app
to test the viability of crowd-sourced downlink. Our
app builds on the Nordic device manager to query our central
server and provide a firmware update to a BLE devkit. This
provides a baseline to evaluate our design concept.

tasks. A particular application server is associated with at
least one (and potentially many) BLE device(s). Traffic in the
downlink network originates from the application server.

A single Central Service handles aggregating and routing
traffic between application servers and phones in the net-
work. The central service also authenticates edge devices, to
confirm that they are valid participants in the network.

Phones in the network are any smartphones that (a) are
running the required software to participate in the crowd-
sourced downlink network and (b) have consented to partic-
ipate. They pull the downlink data from the Central Service
and transfer it over to the BLE devices. Phones have access
to cellular networks and are battery powered.

BLE-Only Devices are distributed, low-power devices that
are the target recipients for downlink communication in
the system. BLE-only devices may be owned, maintained,
and administrated by disparate parties, but can only be sent
downlink data from a unique device administrator.?

6 Prototype Implementation

To test the viability of providing crowd-sourced downlink
traffic to BLE-only devices, we developed a scaled-down pro-
totype system. Our prototype implements the main function-
alities: BLE devices beaconing their anonymized IDs, phones
that can receive these BLE beacons and transfer downlink
data, and a server to handle the creation, update, and com-
pletion of downlink tasks.

2For example, if the BLE devices are seismic sensors on bridges, they may
be owned by the Department of Transportation, physically maintained
by Contractors Inc., and administrated by Sensors, LLC. In this case, only
Sensors, LLC would be authorized to send downlink data to the cameras,
unless they choose to extend that permission to other groups.
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6.1 Central Service

The central service is a Python server with an API endpoint
exposed over HTTPS. We simulate application server inter-
actions with the central Python server by sending HTTP
requests. The API provides the following functionality:

POST /upload_task This allows a downlink task to be
uploaded to the central server. The uploaded task is a JSON
payload containing the encrypted downlink data, the ID
of the destination BLE device, and a timestamp with the
“expiration date” of the task. When the server receives the
request, it adds an “uploaded” timestamp to the downlink
task. The task is then stored in a database on the server.

GET /get_task Phones query this endpoint (and provide
an ID) to check for any downlink messages for a given BLE
device. If the ID matches that of a downlink task in the
server’s database, and the downlink task has not “expired”,
the server will return the appropriate encrypted downlink
data. If there is no matching downlink task, or the downlink
task has “expired”, the server will return an error code.

POST /complete_task Phones use this endpoint to com-
plete a downlink task, providing the completion token from
the BLE device. The server then sends back the completion
token to the simulated application server, where the applica-
tion server confirms whether or not it is correct. If the token
is validated by the application server, the downlink task is
considered “completed,” and is removed.

6.2 Phone

In the prototype system, phones receive BLE advertisements
from BLE devices containing the device’s ID, and then query
the Central Server for any downlink communication for that
ID. If there is a downlink task active for the BLE device’s
ID, the phone downloads it from the central server, initi-
ates a BLE session with the BLE device, and transfers the
downlink data. Finally, the phone receives and processes an
acknowledgment if the downlink data is accepted by the
BLE-only device. All of this functionality is handled by a
custom Android application running on the phone.

6.3 BLE-Only Device

BLE devices broadcast advertisements containing their anonymized

ID every 100 ms to 150 ms. They then “listen” for any BLE
connection requests from phones with downlink data, and
initiate a connection. The BLE device receives the downlink
data from the phone, and then handles it according to the
type of data (e.g., if firmware, install it). Once the BLE device
has processed the downlink data, it sends an acknowledg-
ment to the phone.
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Table 1: Interaction times and devices seen across different measurements.
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(a) Walking in a busy mall

Measurement Avg(s) Med(s) Min(s) Max (s) Devices Seen
mall_sitting_0 4.60 1.11 0.01 310.02 1262
mall_sitting_1 5.09 1.41 0.01 482.19 1459
mall_walking_0 4.59 1.26 0.02 121.86 747
mall_walking_1 4.98 1.50 0.02 429.01 963

apt_sitting_0 3.05 0.53 0.05 598.77 40
apt_sitting_1 2.95 0.52 0.02 598.92 38
apt_walking_0 2.07 0.53 0.01 89.63 888
apt_walking_1 1.48 0.45 0.01 80.15 578
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Time (seconds)

(b) Walking in an apartment complex

Figure 4: BLE advertisements received over time in various environments. The top 20 most-seen devices for each
experiment are shown here, each line is a different device (identified by MAC address). Many encounters exceed a minute,

providing ample opportunities for data transfer.

7 Viability Measurements

The success of a crowd-sourced downlink system hinges on
whether devices are around to carry downlink data and how
quickly that data can be transferred. Phones may be within
range of BLE devices for just a few milliseconds (e.g., a biker
passing by) or hours at a time (e.g., someone sitting in a
coffee shop). To determine whether these interactions can
be leveraged to transfer useful amounts of data, we model
how our system would behave in real-world environments.

First, we determine how often BLE devices are within
range of one another. We use an ESP32 running a measure-
ment program to collect data about nearby BLE devices, per-
forming eight measurements in two different environments:
a shopping mall (high traffic) and an apartment complex
(medium traffic). In each location, we perform two measure-
ments while stationary and two measurements while walk-
ing, to simulate static and mobile BLE device deployments
respectively. For each measurement, we record BLE adver-
tisement packets including the sender MAC address, RSSI,
and timestamp of each packet.

We calculate the length of time that each device was within
range of our BLE transmitter. We define “time in range” (TIR)

as the period of time during which we regularly receive ad-
vertisement packets. Given an advertising interval of length
X seconds for a device, we allow for up to 3X seconds to
elapse without receiving an advertisement packet before
considering an interaction ended, to account for possible
interference and dropped packets in noisy environments. X
is set to the most-frequently seen advertising interval for
each device.® Devices may move in and out of BLE range of
the ESP32 multiple times, but TIR resets every time a device
leaves BLE range, as any data transfer would also have to re-
set. For the following analyses, we only consider interactions
of non-zero duration.

The results of our measurements are shown in Table 1. We
observe that in the “best case” (meaning longest interaction
time), mall_sitting_1, the average TIR was 5.09 seconds,
and in the worst case, apt_walking_1, the average TIR was
1.48 seconds. There was a minimal difference in TIR between
walking and sitting in the mall (a crowded area), but around
the apartment complex, walking reduced TIR by up to half.
This may have been caused by an apartment complex con-
taining more stationary devices, like appliances or personal

3If there are ties, we select the lowest value to err on the side of strictness.
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devices that stay within the apartment, than in a mall, where
most of the BLE devices are likely phones that move with
their owners. If a BLE-only edge device were to move, phones
may move with it and keep providing coverage, but station-
ary devices will not. Despite seeing roughly the same order
of magnitude of devices between walking in the mall and
walking in the apartment complex, the lack of devices mov-
ing with the ESP32 meant TIR fell by up to half. Overall,
we see the best TIR when BLE edge devices are stationary
and many devices are within range. However, with enough
devices nearby, there is lower impact from having a mobile
BLE edge device (as seen in Figure 4).

Our empirical measurements also indicate that this down-
link system could facilitate useful amounts of data transfer
with existing phone movement patterns. In our prototype
system that uses BLE connections to transfer downlink data,
we observe an average transfer speed of 21.5 kB/s. From the
worst and best average TIR measurements of 1.48 s and 5.09 s
respectively, this means anywhere from 31.84 kB to 109.44 kB
of data can be transferred in the average interaction. If BLE
advertisements are used to transfer data rather than con-
nections, with 31 bytes of data per advertisement packet,
advertising at the fastest interval of 0.02 seconds, between
2.29 kB to 7.89 kB can be transferred in the average interac-
tion. Commonly used microcontrollers often have less than
1 MB of flash memory [15, 21, 22], so even a full firmware
image would require only a handful of average-length in-
teractions using connections. Small downlink data like new
configuration values, minimal patches, or bug fixes could
even be performed in a single interaction, either connection-
or advertisement-based, especially if designs leveraged in-
cremental updates, which we believe is an important capa-
bility [12].

8 Research Directions

While we have shown that a downlink BLE network is viable,
there are many remaining research challenges to be solved.

Trust and Privacy. In our design scheme, we did not con-
sider malicious parties, but a real-world system would need
to handle misuse of the network. Internal actors may not all
be trustworthy: an application server might attempt to send
data without paying for its delivery, the central server might
want to track network participants to sell location data, and
phone users might want to get reimbursed for packets they
did not deliver. Additionally, external actors may want to
perform DOS attacks, or insert malicious traffic. To safely
and responsibly deploy such a network, both privacy and
security must be considered. To this end, in addition to our
baseline prototype, we are working on adding authentication
to various steps of the system, in addition to other features
to cryptographically prevent forging.
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Fragmentation and Reliability. While BLE interactions
are often long enough to transfer some amount of data, they
may not be long enough to transfer the full payload or contin-
uous bytestreams. Therefore, protocols will need to support
fragmentation to ensure progress towards eventual comple-
tion. Payloads should be able to be fragmented and trans-
ferred by multiple different phones, then reconstructed into
the final payload at the BLE device. The BLE device must
also have the ability to reorder and drop duplicate packets
with limited resources.

Mesh and Out-of-Range. Crowd-sourced networks could
also be extended to take advantage of BLE mesh technology.
By sending packets along multiple hops, the range of BLE
could be extended to span a group of people, for example.
However, doing this would require implementing routing
algorithms that allow data to traverse multiple phones, po-
tentially taking inspiration from DTN routing [20, 24]. This
is further complicated by the fact that phones might change
locations once a path is established. One potential approach
could be to take advantage of sensors such as accelerometers
to determine if nodes are mobile or stationary [14]. Addi-
tionally, phones might not always have network coverage
to reach the Central Service. This could provide an opportu-
nity for opportunistically caching packets on device before
interactions occur, much like DTNs advocated [16].

Incentives. Another challenge is providing an incentive sys-
tem to encourage phone users to participate in a crowd-
sourced downlink network. While the benefit of this system
is obvious for the owners of BLE devices, there is little to
incentivize phone users to sacrifice battery and cellular data
to participate in the system. Quickly patching devices out
in the world is valuable for applications, and we posit that
device owners would likely be willing to pay a small amount
for the transmission of downlink traffic. Additionally, we be-
lieve that having an incentive structure, where phone users
are reimbursed (in some form) for sending data, will result
in greater network participation. Providing this capability,
however, is challenging, because a traditional scheme for
paying a user leaks information about their location based
on which devices they have visited.

Different Protocols. While this work focused on serving
BLE-only devices, the system design does not hinge on any
features unique to BLE. The exact networking protocols used
to communicate between the central server, phones, and BLE-
only devices could readily be swapped for different protocols,
provided they can perform the same functionality. This same
paradigm could be used to provide downlink communica-
tion to LoRa-only or Zigbee-only devices. Multiple protocols
could even be combined to all communicate with and receive
data from the same Central Service.
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9 Conclusion

In this paper, we demonstrate that crowd-sourcing downlink
communication is a promising path forward for connecting
and maintaining BLE-only devices. We first highlight why
crowd-sourcing connectivity from smartphones is a well-fit
solution to the unique challenges posed by BLE-only de-
vices. We then outline the design of a downlink system using
smartphones to ferry data between application servers and
BLE devices. We develop a prototype version of the system
and gather preliminary measurements of transfer speeds
between devices, showing that the existing deployment of
BLE devices can support such a system. This shows that
flipping the script on the successful model of crowd-sourced
data retrieval is a viable way to provide downlink data to a
whole class of previously isolated devices. However, many
challenges remain before this is a safe, secure, usable, and
private model for data dissemination.
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