cs 61C L13 I/O.1Patterson Spring 99 'UCB

CS61COperating System Support andPrioritized, Re-Entrant InterruptsLecture 13March 3, 1999Dave Patterson(http.cs.berkeley.edu/~patterson)www-inst.eecs.berkeley.edu/~cs61c/schedule.html

cs 61C L13 I/O.2Patterson Spring 99 'UCB

Review 1/2�I/O gives computers their 5 senses�I/O speed range is million to one�Processor speed means must synchronizewith I/O devices before use�Polling works, but expensive�Interrupts works, more complex�I/O control leads to Operating Systems

cs 61C L13 I/O.3Patterson Spring 99 'UCB

Review 2/2: 4 Responsibilities leading to OS�The I/O system is shared by multipleprograms using the processor�Low-level control of I/O device iscomplex because requires managing aset of concurrent events and becauserequirements for correct devicecontrol are often very detailed�I/O systems often use interrupts tocommunicate information about I/Ooperations�Would like I/O services for all userprograms, under safe control

cs 61C L13 I/O.4Patterson Spring 99 'UCB

Outline�Instruction Set support for OS�Administrivia, �What�s this stuff Good for�Prioritizing Interrupts�Re-entrant Interrupt Routine�Direct Memory Access�Conclusion

cs 61C L13 I/O.5Patterson Spring 99 'UCB

OS , I/O Communication Requirements�The OS must be able to prevent:¥The user program from communicating withthe I/O device directly�If user programs could perform I/O directly:¥No protection to the shared I/O resources�3 types of communication are required:¥The OS must be able to give commands to theI/O devices¥The I/O device notify OS when the I/O devicehas completed an operation or an error¥Data transferred between memory and I/Odevice

cs 61C L13 I/O.6Patterson Spring 99 'UCB

Review Coprocessor Registers�Coprocessor 0 Registers:name number usageBadVAddr $8Bad memory addressStatus$12Interrupt enableCause$13Exception typeEPC$14Instruction address�Different registers from integerregisters, just as Floating Point isanother set of registers independentfrom integer registers¥Floating Point called �Coprocessor 1�,has own set of registers and datatransfer instructions

cs 61C L13 I/O.7Patterson Spring 99 'UCB

Instruction Set support for OS�How turn off interrupts during interruptroutine?�Bit in Status Register determineswhether or not interrupts enabled:

Interrupt Enable bit (IE) (0 � off, 1 � on)Status Register

(described later)IE

cs 61C L13 I/O.8Patterson Spring 99 'UCB

Instruction Set support for OS�How prevent user program from turningoff interrupts (forever)?¥Bit in Status Register determines whether inuser mode or OS (kernel) mode:

Kernel/User bit (KU) (0 � kernel, 1 � user)Status Register

(described later)IEKU¥On exception/interrupt disable interrupts(IE=0) and go into kernel mode (UK=0)�How remember old IE, U/K bits?¥Hardware copies Current IE and UK bits (0-1)into Previous IE UK bits (2-3)Status Register

(described later)IEKU

IEKU 00

cs 61C L13 I/O.9Patterson Spring 99 'UCB

How communicate between OS and user?�OS to user¥No restrictions on OS; can modify registersor memory visible to user program¥To restore previous Kernel/User bits afterinterrupt, use

Return from Exception (rfe)�User to OS¥

syscall instruction: invoke the kernel(Go to 0x80000080, change to kernel mode)¥By software convention, $v0 has systemservice requested: OS performs request

cs 61C L13 I/O.10Patterson Spring 99 'UCB

SPIM OS Services via Syscall ServiceCodeArgsResult(put in $v0) print_int1$a0 = integerprint_float2$f12 = floatprint_double3$f12 = doubleprint_string4$a0 = stringread_int5integer (in $v0)read_float6float (in $f0)read_double7double (in $f0)read_string8$a0 = buffer,$a1 = lengthsbrk9$a0 = amountaddress(in $v0)exit10�Note: most OS services deal with I/O

cs 61C L13 I/O.11Patterson Spring 99 'UCB

Example: User invokes OS (SPIM)�Print �the answer = 5�First print �the answer =�:.datastr:.asciiz"the answer = ".textli $v0, 4# code for print_strla$a0, str# address of string syscall# print the string�Now print 5 li$v0, 1# code for print_intli$a0, 5# integer to printsyscall# print it

� � �

� � � � �

cs 61C L13 I/O.15Patterson Spring 99 'UCB

Basic Interrupt Routine�Save several registers and $ra inmemory for use in interrupt routine�Get EPC and select exception code fieldfrom Cause Register�Jump and link via jump table toappropriate interrupt routine based on(I/O interrupt, System call, ArithmeticOverflow)¥Single interrupt address � jump table�Return to code to restore registers,previous IE, UK bits (rfe) and return toinstruction determined by old EPC

cs 61C L13 I/O.16Patterson Spring 99 'UCB

Prioritizing Interrupts�Some interrupts have higher priority¥Alternative to blocking all interrupts?�Categorize interrupts and exceptionsinto levels, and allow selectiveinterruption via

Interrupt Mask(IM) inStatus Register: 5 for HW interrupts¥Interrupt only if IE==1 AND Mask bit == 1(bits 15:0 of SR) for that interrupt level¥To support interrupts of interrupts, have 3deep stack in Status for IE,K/U bits:Current (1:0), Previous (3:2),

Old (5:4)

IEKUStatus Register

IEKU

IMCPO 00

�

�

cs 61C L13 I/O.19Patterson Spring 99 'UCB

Interrupt Levels in MIPS Architecture�Conventionally, from highest level tolowest level exception/interrupt levels:1) Bus error2) Illegal Instruction/Address trap3) High priority I/O Interrupt (fast response)4) Low priority I/O Interrupt (slow response)(later in course will add more levels)

cs 61C L13 I/O.20Patterson Spring 99 'UCB

Interrupt Levels in MIPS Software�Conventionally, UNIX software systemdesigned to have 4 to 6

Interrupt

Priority Levels (

IPL) that match the HWinterrupt levels�Processor always executing at one IPL,stored in a memory location and StatusRegister set accordingly¥Processor at lowest IPL level, anyinterrupt accepted¥Processor at highest IPL level, all interruptignored¥Interrupt handlers and device drivers pickIPL to run at, faster response for some

� �

� � $ra and some registers inmemory for use in interrupt routine�Jump and link via jump table toappropriate exception/interrupt routine�If I/O, Cause Register IP field ANDedStatus Register IM field to find unmaskedinterrupts (maybe several); pick highest�Change IM of Status Register to inhibitcurrent level and lower priority interrupts�Change Current IE of Status Register toenable interrupts (higher priority)

cs 61C L13 I/O.24Patterson Spring 99 'UCB

Re-entrant Interrupt Routine?�How allow interrupt of interrupts andsafely save registers?�Stack?¥Resources consumed by each exception,so cannot tolerate arbitrary deep nestingof exceptions/interrupts�With priority level system onlyinterrupted by higher priority interrupt,so cannot be recursive� Only need one save area(�

exception frame�) per priority level

cs 61C L13 I/O.25Patterson Spring 99 'UCB

Improving Data Transfer Performance�Thus far: OS give commands to I/O , I/Odevice notify OS when the I/O devicecompleted operation or an error�What about data transfer to I/O device?¥Processor busy doing loads/storesbetween memory and I/O Data Register�Ideal: specify the block of memory to betransferred, be notified on completion?¥

Direct Memory Access (

DMA) : a simplecomputer transfers a block of data to/frommemory and I/O, interrupting upon done

cs 61C L13 I/O.26Patterson Spring 99 'UCB

Example: Direct Memory Access�DMA from Disk Device to Memory atStart, for 4096 bytes.dataCount: .word 4096Start:.space 4096.textInitial:lw $s0, Count# No. charsla $s1, Start# @next charWait:lw $s2, DiskControlandi $s2,$s2,1 # select Readybeq $s2,$0,Wait # spinwaitlb $t0, DiskData # get bytesb $t0, 0($s1) # transferaddiu $s0,$s0,-1 # Count--addiu $s1,$s1,1 # Start++bne $s0,$0,Wait # next char� DMA �computer� in parallel with CPU

cs 61C L13 I/O.27Patterson Spring 99 'UCB

�And in Conclusion..� 1/1�Operating System started as shared I/Olibrary¥Support for OS abstraction: Kernel/User bit,stacked KU bits, syscall¥MIPS follows coprocessor abstraction to addresources, instructions for OS�Interrupt control: Interrupt Enable bit,stacked IE bits, Interrupt Priority Levels,Interrupt Mask¥Re-entrant via restricting int. to higher priority�DMA to accelerate data movement�Next: Anatomy of I/O: disks, networks, ...