
CS174 Spr 99 Lecture 25 Summary John Canny

More about RSA

Recall that the key generation for RSA proceeds like this:

1. Generate a numbern of at least 1024 bits which is a product of two large primesp andq. i.e.
generate two primes of at least 512 bits and multiply them together.

2. Givenp andq, recall that�(n) = (p� 1)(q � 1) so it is easy to compute�(n).

3. For the encryption keye, choose a value s.t.gcd(e; �(n)) = 1.

4. Using the extended Euclid algorithm, find the multiplicative inverse ofe(mod �(n)), that
is, findx such thatex + �(n)y = 1. This inverse is the decryption keyd.

5. The public (encryption) key is the pair(e; n), while the decription key, which only the re-
ceiver knows is(d; n).

To send a message using RSA, the sender computes

X = M e(mod n)

And then to decrypt the message, the receiver computes:

M0 = Xd(mod n) = M ed(mod n) = M1(mod n)

Limitations

RSA, like any cryptographic scheme, must be applied very carefully. There are several basic
weakness that you should be aware of:

Avoid small messagesRemember that since your encryption key is public, anyone can generate
encrypted messages of real text and match them against what you send. e.g. if you sent a
message that was only “YES” or “NO”, a spy could precomputeE(\Y ES 00; e) and compare
it against what you sent. A more subtle version of this is where you fill out a long form and
the message consists of a lot of text from the form (which is known) and a few answers that
you fill in. A spy need only enumerate the answers and leave the form text intact to decode
what you sent. One general answer to this is to pad your message with random bits. e.g.
send a 512 bit string of real text and 512 bits of random data.
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Beware pseudo-random number generatorsIn some practical systems (e.g. netscape, IE), the
key data likep and q and e are generated by a pseudo-random number generator. This
random number generator is a deterministic program that outputs a sequence of numbers
r1; r2; : : : which depends only on a seed value. The seeds are typically things like the CPU
clock or some other dynamic system data. If too few seed bits are used, a spy can enumerate
all possible seeds and therefore find out thep q ande that defined the real users key. (This
actually happened a couple of years ago).

Publishing public keys is tricky A key idea of public-key systems is that the keys can be pub-
lished “in the open” where anyone can read them. But on the internet, this can be tricky.
Suppose you want to send a message to a friend Alice, and you look up her public key on a
server. But in between you and the server is an insecure network node operated by Phiber
Optic which intercepts Alice’s key and sends you instead a different encryption key, for
which Phiber knows the decryption key. If your encrypted message goes through Phiber’s
node again, he can intercept it and decode it. Many people place their public keys in their
“finger” files on unix systems, but this makes them even more susceptible to the above attack.
That’s because anyone who wants to send them a private message will usually look up their
key and send the message over the same network route, meaning that any of the intermediate
nodes can both intercept and replace the key, and then intercept the encrypted message.

Finally, we should check that we can do all the steps in RSA efficiently. Let’s defer choosing the
primesp andq for a moment. All the powering and gcd calculations are clearly in polynomial time
in the number of bits ofn. The other task is to find a numbere such thatgcd(e; �(n)) = 1. From
last time we know that the fraction of elements which are relatively prime toN is
(1= logN). So
settingN = �(n), afterO(logN) random trials fore, we should be able to get ane which is prime
to �(n). This is still all polynomial in the number of bits ofn.

For generating primes, we can generate random numbers in the appropriate range and test them
for primality. The prime number theorem asserts that about1= lnn of the numbers less thann are
prime. So about one inlnn of the integers nearn is a prime. Thus if we makeO(logn) random
choices, we will have high probability that one of our choices is a prime. So it is enough to show
that there is an efficient test for primality. There are quite a few of these, but we will present one
which is self-contained given what we know so far:

Algorithm Primality

Input: Odd number n and t

Output: PRIME or COMPOSITE

1. If n is a perfect power, then return COMPOSITE

2. Chooseb1; b2; : : : ; bt independently and uniformly at random fromZn� f0g

3. If for anybi, gcd(bi; n) 6= 1 then return COMPOSITE

4. Computeri = b
(n�1)=2
i (mod n) for i = 1; : : : ; t
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5. If for any i, ri 6= �1(mod n), then return COMPOSITE

6. If for all i, ri = 1(mod n), then return COMPOSITE
else return PRIME

Theorem
The probability that algorithmPrimality makes an error isO(1=2t).

Proof
Clearly all the steps from 1 to 5 are correct. So we are left with checking step 6 in the two cases
when n is prime or composite.

Supposen is prime. We can output COMPOSITE if all of theri’s evaluate to 1. But we know
that for randomly chosenbi’s only half of them (those which are even powers of a generator) would
give +1 when raised to the(n� 1)=2. The probability that all thebi’s we chose happen to be even
powers of a generator would be1=2t. Thus we output the wrong answer with probability1=2t.

If n is composite, the proof is more difficult and we wont give it here. But it can be shown that
in that case, the probability of a wrong answer is1=2t�1. QED

Finally, we should say something about checking ifn is a perfect power. We want to check if
n = lk for some integerl andk. We can do that by trying eachk = 1; 2; : : : ; log(n). For eachk,
we compute thekth root ofn by Newton’s method or bisection, which are both polynomial time in
the number of bits ofn. Overal this takes time polynomial inlogn.

Secure Hash Algorithms

Another basic tool for cryptography is a secure hash algorithm. Unlike encryption, given a variable-
length messagex, a secure hash algorithm computes a functionh(x) which has a fixed number of
bits. So it is not possible to recoverx from its hash value. The hash function is secure if it is hard
to get information about thex’s that hash to a particular value. This normally specified in terms of
the following properties:

1. A hash functionh(x) is said to beone-wayif giveny it is hard to find anx such thath(x) = y.

2. A hash functionh(x) is said to beweakly collision-freeif given a messagex1 it is hard to
find another messagex2 such thath(x1) = h(x2).

3. A hash functionh(x) is said to bestrongly collision-freeif it is hard to find any pair of
messagesx1, x2 such thath(x1) = h(x2).

and as the terminology suggests, a function which is strongly collision-free is also weakly collision-
free.
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One of the most popular secure hash algorithms is called MD5. It was invented by Ron Rivest,
the R in RSA. The details of MD5 aren’t very enlightening, and we wont go over it here. It is
completely described in the Wayner book. At high level, it processes 512-bit blocks of data and
produces 128-bit hash values. Thus it reduces the length of a large message by a factor of 4. To
arrive at a hash value of fixed size, you iterate the process until the output is a single 128-bit value.
As far as is known, MD5 is one-way and strongly collision-free.

Hash functions are very much like the fingerprint functions we used earlier. But one difference
is that the simple modular functions we used for string matching are very easy to fool - given a
string and its fingerprint, it is easy to generate other strings with the same fingerprint. That must
not be the case for a secure hash function.

An important property of secure hash functions, like any hash function, is that they should
uniformly cover their range. That is, if you place a uniform distribution on the inputs, the output
probabilities from the hash function should be uniform. But we typically hope for much more.
Namely that for any “reasonable” probability distribution on the inputs, the output probabilities
should still be uniform. e.g. if the inputs consists of ASCII representation of normal english text
(which is very non-uniform compared to random binary strings) the output distribution from the
hash function should still be uniform. We will henceforth assume that is true.

Digital Signatures

The purpose of a digital signature is similar to a physical signature. That is, you endorse some
document in a way that: (i) others can verify that you signed that particular document (ii) it is
difficult for someone else to forge your signature. The simplest signature schemes allow anyone to
verify both the document you signed, and who you are.

Here is a simple signature scheme. It assumes that you, the signer, have a published RSA key
e, and a corresponding private keyd. Given a documentx, first compute a hash of it using MD5,
y = h(x). Your signature will be the RSA encryption ofy by yoursecret key, which we write as
R(y; d) (we wont distinguish between encryption and decryption functions for RSA since they are
the same, i.e. exponentiation by the key mod n). That is, your signature is

s = R(h(x); d)

Now anyone else that has access to the documentx and your signatures can verify that you have
signed it by computingR(s; e) using your public keye. Sincee andd are inverses,

R(R(h(x); d); e) = h(x)

Now the verifier (the person checking your signature) compares this value with the hash value that
they compute directly from the document using MD5, which will also beh(x).

Because MD5 is a secure hash function, it is impractical to construct another document with
the same hash value. So the verifier knows that only this document could have been signed. Fur-
thermore, because it is difficult for anyone else to discover your private key, the fact that you were
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able to computeR(h(x); d) convinces the verifier that you know whatd is. That is, you are the
person you claim to be, and that you intended to sign this document.

Discrete Log Signatures

As we have seen, RSA cryptography fails if efficient methods are found for either factoring or the
discrete log problem. There are other signature schemes that depend only on the hardness of the
discrete log problem. Here is one such scheme. We assume that the full textx has already been
shortened to an MD5 hash valuem.

1. Let a be a secret key known only to you, the signer. Letp be a large prime, andg be a
generator ofZ�

p. You can publish(g; p; ga(mod p)) as your public key to identify who you
are to the world.

2. In order to signm, choose a randomw and computec as the hash of
c = h(ma(mod p); mw(mod p); gw(mod p))

3. Letr = ca + w, you publish the digital signature which ism together with
(r;ma(mod p); mw(mod p); gw(mod p))

4. To check the signature, a verifier first computesc as the hash of the values

ma(mod p); mw(mod p); gw(mod p)

which were published with the signature. Then the verifier checks that

gr(mod p) = (ga)c � (gw)(mod p) and
mr(mod p) = (ma)c � (mw)(mod p)

Your goal is to convince the verifier that you know whata is. This protocol is a form of “zero-
knowledge proof”. You must convince the verifier that you knowa without giving it away. Instead
you give away anr which depends ona but which doesnt help the verifier learna because you
have added a random valuew to it, which will make its distribution be completely random.

You can safely tell the verifierga(mod p) andgw(mod p) because discrete log is hard, and so
those values dont help the verifier discovera or w. The valuec is really a “challenge” to you to
prove that you knowa. It is computed from a “random” hash function and is out of your control.
If you didnt knowa then when you were challenged with ac, the value(ga)c � gw(mod p) could
be any element ofZ�

p. So trying to findr satisfying

gr(mod p) = (ga)c � gw(mod p)

is a general instance of the discrete log problem which is very hard. So the tests ong establish
that you knowa and that you are who you claim to be. By similar reasoning, only the person
who knowsa could construct the powers ofm that are published as the signature. Thus those tests
establish that you deliberately signed that document.
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