CS174 Spr 99 Lecture 22 Summary John Canny

Group Theory

Recall that a group is a set of elements with a binary (two-argument) operation defined on it,
G = (D,-)whereD is the domain (set of elements) anid the group operation, which is often
called “group multiply”. The group satisfies:

Closure: a,b € GG impliesab € G (we usually writead for the product of; andb rather thanu - b.
Associativity: For anya,b,c € G, then(ab)c = a(be)
Identity: There is an elemente G such thatforalh € G,ae = ea = a

Inverse: If eis the identity, then for every € G there is another elemehsuch thatb = ba = e.
The element is called thanverseof ¢ and is often written ag—!.

Some groups, calledbeliangroups satisfy another property:
Commutativity: For alla,b € G, thenab = ba

Example:
The groupG = (Z, +), the group of integers under addition. The identity element is 0, and the
additive inverse ofi is —a. This group is abelian as well.

Example:
The groupG = (Z;, *), the group of integers modulo a primeunder multiplication (zero is
excluded frontZ;). Lets check group properties:

Closure: Multiplication (mod p) of non-zero elements produces another non-zero element.
Associativity: This takes a bit of work. We note that reductianod p) means subtracting a
multiple of p:
a(bc(mod p))(mod p) = a(bc — kip) — kap = abe — k3p
and doing the same calculation f@b)c gives:
(ab)e(mod p))(mod p) = (ab— kyp)c — ksp = abc — kyp

and then we remark that there is only one multiplepahat can be added t@c to give a
value in the rang€0, ..., p — 1], which implies thatt; = k,. Therefore(ab)c = a(bc).
Because the order of taking mods doesnt matter, we would often justatiteod p) for
the result.



Identity: The identity elementis 1.

Inverse: To find an inverse for non-zekg we can use the extended Euclid algorithm to compute
x andy such that
1 = ged(a,p) = ax+py
and then rewrite this asz = 1 — py or in other wordsiz = 1(mod p). Thatis,z is the
multiplicative inverse ofi (mod p).

Commutativity: Commutativity follows from commutativity of ordinary multiplication of inte-
gers.

Cyclic Groups:
A cyclicgroup has one or more elemempts/hich aregeneratorsof the group. Ifg is a generator,
then every element in the group is expressible as a powgr of

Example:
The groupG = (Zj,,-). Notice that when elements are pared with their inverses, there is mirror
symmetry in the group:

1-1,2-6,3-4,5-9,7-28,10 - 10

This is a cyclic group. It has several generators, including 2:

2l = 2
22 = 4
22 = 8
2t = 5
25 = 10
260 = 9
2T = 7
22 = 3
22 = 6
210 = 1

which are all the elements @, .

Finite Fields
A field F' is a setD which has two operations, x defined on it. There are two groups, an additive
group(D, +) and a multiplicative groupD*, ), whereD* = D — {0}.
Example: ThereforeZ, is a field for primep.
If n is not prime Z,, is not a field. However, we can define a multiplicatively closed set:

Z: = {a € Z,| ged(a,n) =1}



and then(Z?, x) will be a group. You can check yourself that it satisfies closure and inverse.
Basically, those are guaranteed by tla€(a, n) = 1 property.

Chinese Remainder Theorem
The Chinese Remainder Theorem (CRT) gives a way to reconstruct a number from its values
(mod ny),...,(mod ny) for some sequence of moduli, ..., n,. Thatis:

Theorem: Letn,,...,n; be a sequence of pairwise prime numbers and let [ ;. Pairwise
prime meangcd(n;, n;) = 1 for every pair(n;, n;) of distinct numbers. Then for any sequence

rlean,...,rkEan

There is a unique € Z,, such that

r = ri(mod ny)
r = rp(mod nyg)
Proof:

We give a formula for-, and then show that that is the only value satisfying the above constraints.
Let m; be the multiplicative inverse dfi/n;)(mod n;), that is:

m;(mod n;) = 1
And notice that:/n; is an integer which i - - -n; 1n;,1 - - - n, SO that
m;7-(mod n;) = 0 for  j#i.

Now consider

r o= Zle rimiz-(mod n)
Then
r(mod nj) = rjmjnij(mod n;) = r;(1)

because all other terms in the sum vanisty ¢;) (mod n;) = 0fori # j, andmjnﬂj(mod n;) = (1)
by definition. That proves thatsatisfies all the identities.

To show that- is unique, there are few steps. First, for artphere are well-defined moduli, so
that

f(r)y = (ri,...,m%)

is a well-defined function. The CRT shows that for each sequence. ., r;), there is an, so the
function f must be onto (covers its range).

Sincef is onto, we can define an inverge! (ry, . .., r;.) for every element of the range. Either
these are all unique, or there must be multiple elements in each inverse. By counting, that would



mean there were more elements in the domain than the range. But the number of elements in
the domain is exactly, (number of elements ifd,,), while the number of elements in the range

is ny - - -m; Which is alson. Since domain and range are the same size, the function must be
one-to-one, implying that is unique. QED

Euler’s Totient Function

The Euler Totient functiop(n) counts the number of elements in the multiplicative gréjp

¢(n) = |73
We already know that for a prime ¢(p) = p — 1. For a generah, the totient function depends
on the prime facorization of. Suppose

no=pyteop)

then the value of the totient function is

t

¢(n) = priil(pi -1) = ”H(l —1/pi)

i=1

We wont give a proof here, butitis not hard to derive it using the inclusion/exclusion principle. An
intuitive proof is that totient function counts numbers that are not divisible by any qf;theThe
probability that a number igot divisible by p; is 1 — 1/p;, and we claim that those probabilities
are independent. So the number of elements that are not divisible by anyp6tise

t

nH(l —1/p)

=1

Order of elements and subgroups

Theorderord(a) of a group element is defined as
ord(a) = min{k|a* =1}

Example: In Z7,, we have already seen that 2 is a generator, which means it has order 10 (the size
of the group). The element 4 has order 5, because its power sequehce i 42 = 5, 43 = 9,
4* = 3, and4® = 1.

Definition: A subgroupH of a group( is a subset ofr which is also a group. The set of powers of
an elements of7 is always a subgroup @. The size of the subgroup is the order of the element,
that is:

H = {a,a? ...,a" =1}



is a subgroup and its sizedsd(a)
Proposition: The order of an element< G divides the order of the groug.

Proof: We will partition all the elements @F into subsets of size exactbyd(a). Thusord(a)|ord(G).
First let H be the subgroup generated dyThen the size off is ord(a).

Now pick any elemenk € G which is not inH. LetbH be the set of all products éfand
some element off. This set is called aoset We claim thab 4 N H = (). Suppose not, then there
is some equatiohh; = hy with hy, hs both in H. But thenb = hghl_l which impliesb € H, a
contradiction.

Now pick another elememt € G which is neither inf norbH. The seb, H is another coset.
By the above reasoning; H is disjoint from H, and it also disjoint fronbH. Suppose not, then
bohy = bho for somehy, ho € H. Thush, = bhzhl‘1 = bhs wherehs; = hzhl_l € H. But that
shows that, € bH, a contradiction.

If we continue building cosets by picking elements(othat are not in any existing cosets,
eventually we will exhaust all the elements@f At that point we will have partitioned into H
plus cosets of the form which all have sizerd(a). Thusord(a) must divide|G|.



