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Welb-search queries reveal your sensitive data

Health ballet knee problem

Finances job opportunities in west palm beach
Religion african american churches in norfolk va
Citizenship application forms us citizen

Relationships  domestic violence laws in new york city

https://trec.nist.gov/data/million.query@7.html
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Goal: Search without revealing query

“knee problem” . - Attacker
SR A (data breach)

Private
search . > SketchyCo
service o, (resale)

hopkinsmedicine.org/ AdS
health/knee-pain

Limitations: - does not hide subsequent HTTP(S) requests
- does not hide when the client makes searches
- does not guarantee correct search results



Challenges

1. Search algorithms are not “crypto friendly”

» Crypto: Boolean circuits
« Search: Random access to terabytes of data ®

2. Computing on encrypted data is expensive
» Orders of magnitude worse than computation on plaintext

3. The web is large



Tiptoe: A private web-search engine

+ Server learns no information about client’s query
unlike DuckDuckGo, Google over Tor, ...

+ Searches 364 million web pages with 2.7 seconds of latency

+ Supports image search; extensible to code, audio, video

— Search quality cannot compete with non-private search
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Tiptoe: Design ideas

1. Reduce private text search to private nearest-neighbor search
Key tool: Semantic embeddings [Osgood57, ...]

2. Reduce private nearest-neighbor search to private matrix multiplication
Key tool: Clustering to reduce communication to VN (from N)

3. Use a new fast scheme for private matrix multiplication

Key tool: Linearly homomorphic encryption with preprocessing
[HHCMVO22]
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iInner/dot product (v, v-) is large




1. Reduce private text search to private nearest-neighbor search
using semantic embeddings [osgoods7, £, MccD13, BCLT19E]

Embedding space Documents
(e.qg., vectors of 256 floats)




1. Reduce private text search to private nearest-neighbor search
using semantic embeddings [osgoods7, £, MccD13, BCLT19E]

Embedding space Documents
(e.qg., vectors of 256 floats)

(knee problem O

o (.




1. Reduce private text search to private nearest-neighbor search
using semantic embeddings [osgoods7, £, MccD13, BCLT19E]

Embedding space Documents
(e.qg., vectors of 256 floats)

(knee problem O
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Why embeddings are useful

I Reduce a messy problem (text search)
to a clean one (nearest-neighbor search)

I Can improve/optimize embeddings independently of crypto

| There are open embeddings for
text, code, images, videos, audio...

I The embedding has no effect on privacy
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|1 . Reduce private text search to private nearest-neighbor search
- Key tool: Semantic embeddings [Osgood57, ...]

2. Reduce private nearest-neighbor search to private matrix multiplication
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Preprocessing: Cluster documents



2. Reduce nearest-neighbor search to private matrix multiplication
Preprocessing: Cluster documents




2. Reduce nearest-neighbor search to private matrix multiplication
Preprocessing: Cluster documents
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2. Reduce nearest-neighbor search to private matrix multiplication

At query time: (a) find best cluster

Cluster

centroids
(20 MB)




2. Reduce nearest-neighbor search to private matrix multiplication

At query time:
(b) download scores for docs in best cluster

cluster 2 !
- 0 \
W ! The! here is itself a vector,

0 & but just think of it as an int

88



Fetching scores for the documents in the best cluster
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Fetching scores for the documents in the best cluster
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Fetching scores for the documents in the best cluster
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Fetching scores for the documents in the best cluster

With C clusters ana
length-L embeddings,
Upload: O(C - L) bytes

With N total documents,

Download: O(N/C) bytes

Balancing upload & download, 72
Total comm.: O(vNL) bytes |
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Tiptoe: Design ideas

|1 . Reduce private text search to private nearest-neighbor search
- Key tool: Semantic embeddings [Osgood57, ...]

|2. Reduce private nearest-neighbor search to private matrix multiplication

- Key tool: Clustering to reduce communication to VN (from N)

3. Use a new fast scheme for private matrix multiplication

Key tool: Linearly homomorphic encryption with preprocessing
[HHCMVO22]



3. Fast private matrix multiplication

Based in part on

joint work with:

ENIX ritv 202 Alexandra Matthew Sarah Meiklejohn Vinod
(US Security 2023) Henzinger(MIT) Hong (MIT) (Google)  Vaikuntanathan(MIT)

* Use an off-the-shelf encryption scheme that supports
applying a matrix to an encrypted vector

* Preprocess the expensive parts ! Fast to answer queries



Need:

Fast encryption scheme that supports
matrix multiplication on encrypted data.

(Olinearly homomorphicO)
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Starting point: Regev encryption

Random
matrlx

()

Message
dependent

Every entry of each
matrix IS a uint64 t

Ciphertexts are 1408!
larger than message

Assumes hardness of
learning with errors

97



Fact 1: Can apply matrix to encrypted vector

# b

/D H\

1408

Almost as cheap as

# §

applying matrix to plaintext vector
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Fact 2: Decryption is linear”
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Regev encryption for
orivate matrix multiplication
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ldea 1: Do most of the work in advance
Safe to reuse the ! matrix [PVWOS]
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|dea 1:

DO most of the work In advance
Safe to reuse the ! matrix [PVWOS]

12 MB




ldea 2: Outsource decryption to server

R

Used often in FHE schemes [BDGM19], [MDK23]
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ldea 2: Outsource decryption to server
Used often in FHE schemes [BDGM19], [MDK23]
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3. Fast private matrix multiplication
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Tiptoe: Design ideas

|1 . Reduce private text search to private nearest-neighbor search
- Key tool: Semantic embeddings [Osgood57, ...]

|2. Reduce private nearest-neighbor search to private matrix multiplication

- Key tool: Clustering to reduce communication to VN (from N)

|3. Use a new fast scheme for private matrix multiplication

- Key tool: Linearly homomorphic encryption with preprocessing
[HHCMVO22]



Architecture recap

Batch jOb Ranking service
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Architecture recap
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Related work: Private search on public data
I Coeus (SOSP’21) — Private Wikipedia search

I Similar problem, similar architecture
I They use large embeddings (64k), no clustering, slower enc. scheme

I Splinter (NSDI'17) — Private SQL queries
I Much less communication: " #%& ( on corpus of ' documents
I Two non-colluding servers, does not support full-text search

Related work: Private search on private (encrypted) data
I Some use embeddings (Zhao & Ilwaihara ’17, Aritomo et al. '19), ...
I Require per-client encoding of the data



Implementation

6,500 lines of code (Go and Python)
+ our external private information retrieval library (SimplePIR, 2300 lines)

Search quality:  MS Marco doc-rank “dev” dataset, 3.2M pages

Text search: Cleaned common crawl, 364M pages
msmarco-distilbert-base-tas-blembedding

Image search:  LAION-400M data set, 400M images
CLIP embedding (prepackaged)



Implementation

Ranking service
40) four-core machines

4 )
X 50 me T R EEE )i

> l \ oL N g
URL service Indexmg batch job
4) four-core machines ¢ GPU cluster

Client

four-core machine .... }4 ....




Tiptoe Is cheaper than state-of-the-art private search

Coeus (SOSP 21) Tiptoe Gain
Docs searched 5 million 364 million 72
Client storage - 0.3 GIB pl |
Server compute 2,580 core-s 0.4 core-s 6,450 !
Communication 10 MiB 0.15 MiB 66 !

AWS cost "1 US cent " 0.0008 US cent 1,250
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Tiptoe Is cheaper than state-of-the-art private search

Coeus (SOSP 21) Tiptoe Gain

Docs searched . \ 721

Semantic embeddings are 100! smaller| 5
than a bag-of-words representation. '

Client storage

r .

Server compute ( ?6,450 !
o TiptoeOhigh-throughput crypto tools
Communication are over10! faster than prior work. 66 !

AWS cost Clustering lets TiptoeOs communication
. . . 1,250
scale sub-linearly with the corpus size.
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TiptoeOs search executes in seconds

Text search Image search
Docs searched 364 million 400 million
System config 208 vCPUs 384 vCPUs
End-to-end latency 2.7 S 3.5s
Corm { ahead of time 42 MiB 50 MiB 1
" L at query time 15 MiB 21 MiB  [RCINORINE

_ _ critical path

Client preprocessing 34 s 35S J

Server compute 145 core-s 339 core-s
ﬁExtremely parallelizable, DRAM-bandwidth boun%ﬂ
a sets

On the Common crawl + LAION 400M dat



Preprocessing

Run on heterogeneous GPU cluster + 80-core machine

Text
364M docs
Embeddings 92 corethours
Build clusters 027
Dim. reduction + 312

cluster resizing
Crypto preproc. 50
Total time 0.013 core#sec/doc

Image
400M docs

583 corethours
1,493
290

120
0.022 coretsec/doc



Search quality is “tolerable” (s macro benchmark

ColBERT
;- 04 Best result ends up
fo € ranked 2 of 100
X303
5 ©
S & 0.2
* =
= 01 Best result ends up

ranked 10 of 100

O
O

[As embeddings improve, Tiptoe search quality will improve.]




Examples: Text search

how long before eagles get the meaning of haploid cell
feathers

A}W Home Latest Photos

All folders  Scott Maez

4 ﬁ 4‘ haploid phase =:! Table of Contents

by Lyn Arnold

® Britannica = © - [Subserive

haploid phase
biology

Eagle banding Ottawa Refuge < share
6-4-09

LEARN ABOUT THIS TOPIC in these articles:

algae

7 In algae: Reproduction and life histories

. ...of chromosomes and is called haploid, whereas in the
second stage each cell has two sets of chromosomes and is
called d1p101d When one haploid gamete fuses with another haploid gamete

W ol banding oz Ottana We&i&{a L RN A g during fertilization, the resulting combination, with two sets of chromosomes, is
\ 6-4-09 LN . -

called a zygote. Either immediately or at some...

READ MORE



Exact-string search is not as good...

/7 Massachusetts Avenue

MENU RESIDENT LOGIN APPLY NOW

MA 02476

854-3606




Examples: Image search

close up of a zebra standing brown bear
pizza sitting on on top of a lush standing 1in
top of a plate green field front of a tree

shutterstock - 729088339



Demo?



Many other optimizations
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Many other optimizations
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Many other optimizations

S 0.40 -

© 0.35 - | | &
 0.30 - No clustering Q)Qz

< 0.25 -

= + multiple cluster
£ 0.20 -+ + URL Ip

c_jts 0.15 - locality assignment
2 .

§ 0.10 - + clustering H &+ —

8 0.05 - + URL chunking

o 0.00 | I | | |

10GIB 1GIB 100MiIB 10MIB 1MIB
Communication



Ongoing work

Increase server throughput
" DRAM bandwidth is the bottleneck
" Answering queries in batches (+GPUSs) should help

Improve search quality
" Better clustering strategy
" Handle exact searches (“77 Massachusetts Ave, Cambridge”)

Reduce communication

" Easy with two non-colluding search providers
" With a single server?



Tiptoe: Private web search

| Search over 364M webpages with 2.7 seconds of latency

| “Best-possible” privacy
Revealno informationabout your query to the search engine

Web search is just one application of these tools:

Il Embeddings turn messy computations into simple/linear ones
I lt's now cheap to do matrix-vector product under encryption

l What else is possible”?
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Tiptoe: Private web search
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Background: Learning-with-errors problem

It is hard to solve noisy systems of linear equations modulo 2%%

(Regev 2005)
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Background: Learning-with-errors problem

It is hard to solve noisy systems of linear equations modulo 2%%
(Regev 2005)

( Y Computationally
i / \ i indistinguishable
! ' from random,
'\ L/ i under the LWE
1 - I assumption

144



Regev’s secret-key encryption scheme

LI




Regev’s secret-key encryption scheme

To decrypt (#94) given ', compute:
Vot #

/D H\ ;.(#("jﬁm(*'“#"
\ L/

Can apply matrix O to encrypted vector:
(099 + (0#)’
- 0%+ #')/1 0,.
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