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How about modulo a big prime?

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 10 17 18 19 20 21 22 23 24 25 26 2
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How about modulo a big prime?

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 10 17 18 19 20 21 22 23 24 25 26 2

Y LY IN LY LY IN DY LY YDV INININININ DY IN DY LY LY NN NN YN

35



Recall: Legendre symbols

Legendre symbol of x modulo prime p...

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 10 17 18 19 20 21 22 23 24 25 26 2

1110122 f1j2]1ala-1f1f-2-1f201)1f102]1]-1]-1)-1-1]1 -1

pm—

S —

1 if x has asquare root modp
“quadratic residue”

—1 ifx has no square root modp

“quadratic non-residue”
36



Legendre sequences have nice statistical properties

For every prime p, if you pick x at random...

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 10 17 18 19 20 21 22 23 24 25 26 2

1110122 f1j2]1al1-1f1f-2-1f201)1f102]1]-1]-1)-1-1]1 -1
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Legendre sequences have nice statistical properties

For every prime p, if you pick x at random...

/8 9 10 11 12 13 14 15 10 17 18 19 20 21 22 23 24 25 26 2

3 .4
III 1101020202 01]-1)-1-101020-2102]2]1)-1]-1-11-11]-1]-

B wﬁ
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Legendre sequences have nice statistical properties

For every prime p, if you pick x at random...

1 2 3.4.5 6.72..2.9 10 11 12 13 14 15 10 17 18 19 20 21 22 23 24 25 26 2

BHEE B 32 1010110110102 0-1{2]2]1]-1]-1-11-1]1]-1]-

B |

wp.2+0(2)

(Aladov 1896)
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Legendre sequences have nice statistical properties

For every prime p, if you pick x at random...

1 2 3.4.5 6.72.2.9 10 1112223415 10 17 18 19 20 21 22 23 24 25 26 2

BHEE B 32 111 111)-1/101[2]-1]-2)-1-1/1 -1

[ w.p?j Wp ++0(5)]

(Davenport 1931)

wp. : +a()]

(Aladov 1896)
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Legendre sequences have nice statistical properties

For every prime p, if you pick x at random...

1 2 3.4.5 6.72.2.9 10 1112223415 10 17.1R.10.20.21 .27 23 24 25 26 2

BHEE B 32 111 1111 1-1-1]10-1]-

(Daven port 1 931

p. - +0 L ¥ 1 wp—+0(@)

(Aladov 1896) (Peralta 1990)
Arbitrary strlng of £ symbols

.wp/\j/ Wp +0(¢)J
w.
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Legendre sequences have nice cryptographic properties?

Damgard’s Candidate PRG (1988):
Seed: — A A-bit prime p and
— a random starting point x € Z,

Output: [(22),(22) ... (=2)| e -1y

p p p
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Legendre sequences have nice cryptographic properties?

Damgard’s Candidate PRG (1988):
Seed: — A A-bit prime p and ]_ 23 bits
— a random starting point x € Z,

output:  [(£22),(522) ., (28] 100 101
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Legendre sequences have nice cryptographic properties?

Damgard’s Candidate PRG (1988):
Seed: — A A-bit prime p and ]_ 23 bits
— a random starting point x € Z,

output:  [(£22),(£22) ., (28] e 100 101

[ Efficiently computable via (5) = x 2 mod p}
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Many generalizations

Public prime — Used in MPC settings
Include prime modulus as part of output

Composite modulus
Using Jacobi symbols instead of Legendre symbols

Other primitives
One-way function, pseudorandom function

45



What makes the Legendre PRG interesting?

1. Strong security properties

* Best attacks run in exponential time oo esuveo ikeo), mzen, shszs
» For constant advantage, brute-force search is the best known (?)

* No subexponential quantum attacks either sqc o oz, o106, Fs21)
= Rare (?) in the world of number-theoretic crypto!

2. No known relation to existing assumptions

3. Public-prime variant: MPC-friendliness
* This talk: Secret-prime variant

46
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Theorem.

Under the quadratic-residuosity assumption,
the Legendre PRG with random offsets is secure.

+ First result on cryptographic properties of Legendre patterns (?)
QR is a factoring assumption but construction has no composites

— Does not answer Damgard’s question (about consecutive offsets)
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Theorem.

Under the quadratic-residuosity assumption,
the Legendre PRG with random offsets is secure.

+ First result on cryptographic properties of Legendre patterns (?)
QR is a factoring assumption but construction has no composites

— Does not answer Damgard’s question (about consecutive offsets)
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Legendre PRG with random offsets

On security parameter A, £ = poly(1), and random aq, ..., a; € {1, ..., 234}

Seed:

Output: Ly, 4,(p,x) = [(x+a1), (x+a2),(x+a3),

(1) A-bit prime p

(2) starting point x € Z,,

Security:

A

§
(a» La(p, x)) :

\

p p

p <p Primes) )
X g Ly

1

p

ac—gf1,.,24)

xX+ay

p

)] € (1,1}




Theorem.

Under the quadratic-residuosity assumption,
the Legendre PRG with random offsets is secure.

Proof idea:
1. QR hard = “Legendre-distinguishing problem” hard
2. “Legendre-distinguishing problem” hard = Legendre PRG secure
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Proof Step 1:

QR = Legendre distinguishing is hard

QR Problem [Gms2]
» Given RSA modulus N = pgand value z € Jy ie, (%)(%)=1

» Distinguish: (%) = (g) =1 from (g) = (2) = —1
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Proof Step 1:

QR = Legendre distinguishing is hard

QR Problem [Gms2]
» Given RSA modulus N = pgand value z € Jy ie, (%)(%)=1

» Distinguish: (%) = (g) =1 from @ - (2)

Legendre-Distinguishing Problem (this paper)
* Given RSA modulus N, value z € Zy, and bit g € {—1,1}

* Distinguish: [ = (—) from f random in {—1,1}

|
I
p—
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Proof Step 1:

QR = Legendre distinguishing is hard

QR Problem [Gms2]
» Given RSA modulus N = pgand value z € Jy ie, (%)(%)=1

» Distinguish: (%) = (g) =1 from @ - (2)

Legendre-Distinguishing Problem (this paper)
* Given RSA modulus N, value z € Zy, and bit g € {—1,1}

* Distinguish: [ = (—) from f random in {—1,1}
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Yao

54



Proof Step 1:

QR = Legendre distinguishing is hard

QR Problem [Gms2]
» Given RSA modulus N = pgand value z € Jy ie, (%)(%)=1

» Distinguish: (%) = (g) =1 from @ - (2)

Legendre-Distinguishing Problem (this paper)
* Given RSA modulus N, value z € Zy, and bit g € {—1,1}

* Distinguish: [ = (—) from f random in {—1,1}

p
Looks PRG-ish! .

|
I
p—

Following
Yao




Proof Step 2:

Legendre distinguishing is hard = PRG is secure

Idea: Plant ¥ Legendre-distinguishing challenges
into Legendre PRG offsets q;

Mechanics:

 Given challenge (z4, ...,2z,) € Zy, B4, ..., By € {0,1}
31
« Choose random x € {0, ...,2%}, 1y, .., 15 € {1, 27}

eForie|[f],set a; < (r;-N+ 2z —x)
* Qutput Legendre PRG instance (aq, ..., a,), (B4, ..., B7)
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Proof Step 2:

Legendre distinguishing is hard = PRG is secure

Idea: Plant ¥ Legendre-distinguishing challenges
into Legendre PRG offsets q;

Mechanics:

 Given challenge (z4, ...,2z,) € Zy, B4, ..., By € {0,1}
31
« Choose random x € {0, ...,2%}, 1y, .., 15 € {1, 27}

’FOFiE['E],Set Cll'(—(?"i'N‘l'Zi—X)

Look random (by noise-

* Output Legendre PRG instance (a4, ..., i -
smudging argument)




Theorem.

Under the quadratic-residuosity assumption,
the Legendre PRG with random offsets is secure.

Proof idea:
1. QR hard = “Legendre-distinguishing problem” hard
2. “Legendre-distinguishing problem” hard = Legendre PRG secure
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Open questions

Attacks: All interesting even in public-prime setting

* Sub-exponential time classical attack on Legendre PRG/PRF?
(Smells like there should be an index-calculus attack...)

Constructive:

* A “clean” proof of knowledge for preimage of PRG?
(Schnorr-like protocol would give a slick PQ signature)
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