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Abstract—Modern IoT prototyping platforms fall short in
terms of energy efficiency, connectivity and software programming practices. We present the design of a new hardware and
software platform that addresses these shortcomings by bringing
together Mobile, Wearable, Maker and Wireless Sensor Network
technologies to enable rapid prototyping with a high degree of
synergy and energy efficiency. This is achieved in part by leveraging the Memory Protection Unit on modern microcontrollers
along with a novel syscall interface to provide kernel / user
isolation and a clean concurrency model. Such a design allows a
wide range of languages to be used for application development
without significant adaptation. We demonstrate how careful
choice of application language allows the naturally asynchronous
nature of embedded programming to be expressed cleanly and
powerfully. Finally we evaluate the platform in several integrated
use cases, providing examples of the capabilities introduced by
Synergy.

I. I NTRODUCTION
Significant hardware innovation has occurred recently under
the IoT banner, particularly in the Maker domain around
Arduino and mbed platforms. There has been a move towards more powerful processors offering a wider array of
peripherals, with the necessary ease of use being provided by
software abstractions, rather than the intrinsic simplicity of 8bit processors used by earlier hobbyist prototyping platforms.
Despite this shift, however, the emphasis remains largely on
producing stand-alone devices with poor power characteristics,
weak software architecture, communication as an add-on, and
little to no concurrency. As design for the Internet of Things
takes the foreground, the question of how to resolve these
shortcomings must be addressed. This paper argues that a
solution can be found in the unification of several fields,
with their associated best practices, and we present a bottomup platform design that achieves this synergy, by holistic
hardware and firmware design.
The problem of energy efficiency, communication and concurrency in embedded networked systems has long been at
the heart of wireless embedded sensor network design. Here,
important guidelines such as idle power, duty cycle and
wake-up times are well established [27][16]. The community
reached an important plateau in the 2004-8 time frame with
hardware devices stabilizing around 16-bit microcontrollers,
IEEE 802.15.4 radio modules and robust routing protocols.
The issue of connectivity was addressed by many innovations
in routing that became incorporated into an IETF standard[20],
[33]. The energy cost of communications was addressed
by idle listening mechanisms that were incorporated in the

IEEE 802.15.4E/G standards. For the most part, any problem
demanding energy efficiency resulted in a design resembling
that of the prototypical energy-efficient mote: the Mica [19].
Independently, the question of how to interface with humans
has seen an explosion of innovation with smartphones and
wearables becoming ubiquitous in consumer settings, relying
on recent improvements to Bluetooth (Bluetooth Low Energy
or Bluetooth Smart[3]) to provide a wireless peripheral link
between them.
Again, completely independently, the issue of taming large
asynchronous systems in software design has fueled innovation
in the web services arena with frameworks introducing patterns
for asynchronous programming that offer alternatives to the
classic events versus threads debate, particularly await from
c# and node.js.
After several generations, embedded 32-bit microcontrollers
recently obtained the idle power and fast wake-up characteristics needed to unify these disparate domains, and in doing
so resolve the problems faced by modern IoT development
platforms. It is now possible to construct a highly capable
system following the best practices of the Maker domain,
while retaining a low power profile that rivals the best-in-class
of the wireless sensor networks domain. The additional computational resources allow for novel software abstractions that
simplify energy efficient asynchronous program development,
and provide a unified API for both BLE and IP over 802.15.4.
A high level overview of the study is presented by Figure 1,
which also provides a framework for the contributions of the
work. At the core is a new module, Storm, that incorporates
the first generation of ARM Cortex M4 to concurrently
achieve mote-class power characteristics and modern Makerclass computation and peripheral capabilities. Storm combines
this with a state-of-the-art LoWPAN radio and flash. Besides
processing power and storage, such modern MCUs bring
certain systems aspects of microprocessors into the embedded
domain, particularly memory protection, but in a distinct form;
for example, there is no MMU.
Drawing on these advances, we develop a true system kernel
based on TinyOS [25], with the embedded application in a
distinct protection domain, dynamically loaded independent
of the kernel, and interacting with it via syscalls. This allows
an investigation of a novel syscall interface that projects
structured event driven programming into the application tier,
while allowing tight low-level real-time processing without the
complexity and overhead of preemptive threads.

