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Problem/Opportunity

The security of networked computers remains a critical issue for electronic commerce.  Administrators of computer networks can never be completely sure that systems and data haven’t been compromised.  They will always require the ability to analyze and audit past events (including authorized and unauthorized access to system and network resources).  Therefore stringent and secure logging and continuous off-line auditing of a system’s transactional information will remain key to prudent data protection.  System and transaction logs are a critical part of the security process.

Traditionally, the UNIX "syslog" network protocol has been used to log messages sent between computers.  This protocol, originally designed in the early 1970s, has numerous well-known problems, e.g. data will be lost under heavy system or network load.  A total lack of data integrity in the protocol allows an attacker to inject false data into a system log. Microsoft's event logging protocols have similar problems.

The Next Generation Internet (NGI) will exacerbate these issues due to order-of-magnitude increases in network capacities and data flows. The resulting increase in transaction counts per second (e.g. web "hits" and other computer-to-computer interactions) will be enormous, requiring the use of large clusters of hosts to accommodate e-commerce and other requirements. Current logging technology is totally inadequate for the NGI.

Approach

The San Diego Supercomputer Center will address this critical NGI security issue. It will produce the first high-quality, high-performance implementation of the 

Draft Internet Engineering Task Force (IETF) standard for a new syslog protocol.   To date, there are no complete implementations of this draft standard.  

Writing a high-quality implementation will help the standards effort and speed adoption by industry, including "high-leverage" groups, such as key software vendors.  Easing the adoption of these standards by software vendors will automatically enable adoption by all their customers.  This provides great leverage in improving security and auditing across the entire on-line community of businesses and organizations.

San Diego Supercomputer Center, UCSD

The San Diego Supercomputer Center is a National Laboratory for Computational Science and Engineering. Its mission is to provide world leadership in advancing knowledge through the development and application of advanced computing technologies.

SDSC's 250 staff members have expertise in computational science research and the development and integration of high-performance computing technologies. The scientific staff specializes in biology, biomedicine, bioinformatics, chemistry, and environmental sciences. Technology researchers focus on scalable parallel and distributed computing, data-intensive computing, applied network research, scientific visualization, and security.

Contact Information

To find out more about UCSD’s Supercomputer Center,  (www.sdsc.edu) and its NGI Application project please contact Tom Perrine at (858) 534-8328 or tep@sdsc.edu, or Philip Andrews at (858) 822-0940 or andrews@yamato.sdsc.edu.

For more information on CommerceNet’s Next Generation Internet Application program please contact Molly Petrick at (408) 446-1260 x234 or molly@commerce.net, or Richard Jullig at (408) 446-1260 x286 or richard@commerce.net.
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