1Pay-Per-Use Services:Efficient, Lightweight Transactions in the Post—PC EraMike Chen and Andrew GewekeComputer Science DivisionDepartment of Electrical Engineering and Computer ScienceThe University of California, Berkeley{ mikechen, geweke }@cs.berkeley.eduAbstract. We define a subset of everydayfinancial transactions that involves low-cost,simple exchanges of goods or services formoney; these �pay-per-use� services, we argue,are poorly served by existing electronic-payment infrastructures. We outline thedesirable properties, both security-consciousand otherwise, that a new paymentinfrastructure should have. We then introduce anew payment model and protocol, using a hand-held computer (the 3Com Palm III) to provideuser authentication. We demonstrate that theprotocol achieves the goals set forth previously,and analyze its security. Finally, we concludewith experiences gleaned from ourimplementation and outline some futuredirections.1 IntroductionLiterally millions, if not billions, of small-scalefinancial transactions occur every day: peoplebuy lunch, a Coke, dry-cleaning service, orgasoline. These transactions are almostuniformly small, paid for with cash, and involvea simple exchange of goods for money.While there is a well-built, well-understoodinfrastructure for all-electronic payment oflarger items˚� credit and ATM cards being thetypical methods of payment˚� thisinfrastructure proves to be too heavyweight forsmall transactions. Gas stations typically chargean additional $0.25 (US) for the use of an ATMcard, and up to 4% for the use of a credit card(except where prohibited by law); these fees,while perhaps acceptable for a $10—$20 gasolinepurchase, become unacceptable for a $0.75 Coke.At the same time, handheld, wireless computingis starting to become a reality. As computers like3Com�s Pilot and Microsoft�s Palm PC becomeincreasingly affordable and popular, an entirenew generation of applications is enabled, and anew stage in ubiquitous computing unfolds. Thekey advance made by these �devices� is thatthey are sufficiently portable to be carriedaround on a personal level, yet powerful enoughto �tie in� to the computing infrastructure: theyact as the user�s portal onto the world of servicesprovided by more powerful computers and theInternet.We, then, demonstrate how these new handhelddevices can be used to provide the necessarylightweight transactions required for small, day-to-day �pay-per-use� purchases. We haveconstructed a working prototype of a system inwhich the device is used to securely issuepayment for goods. The system usescryptography to provide security to both theconsumer and the merchant of the transaction,and is efficient enough to use in transactionsinvolving quite small amounts of money, downto even a few U.S. cents.2 ProblemWe consider now the exact definition of ourproblem more carefully. We will use a simplemodel in which there are three parties involved:¥The Customer, who wishes to purchase agood or service;¥The Merchant, who provides the good orservice and accepts payment;¥The Bank, which holds accounts for thecustomer and merchant.A fourth party is introduced later˚� for ourspecific protocol˚� to aid in verification of the

2merchant�s trustworthiness, but this fourthparty is not part of the fundamental model ofthe problem.This model is typical of a great number of pay-per-use services, and is what is used in the realworld on a day-to-day basis: the customer andmerchant, obviously, must be present˚� that is,there must be a buyer and a seller˚� and thebank, although not always so obvious, is indeedpresent whenever a transaction is conducted. Incredit-card or ATM-card transactions, thebank˚� the customer�s bank, in this case˚� isused to verify the customer�s identity and meansof payment. In cash transactions, the bank˚� theU.S. central bank, for example˚� is used toguarantee payment by issuing unforgeable cash.Given these three parties, there are severalimportant details of their interaction:Trust. Trust is a critical issue in any security-conscious system. In our system, we have threepotential trust relationships, of which two areassumed to be in place. We assume that thecustomer and the merchant both trust the bank,while we assume no trust between the customerand the merchant. These relationships of trustseem reasonable; the merchant and customermust trust the bank because, after all, the bankhas their money. However, the merchant andcustomer need not trust each other˚� andperhaps are actually quite competitive with eachother, as the merchant wants the goods to besold for a high price, while the customer wantsthem for as low a price as possible.Connectivity. In the model, we assume that themerchant has �good connectivity� to the bank˚�basically, the ability to communicate smallamounts of information in real-time to the bank.We make this assumption because it is a basicrequirement of all such systems: assuming thatthe customer�s bank account must be keptconsistent (that is, it must not get overdrawn), ifconnectivity to the bank is lost, the systemcannot continue operation. We do not assumeconnectivity of the customer; that is, except forthe customer�s ability to communicate with themerchant at the point and time of sale, thecustomer need not have reliable connections toanyone.Computation. The amount of computing poweravailable to the parties involved determines thecryptographic operations available to them. Forour system, we have a somewhat ad hocdefinition of computational power that simplycorresponds to the actual power available to usexperimentally: the device has about 10 MIPSand well less than 1 MFLOP of power available,while the merchant and bank have over 100MIPS and 100 MFLOPS of computationavailable to them. This is in line with theassumption that the merchant and bank arefixed locations, with computational powerequivalent to that of today�s desktop PC, whilethe customer only has access to a portabledevice like a Palm III or a Palm PC.Notably, the computational power we expectfrom the customer�s device prohibitsasymmetric (public-key) cryptography, as it issimply too slow [#]. However, symmetric(secret-key) cryptography is fast enough to runon the device, and we use this to our advantagebelow.3 Security and PrivacyRequirementsExtreme care must be taken when constructing asystem that is used for financial transactions, asthe very nature of such a system providessubstantial reward for those who can attack itsuccessfully. Before designing the actualprotocol to be used by such a system, we mustdetermine the types of security to be enforced:Guarantee of Payment. The most obvious sortof security to be provided by the system is aguarantee of payment to the merchant. That is,when the customer indicates to the merchant hisor her desire to make a purchase, the merchantmust be guaranteed that the he or she willreceive the funds promised by the customer. In atraditional system, this is done by usingunforgeable banknotes from a central bank, orby verifying payment in real time with thecustomer�s bank (as is done when using a credit-or ATM-card). It is interesting to note thatalthough we desire a complete guarantee ofpayment, traditional credit or ATM-cardsystems cannot make this guarantee: because ofintroduced latencies and lack of completeconnectivity, one can overdraw an ATM-cardaccount or exceed the credit limit on a creditcard.Authentication of Merchant. Equally important,but considerably less obvious, is the verificationof the merchant�s identity to the customer: thecustomer must know that he or she is indeeddealing with the merchant that is expected.Without this guarantee, the customer can be

3tricked into delivering payment to a third partyor an attacker.This guarantee of security may seem foreignwhen compared with real-world financialtransactions. This is due to its implicit, ratherthan explicit, presence in such transactions: theauthentication of the merchant�s identity andtrustworthiness for transactions is accomplishedwith a combination of brand identity anddifficult-to-forge physical objects˚�˚like largesigns, buildings, and uniforms demonstratingthe merchant�s identity. These objects, which areboth difficult and, typically, illegal to forge,demonstrate the merchant�s identity, and brandidentity demonstrates that merchant�strustworthiness in financial transactions.In the world of secure electronic transactions,the merchant�s identity and trustworthinessmust be proved by external means. The premisethat the merchant�s identity is proved bydifficult-to-forge objects is irrelevant whenpurchasing goods or services remotely, andsome objects˚�˚like vending machines˚� simplyare not terribly difficult to forge. Further, brandidentity is only useful for merchants that areubiquitous enough to have a pre-establishedpresence in the consumer�s mind; when dealingwith new merchants, brand identity is of no use.Thus, electronic transactions must provide someother route to authentication of the merchant.Privacy. A subsidiary, but equally important,consideration is that of privacy: no party to thetransaction should know more than is necessaryto complete the transaction. For example,despite existing practice, it is unnecessary forthe customer to reveal his or her identity to themerchant˚� the merchant only needs to knowthat payment is being made, not from whom itcomes. Similarly, the bank, although trusted,need not know what the customer purchased.While privacy is an important goal, we maysubjugate this goal to that of security whennecessary˚� it is not critical for the system tofunction. Privacy rights may, after all, are moreeasily upheld than security at the political layersof a system.4 Additional GoalsThere are several additional goals we had whenconstructing our system:Management. A key requirement for financialsystems is manageability: there can always beattacks on the system from a higher layer (suchas the merchant claiming that the goods havebeen delivered when, in fact, they have not); thisdemands the ability to reconstruct all recordsassociated with a transaction, at some time inthe future. This provides audit and tracinginformation for out-of-band management andhigher-order management functions. Notably,manageability considerations in a system areoften at odds with privacy; the easiestmanagement occurs when all parties havecomplete knowledge of the all the details of thetransaction.Efficiency. We desire a system that is efficient incost. When making small purchases˚� from afew U.S. cents to a few tens of dollars˚� anoverhead of even ten cents can have seriouseffects on the usability of the system. ATM cardsappear to have a net cost to the merchant ofabout a quarter; this is the amount often chargedback to the consumer in price-sensitivesituations like gasoline sales.Speed. We would like our system to be quick;indeed, it must be fast enough that it is usablefor the quickest of transactions˚� a purchasefrom a vending machine or from a conveniencestore. This demands response times in the sub-second range, and optimally around a fewtenths of a second. As response times increase,the delay becomes aggravating to the consumerand will make consumers tend to eschew use ofthe system.5 Protocol and SystemDesignWe present our protocol design below. The threeparties to the transaction are the customer, atleft; the merchant, in the middle; and the bank,at right. The customer communicates only withthe merchant; the merchant acts as a proxy,passing the critical financial information on tothe bank and receiving confirmation of itssuccess.We have introduced a fourth party, albeit onewho is not directly involved, into the design ofour system. This trusted fourth party isresponsible for certifying the trustworthiness ofmerchants: by signing the public key of amerchant, this fourth party asserts that themerchant can be trusted to, upon receipt of

4payment, deliver goods or services, and to settledisputes in an agreed-upon manner.Below, we detail the important features of theprotocol:Key Management. Because the customer�sdevice lacks sufficient computational power forasymmetric cryptography, we must usesymmetric cryptography for any secure datagenerated by the customer. In our protocol, thecustomer shares a secret key, SA, with the bank.We believe this to be reasonable because thebank must already be entrusted with thecustomer�s money, and thus is trustable with thesecret key used solely to manipulate that money.The merchant and bank, by contrast, haveplenty of computational power available andthus can use asymmetric cryptography withease. Thus, the merchant is issued apublic—private key pair (KM, KM—1), and thebank is issued a private—public key pair, (KB,KB—1).Finally, the trusted fourth party˚� the certifierof merchants˚� also has a public—private keypair, (KT, KT—1).Key Distribution. Key distribution is an issue inany cryptosystem; the use of symmetric-keycryptography only heightens its importancefurther.The distribution of a secret key from the bank tothe customer�s device must be done every fewmonths in a secure manner. We do not directlysolve this problem in our protocol, but rathernote that there are existing solutions˚� from aphysically secure, trusted area where keytransfer can take place to simply encrypting thekey with a passphrase known only to the bankand customer.The public keys used by the bank, merchant,and trusted fourth party may be distributedamong those parties by any number of differentPKI systems. Again, this is an issue with severalwell-known solutions, and we do not attempt toaddress it further here.Finally, the customer must somehow acquire acopy of the trusted fourth party�s public key. Weassume that this is done by, again, knownmethods; for example, the bank can send to thecustomer the public key along with a MACgenerated using the secret key that it shares withthe customer.Link Encryption. Link encryption providesauthentication and secrecy of messages, andthus is, in general, a very desirable thing tohave. However, link encryption is difficult toaccomplish without using asymmetriccryptography. In particular, encryption of thecustomer—merchant link in our protocol is notpossible, because the customer�s device is not

powerful enough to use asymmetriccryptography, and the customer and merchantdo not, in general, share any secrets.However, we assume that allcommunications between the merchant andbank are made using full link encryption.Because both parties are powerful enough to useasymmetric cryptography, it is relatively trivialto set up an encrypted link (such as an SSLconnection) between them.Protocol Steps. Below, we summarize the stepsof the protocol. Analysis of the security andprivacy aspects of the protocol is delayed to thenext section.Greeting and Merchant Authenticationthe initial query, the merchant sends acertificate, signed by the trusted fourthparty, containing his or her identity, theidentity of the trusted fourth party, and anyfurther details pertinent to a full descriptionof the merchant (such as location).Because the customer has a copy of thetrusted fourth party�s public key, thecustomer can verify the authenticity of thiscertificate. The customer�s device displaysthis certificate to the customer, requiring thecustomer to confirm that the data in thecertificate matches the actual location andname of the merchant with whom thecustomer believes he or she is dealing.Item Selection, Check Generation. After anexchange in which the customer is given achance to select the desired product, thecustomer generates a �check�.The check is the single most critical piece ofthe entire system. It represents almostexactly the same data as a traditional papercheck: the identity of the customer, theidentity of the merchant (payee), the amountto be paid, and a nonce or check sequencenumber (used to avoid replay attacks). Amessage authentication code (MAC) for thecheck is generated using the customer�sshared secret, and the entire bundle is thenencrypted using the customer�s sharedsecret.Check Transfer and Forwarding. Becausethe merchant does not share the customer�ssecret, he or she cannot decrypt the check.Instead, the merchant merely forwards thecheck on to the bank over a secure link.Funds Transfer and Verification. The bank,upon receipt of the check, decrypts it,verifies the MAC, and makes the requestedtransfer. It then creates a verificationstatement containing the amount transferredand the account to which it was transferred,signs the statement using its private key,and sends the statement back to themerchant.Transfer Verification and TransactionCompletion. The merchant can verify thefunds transfer verification, because he or shehas access to the bank�s public key. Afterverifying that he or she has receivedpayment, the merchant gives the requestedgoods or services to the customer, and thetransaction is complete.Now that the protocol has been outlined, weconsider how it fulfills the goals set forth inprevious sections.Guarantee of Payment. This system provides anincontrovertible guarantee of payment to themerchant. Fundamentally, the bank issues theguarantee of payment to the merchant, not thecustomer; because the merchant trusts the bank(and indeed has an account with the bank), thesigned statement by the bank that the merchanthas been paid is as true a promise as themerchant can possibly get that funds have beenpaid. Neither the customer nor a malevolentoutsider cannot forge the statement, as he or shedoes not have access to the bank�s private key;neither can an outsider replay a verificationstatement, because each contains a uniquetransaction ID and can only be used once.Authentication of Merchant. It is in theauthentication of the merchant that the mostsubtle, and thus the most dangerous, protocolspecifics are involved. The merchant sends acertificate, signed by the trusted fourth party, tothe customer, who can verify its authenticity.However, because there is no link encryption,there is no way to guarantee that the customer isspeaking to the merchant described in thecertificate (or, indeed, that the customer isspeaking with the same party throughout thetransaction). However, the check that thecustomer issues is based only upon the signedinformation in the certificate.

It is here that the trusted fourth-party signercomes into play: the signing of a certificate bythe fourth party is an indication that themerchant listed on that certificate can be trustedto correctly handle electronic transactions. Amalevolent outsider can only substitute oneexisting certificate for another; new certificatescannot be forged from whole cloth. Thus, anoutsider can only cause the customer to sendfunds to a different, but still trusted, merchant;this second merchant can be trusted, then, toreturn the funds to their rightful owner once theerror is discovered (which will be immediately,when the verification from the bank is eithernever received or contains the wrong payee).It is clear that a real-time, authenticated linkbetween the customer and merchant is highlydesirable: by connecting the portions of thetransaction together and ensuring that thecustomer is actually speaking with the merchantnamed in the certificate, diversion of funds isimpossible and greater security is achieved.However, without a (as-of-yet-nonexistent)secure secret-key distribution system, thisrequires asymmetric cryptography˚� which iscurrently beyond the reasonable computationalpower of our small device.Privacy. In our current system, the followingknowledge is imparted to the various parties:The Customer knows the merchant�s identity,the product purchased, and the cost of theproduct, all of which are desirableThe Merchant knows the product purchasedand the cost, both of which are desirableThe Bank knows the customer�s identity, themerchant�s identity, and the amount transferred.All three are necessary in an account-basedsystem, and, because the bank is trusted withfunds, one can assume that it can be trusted notto reveal this information. Still, the fact that thebank knows all this information is less thandesirable; we cannot solve this problem,however, without the use of electronic cash(ecash), which was beyond the means of thisproject in its limited time.A malevolent outsider only learns the productpurchased (it is sent in cleartext to themerchant), and the few things that can belearned via traffic analysis (specifically, the factthat the merchant was involved in atransaction˚� but not, importantly, thecustomer�s identity). Without link encryption,the outsider cannot be prevented from knowingthe product purchased, and prevention of trafficanalysis is well beyond the scope of this paper.Management. Management of transactionalinformation can be achieved rather easily byusing the transaction ID that is attached to allcommunications. If each party can be trusted toreveal correct information˚� which is a basicrequirement for all such management˚� theinformation can be indexed and assembledusing the transaction ID, and thus the entirepattern of communication and modifications canbe traced.Efficiency. Each party in this system is able tohandle a great number of these transactionsusing few resources, thus enabling efficientimplementations. The customer need onlyperform a basic MAC (hashing) and encryptionalgorithm; using fast symmetric-key encryptionalgorithms such as Blowfish or Twofish, this canbe done with a minimum of processing power.The merchant need only perform a singlepublic-key signature verification, which is quitecheap in terms of processing power. Themerchant also needs to receive and forward thecheck on to the bank; as the check is likely to beconsiderably less than 1 KByte in length, this canbe done using a standard analog modem orother such device. The bank, finally, need onlyperform a symmetric-key decryption and MACcheck, both of which are fast; modify its internalstate; and generate a short signed message toreturn to the merchant. All of these should berelatively trivial, especially in comparison withthe amount of hardware a bank is likely to beable to provide.However, there is yet one more factor thatcontributes to the efficiency of the system: byactually guaranteeing payment to the merchantby maintaining consistency of the customer�sbank account, there is no room for customers tooverdraft or intentionally defraud the bank ormerchant. This is a source of the fees incurred bytraditional ATM cards, and one that can beeliminated in our system.Speed. Our system has the potential to workvery quickly, even using cheap hardware. Thecritical path involves an encryption/decryptionand MAC creation/verification of thecheck˚�˚all of which will be very fast, becausethe check is typically less than 512 bytes long;the signing and signature verification of thefunds-transfer verification notice, which isslower but nonetheless still plenty fast onmodern hardware; and four communication

hops, two each from customer to merchant andfrom merchant to bank.Using even cheap, commodity hardware,implementations of this system should have around-trip time in the low hundreds ofmilliseconds, ensuring adequate response timefor the customer.We have implemented this system on a smalltestbed to ensure its practicality and verify thedesign. Our hardware consisted of 3Com�s PalmIII (and the identical IBM Workpad) for thedevices; the merchant and bank wereimplemented as Java programs˚� specifically,iSpace services in the Ninja internet-servicesarchitecture [#]. Communications between thedevice and merchant service were accomplishedusing the Palm III�s built-in serial port; in futureimplementations we expect to use the built-ininfrared communications port for greater ease ofuse.While implementation efforts cannot prove thesecurity of the protocol, they can demonstratethe basic viability of the architecture. We believeour implementation did exactly that: weachieved a working prototype that implementedthe important parts of the architecture and wassufficiently efficient and quick to use in real-world situations.Efficiency and Speed. While many securityaspects of secure systems cannot bedemonstrated to be valid by implementation,some of the non-security-critical aspects can beso demonstrated. In particular, ourimplementation showed that the protocolinvolved can be implemented efficiently andwith a very low latency. While measuringquantitative speed proved to be too difficult inthe time allotted, the transaction appeared to theuser to be accomplished nearly instantaneously.Indeed, the slowest part of the transaction wasthe encryption and MAC generation for thecheck on the device, and even this was barelyperceptible. Future advances in low-powerhardware will decrease this speed further.Beyond the stated goals, there were severaladditional interesting results of ourimplementation efforts:Validation of the Ninja model. Although it isnot the primary focus of this paper, we believethat our implementation nicely validated theNinja model of the world. In particular, thedevices we used were easily connected to theiSpace world of the bank and merchant, usingthe merchant itself as an �active proxy�. It is alsointeresting that the merchant acted both as atransaction participant and as an �active proxy�.Creation of Infrastructure. During ourimplementation efforts, it became obvious thatsubstantial effort was expended on problemsorthogonal to the main cryptosystem: generationand parsing of communications between thedevice and merchant, key distribution to thedevice, and so forth. As it became evident thatthese problems would accompany any suchsystem, we generalized the solutions sufficientlyto provide a quicker implementation effort toany following researchers. The specifics of theseefforts are, again, beyond the scope of thispaper, but we intend for our implementation tobe a valuable framework for any similarcryptosystems˚� and, indeed, any systems witha similar combination of devices and basesystems.Low-cost, pay-per-use services are an area ofelectronic commerce that can benefit from theefficiency, security, and speed of a lightweightframework for such commerce. Suchframeworks have security goals in common withtraditional electronic commerce, yet have anoverall set of goals and constraints somewhatdifferent. By tailoring a protocol specifically tothese lightweight, pay-per-use services, we canachieve a high degree of security whilemaintaining overhead˚�˚financial andtemporal˚�˚low enough to permit the system�suse for very small transactions.The coming era of ubiquitous computing opensan entirely new potential space for users, butalso poses some new challenges. Specifically, wefind that while it enables the use of hand-helddevices˚�˚like the Pilot˚� to carry outlightweight, pay-per-use services, it also posessecurity challenges due to its inability to carryout operations in asymmetric cryptography.Using careful software design, these challengescan be surmounted to enable these newapplications. The pay-per-use services we haveimplemented using the Pilot and Ninja-stylebase services are an example of this �new wave�

of applications, and one that can serve as aframework for future applications.While we are satisfied with the current state ofthe system, there is yet considerable work to bedone:Customer—Merchant Link EncryptionEncrypting the customer—merchant link wouldprovide a much better guarantee of security andprivacy for our system. While our device cannotcarry out full public-private key operations, it ispossible to carry out the faster of theseoperations on the device. (Which specifically isfaster is dependent upon the specific algorithmused.) Using this ability, it should be possible toestablish a session key between the customerand merchant and encrypt the link. We see thisas the next obvious step in development of thesystem.Elimination of the Trusted Fourth Party. Thetrusted fourth party, used to assert merchanttrustworthiness, is a fundamentally unnecessarypart of the system, and one that is necessaryonly because of the absence ofcustomer—merchant link encryption. Using astandard SSL-link certificate exchange wouldallow for elimination of this trusted fourth partyand simplification of the system. We expect thatonce devices have adequate power to carry outfull asymmetric cryptography, we willimplement this modification.Ecash Use. Electronic cash (ecash) provides anumber of privacy benefits to its users;specifically, in our system, ecash would obviatethe need for the bank to know the identities ofthe customer and merchant altogether.Modification of our protocol to accommodateecash would be simple and straightforward.The authors wish to thank, in no particularorder: David Wagner and Ian Goldberg, for theirmotivation, valuable insights into protocoldesign, and help with PalmOS programming;David Culler, for important insights into thecontribution of our work; IBM�s generousdonation of Workpad devices to the department;and the entire Ninja project team, for provisionof a powerful and fruitful programmingenvironment.