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Abstract

When done right, and in a transparent and
publicly observable way, random audits can es-

objective

quantiable

Random audits are a powerful technique for sta-

tablish

tistically verifying that an election was tabulated

election accuracy

correctly. Audits are especially useful for check-

ent process, there is no reason to believe an au-

ing the correctness of electronic voting machines

dit will correctly represent the election, which

when used in conjunction with a voter-veried

would defeat objectivity, rendering it meaning-

paper audit trail (VVPAT). While laws in many

less as an assurance of fairness.

states already require election audits, they gener-

rect, a non-transparent audit would have trou-

ally do not address the procedure for generating

ble quelling skepticism and could thereby fail to

the random sample [12]. The sample generation

provide condence in an election.

procedure, however, is critical to the security of

All

parts

of

and

measures of

1 However, without a transpar-

an

audit

must

Even if cor-

be

performed

the audit, and current practices expose a secu-

correctlyand transparentlyfor the the audit

rity aw.

This paper examines the problem of

to mean anything. In particular, getting the ran-

sample selection in the context of election au-

dom sample selection process right is critical. To

dits, identies necessary requirements for such a

start with, the selection process must ensure ev-

procedure, and proposes practical solutions that

ery vote has an equal (or minimal) probability of

satisfy those requirements.

being selected. Moreover, like any fair lottery, a
second requirement is that no party be able to

1

bias or predict the selection in any way. An im-

Introduction

portant implication is: for an audit to give every
party condence in an election, every party must
also have condence in the fairness of the sample
selection. In other words, sample selection can

Many things can go wrong in an election, whether
intentionally or unintentionally.

The ability to

detect (and correct) errors is critical.

Recent

easily become a weak link in the security of an

decades have seen widespread use of comput-

election.

ers and automation in elections, including use

A case in point is the 2004 U.S. presidential

of optical scan machines, DRE (direct recording

contest in Cleveland, Ohio [8].

electronic) machines, and computerized election
management systems to record, tabulate, and report votes.

recount, surreptitiously preselected an audit sam-

Unfortunately, this trend has come

ple (3% of the total precincts) to ensure the bal-

at some cost to transparency, as the automation

lots recounted by hand would match the initial

of these processes reduces opportunities for ob-

machine counts.

servers and interested members of the public to
monitor the operation of the election.

Random

and the preselected sample was used, defeating
the purpose of the audit.

certication, remain as one of few defenses for

Because of this de-

liberate or negligent action, the true result of the

ensuring fairness and for building public con-

race in Ohio, the deciding state in the presidential

dence in the result. Consequently, the details of

race, may never be known. To that extent, the

these audits are of increasing importance to election integrity.

of California, Berkeley, CA, 94720
University, Stanford, CA, 94305

Then, with public observers

present, the workers faked a random selection

audits, performed after the election but before

∗ University
† Stanford

Cleveland elec-

tion workers, in an eort to prevent a complete

1

1 The theory of statistical polling and statistical quality
control provides a quantitative measure of condence in
the accuracy of election results, which can be calculated
as a function of parameters such as the sample size [9].

integrityor securityof the election was compromised.

2

r ← {1,0}n

R

Background

or

In the United States, elections are conducted at

R

a local level [3]. In California, for instance, spec-

r ← {1,0}

n

R'

ications for equipment are set by Secretary of
State and are implemented by counties according to California election code [1]. As residents
of Alameda County, California, we have observed
the election and audit procedures used there, and

Figure 2: Transparency can be a problem regard-

we will use California and Alameda County as a

less of the quality of the random number gener-

running example of current practices.

ator.

2.1

3

California

Sample Selection

four decades, a requirement for a 1% manual tally

Computers are generally inappropriate for generating random samples in an election audit.

(or audit) after every election:

Excellent software-based pseudorandom number

California election code has included, for the past

generators (PRNGs) exist, so it might not be obvious why this use of computers in

336.5 One percent manual tally is

dits

the public process of manually tallying

transparency:

votes in 1 percent of the precincts, se-

able.

lected at random by the elections o-

running software is not observ-

In fact, this is the exact problem faced

dits, together with voter-veried paper audit trail

not included in the randomly selected

(VVPAT) systems, intend to address. The use of

precincts. This procedure is conducted

a computer as a random source jeopardizes the

during the ocial canvass to verify the

integrity of the audit and election.

accuracy of the automated count [2].

public,

election au-

The inherent problem is

by DREs, and the exact problem election au-

cial, and in one precinct for each race

The process is

is inappropriate.

One devastating threat is that an insider might
be able to tamper with the software used for ran-

meaning any citizen is

dom selection in a way that allows him or her to

invited to observe every step of the audit. This

know in advance the outcome of the selection. An

requires a transparent process. The 1% manual

insider could then use this to cheat withoutor

audit is performed as part of the ocial canvass,

with a lesser probability ofgetting caught. For

as one of the last steps before the nal election

instance, an insider with advance knowledge of

results are certied. Typically, after the sample

the selected precincts will be free to defraud all

is selected, election ocials print out a report

other precincts without fear of detection. Or, if

containing the electronic tallies for just the se-

the insider has already tampered with the votes

lected precincts, recount by hand (using three- or

in some precincts, the insider could modify the

four-person recount boards) all the paper ballots

computer's PRNG to exclude the possibility of

cast in each selected polling place, and check to

choosing those precincts. These attacks could be

make sure that the manual count in each precinct

mounted in a way that is very dicult or impos-

matches the electronic count in that precinct.

sible for observers to detect. Without a veriably
random sample, it is not clear that such an accu-

The law requires every county to randomly se-

sation could be defended against.

lect a minimum of 1% of precincts for the manual recount, but does not stipulate

how

it should

Dedicated hardware random number genera-

be done. As it happens, Alameda County (Fig-

tors (perhaps based on physical phenomena such

ure 1), and presumably many other counties,

as radioactive decay, or radio static) are subject

have turned to computers to perform the random

to the same transparency problem, despite typi-

selection.

2

cally being excellent random number generators.

Largest Cities
Population
Registered Voters
Total Voting Precincts
Absentee Precincts

Oakland, Fremont, Hayward, Berkeley
1,507,500
714,490
1,140
240

Figure 1: Some basic facts about Alameda County, CA.

Veriability. The procedure must be veriable
either by inspection (i.e., it is physically observable) or by some other property (e.g., cryptography). Veriability is imperative. Every observing

Without transparency, even with a perfect random source, it is hard or impossible to trust the
authenticity of its output (Figure 2).

party must be assured that the selection is gen-

3.1

Requirements

uinely random with a satisfactory distribution.
Otherwise, as in Ohio, the audit could be sub-

As we saw above, black-box random sources are

verted, or observer's condence undermined.

a vulnerability for election audits. What requirements must a viable solution meet? Many choices

Robustness. The distribution of the procedure

exist for generating random numbers; proving
them unpredictablein this case to

all

must be hard to bias or manipulate.

parties

is dicult, if even possible [11]. What matters in

working from the inside, to aect or gain infor-

the election setting, however, is choosing a proce-

mation about what set of ballots is included or

dure that can be used, understood, and trusted

excluded from the audit.

by an average member of the voting public, for
instance, by an average high school graduate.

Eciency. The procedure must not take an in-

A transparent procedure for sample selection

commensurate amount of resources to prepare or
execute. Election worker's and observer's time,

involves two problems:
1.

2.

It should

be dicult for any party, particularly someone

Transparently generating random bits, and

energy,

money,

patience cannot be taken for

granted. As the incident in Ohio demonstrated,

Transparently turning those bits into a sample.

the cost of time might tempt election workers to
fudge the procedure.

Or, perhaps, impatience

could reduce an observer's vigilance.

Technically, this may seem like a trivial dis-

4

tinction. However, the requirements that follow
apply equally to both, and especially because the
needs of a general audience must be considered,

We rst examine the applicability of several ran-

satisfying the requirements for both is not as easy
as it might seem.

Possible random sources

dom sources to election audits, in light of the

Many natural schemes have

requirements above.

non-obvious problems or pitfalls. In the remainder of the section we lay out several requirements
for a transparent random source and selection

Cryptography.

procedure, and subsequently evaluate possible so-

cryptographer, the problem of veriably-random

lutions against these requirements.

numbers is (at least in principle) solved. One so-

From

the

perspective

of

a

lution [7], for instance, is to have every observer
pick a random number of their own and commit

Simplicity. The procedure must be simple to
follow and execute.

to it, perhaps by writing it down and dropping

The public must, without

it in a box. When everyone has committed their

extensive education, understand the procedure,

numbers, they are revealed and summed modulo

why it is fair, and why they should trust it. Oth-

some number

erwise, condence in the audit and election may

number if at least one observer was honest. This

be limited.

could then be built into a very reasonable scheme

Additionally, complexity introduces

opportunities for error or exploitation.

3

N.

The result will be a random

to perform sample selection.

To an extent, this solution meets all our crite-

travel burden on vigilant observers determined to

ria. However, if we consider trying to explain this

witness the selection. Another issue might arise

to the general public and to election's ocials, it

because U.S. elections are performed locally: if a

might take some work.

The concepts of modu-

single dedicated state-wide lottery were used for

lar arithmetic, independence, and uniformity of

selection, coordination between county and state

distributions must be understood.

might be a problem (e.g., the lottery could only

Also, cryp-

be done when the last county is ready).

tographic protocols often rely on participants to
protect their own interests, which can be a prob-

Alternatively, the use of an agreed-upon future

lem when dealing with a non-cryptographer pub-

drawing as input to a deterministic algorithm

lic.

that creates the sample, might make an excel-

For instance, suppose instead of dropping

numbers into a box, numbers are written on a

lent scheme.

board so that the attacker has the last say, and

satisfy the requirements in Section 3.1. Particu-

thus deterministically chooses the outcome. The

larly, it must be veriable and understandable to

protocol assumes a savvy enough public to know

the general public.

However, the algorithm must also

that commitments are supposed to be hidden.

Drawings.

Random number charts.

A familiar method of random selec-

Another

idea

might be to use a book lled with random num-

tion is a drawing in which tickets are mixed then

bers [10] as a basis for selection.

drawn from a hat or box. For instance, we could

printed books or charts are static documents and

write all the precincts down on pieces of paper,

must be assumed to be known in advance to any

place them in a box, mix the pieces of paper well,

attacker.

and draw our sample.

books of random numbers would have to nd an-

Veriability is dicult when many objects are

Of course,

Consequently, any methods that use

other random method of selecting digits within

involved. For instance, if there are 1,000 tickets

the documents.

for 1,000 precincts, every observer must be as-

Cards.

sured that all precincts are included in the drawing because omissions represent those precincts
an attacker could subvert freely.

domness.

Thus, robust-

Indeed, they are used in many high-

stakes games. However, there are fty-two cards

ness is an issue as well.

in a deck, making it hard to verifyespecially

The use of many objects also makes it hard to

when subject to sleights of hand, such as those

tell whether they have been adequately mixed.

found in card tricks. As with drawings, it might

For instance, the Vietnam draft lottery of 1970

be dicult to ensure the deck is suciently shuf-

used such a scheme, but was later discovered to

ed.

have suered from bias: birth-dates later in the

Another issue with cards is that not everyone

year were added last, and due to insucient mix-

is familiar with their properties (the suits, the

ing, were more likely to be chosen earlier [13].

Lottery-style drawings.

Cards are a time-tested source of ran-

ranks, the number of cards), nor how to handle
or shue cards well. We would prefer a sample

Lotteries

put

a

selection scheme that as many people as possible

great deal of resources and creativity into main-

understand and could use.

taining secure random number generators. Lot-

Depending on how the cards are used, e-

tery machines are culturally familiar and trusted

ciency could also come into play, since every ac-

to the extent that the lottery is played by mil-

tion needs to be observed and veried, and pre-

lions of people. It would be prohibitively expen-

ceded by a shue.

sive, however, to replicate and maintain a lottery
machine in each Registrar of Voters oce, so if

Coins and dice.

we were to create a sampling scheme from lottery numbers, we would want to use the same

ubiquitous. Methods even exist to mitigate any

machineryand perhaps drawingsused for the

2

bias in a coin . The primary drawback of coins is

actual lottery.
Although simplicity, veriability, and robustness are excellent, eciency can become a problem and must be carefully considered in any
scheme using lottery drawings. For instance, if a
state lottery is chosen, this might impose a heavy

Coins are the quintessential

random number generator and arguably the most

4

2 Assuming independence of coin ips, pairs of ips
from the same coin can be used to eliminate any bias
the coin may have. If we throw out any heads-heads or
tails-tails combination, we are left with two outcomes
that bare equal probabilities. This idea is attributed to
John von Neumann.

Number

Precinct ID
P1
P2

0
1
.
.
.

.
.
.

N −1

PN

Figure 3: A ten-sided die, tumbler and tray.
Figure 4: A numbered list of precincts.
that their bandwidth is limited: generating many
bits of randomness requires many coin tosses,

considered using computers to perform the math

which takes time.

during the selection, but our feedback indicated
that no reliance on computers was preferable.

Dice produce a higher bandwidth of random

3
numbers , and are available with dierent num-

We also considered creating worksheets, such as

bers of faces.

Ten-sided dice are especially ap-

tax worksheets, to guide users through the pro-

pealing because they map directly onto the deci-

cedure. However, people generally do not enjoy

mal numbers. Eciency can be quite reasonable

working on taxes, and if people were to nd the

with dice, especially when multiple dice are rolled

worksheets inecient or frustrating, they might

at once.

elect to fudge or abandon the procedure.
biased

Keeping that in mind, we tried to separate the

intentionally perhapsso care must be taken to

work from the sheet by creating pre-computed

ensure fair dice [5].

lookup tables.

Dice,

as

with

coins,

can

be

Techniques for mitigating

potential attacks exist and include:

The procedure we arrived at re-

quires virtually no math to use.

using only

new, translucent dice; using a ribbed tumbler
to roll the dice; and rolling the dice onto a at

The basic idea.

ridged surface such as a dice tray (Figure 3). A

(numbered

dice setup involves the use of few objects, which

we are sampling from. In California, this would

is good for verication, and dice are simple to

involve preparing a list of the names (or IDs) of

understand.

every precinct to be included in the audit. Num-

4

They have stood the test of time

We begin by preparing a list

0, 1, 2, . . . , N − 1)

of the population

0

to

N −1

and are commonly used in games, including high-

bering each entry sequentially from

stakes games. In our proposed solutions that fol-

establishes a one-to-one mapping of the integers

low we choose dice as the source of randomness

[0, N − 1] to the list of precincts (Figure 4).

primarily because of simplicity, and the veria-

tion ocials commit to this ordering before the

bility benets of using few objects.

audit by publishing the list and providing a copy

Elec-

to each political party and each observer. We as-

5

sume that the audit is not performed until a nal

Creating the sample

electronic tally is available; the goal is to verify
whether these alleged election results match the

Once a source of randomness is chosen, a practi-

paper records.

cal procedure must be built around it to perform
the sample selection. The procedure, like the ran-

electronic vote totals broken down by precinct, or

dom source, must satisfy our above requirements:

by writing them onto write-once media (such as

it must be simple to use and understand, easy to

CD-ROM), and providing a copy to every inter-

verify, robust against tampering and reasonably

ested observer.

ecient.

Once these preparation steps have been com-

For the schemes we present, we opted for sim-

pleted, the random selection process begins. In

plicity because that makes the other requirements easier to reason about.

our scheme, an election ocial rolls an appro-

While designing

priate number of dice to get a random number

a procedure for Alameda County, our initial pro-

between 0 and

posals involved the use of math (not necessarily complex math).

N − 1,

and then uses the one-

to-one mapping established earlier to interpret

However, the feedback we

this number as identifying a single precinct. This

got indicated the less math, the better. We then

3 Dice can be considered multi-faced coins.
4 In fact, dice have existed for thousands of

Election ocials commit to the

electronic results before the audit by printing the

precinct is added to the random sample, and the
process is repeated until the random sample is of

years.

5

the desired size.

If we used standard six-sided dice, rolling

Algorithm 1 General dice scheme.

k

dice would allow us to randomly choose a number between 0 and

k

6k − 1

Inputs:

by reading o the

N  number of precincts
n  size of sample

outcomes and treating them as a number in

:

base-6. However, requiring election ocials and

Outputs

observers to perform base-6 arithmetic may be

S

unreasonable.

Algorithm

Therefore, instead of using stan-

 set of precincts selected for the sample

:

S←∅
5
ten-sided dice , letting each die signify a decik ← dlog10 N e
mal digit. For example, if we want to select one
(k = the number of tosses per selection)


precinct from a list of 1000, we could use three d ← 10k /N
dice to get a number between 0 and 999.
while |S| < n, do:
The above procedure handles the case where
Roll k dice to get a random number
N is a power of ten. If N is not a power of
x ∈ {0, 1, ..., 10k − 1}.
ten, one simple method is to roll dlog10 N e tenSet y ← bx/dc.
sided dice, and then re-roll if the resulting numIf y < N and y ∈
/ S , then:
ber is too large. For instance, suppose we want
Set S ← S ∪ {y}.
to choose at random from a list of N = 750
return S
dard dice, we propose using commonly available

precincts. Throwing three dice gives us a random

Numbers

number from 0 to 999. Because only the numbers
0 through 749 correspond to precincts on our list,

Precinct ID

0...8
9 . . . 17

we ignore and re-roll any time we get a number
greater than 749. Because every three-digit num-

P1
P2

.
.
.

6

ber has an equal probability of appearing , this

.
.
.

9000 . . . 9008
9009 . . . 9999

method produces a uniform distribution over the
750 precincts.

P1001
re-roll

As we have presented it so far, this scheme
works reasonably well for a small number of selections (say

N ≤ 1000).

become a problem.

Figure 5: A list of

However, re-rolling can

1001

precincts labeled with

equal-sized ranges.

There is a signicant dif-

ference between using three dice to select 1% of
1,000 precincts, and using four dice to select 1%

then let each

of 1,001. Below, we address this issue by using

interval

correspond to a precinct

on our list, allowing the remainder,

more general range-lookup tables.

[9009, 9999],

to correspond to a re-roll. As a result, we throw
out roughly 1 out of 10 rolls instead of 9 out of

5.1

General dice scheme

10, improving eciency greatly. See Algorithm 1
for a specication of this scheme.

As discussed above, re-rolling can become inef-

We can simplify the presentation of this scheme

cient quite quickly. To address this, a natural

by changing how we prepare the numbered list

optimization is to divide the range of the dice
into

N

of precincts.

equal intervals, letting each interval cor-

7
respond to a precinct on the list .

computed range (Figure 5). Now, no arithmetic

For example, suppose we want to use four

is necessary to do the selection: one can simply

ten-sided dice to select a precinct from a list

roll

N = 1001 precincts. First, we divide the
range [0, 9999] into 1,001 equal sized intervals
[0, 8], [9, 17], ..., [8991, 8999], [9000, 9008]. We
of

5 10-sided dice can be found at game stores, are often
used in board and role-playing games, and typically are
numbered 0 through 9.
6 Subject to any bias present in the random source. If
a veriable and robust source is used, according to our
requirements in Section 3.1, this bias is negligible.
7 We use division, rather than modulo, because division
is a more familiar concept to a general audience.

Instead of labeling each precinct

with an integer, we could label each with its pre-

k

dice and then look up the outcome on the

list to obtain a precinct.

5.2

Analysis.

It should rst be noted that this simple idea of
using range-lookup tables applies to other random sources, and can enable other nice things
like allowing for a controlled bias (say to account
6

for precinct sizes).

Advantages.

The foremost advantage of this

scheme over computer-based PRNGs is the use

Expected no. of rolls to select 1%

of an observable random source.

Dice are sim-

ple, robust and familiar enough to be widely

8

accepted .

Dividing up the range of the dice

improves eciency while maintaining simplicity.
The eciency and usability of this scheme is excellent.

As shown in Figure 6, election ocials

can easily select a random sample of 1% of the

N = 1001

80

60

40
N = 1000

20

precincts, and even very large counties will not

0

need too many tosses of the dice. For instance,
even with

N = 2000,

General dice scheme
Simple dice scheme
Dice-hash scheme

100

0

500

1000

1500

2000

Number of Precincts (N)

only about 25 tosses of the

dice (on average) are needed to select a random
1% sample.

The fairness of the scheme is also

Figure 6: The expected number of tosses of 10-

veriable (to the extent that dice are) because

sided dice to select a 1% sample using range-

the lookup table is published; it can be inspected

lookup tables (General dice scheme) versus sim-

after the fact to verify that, for example, every

ply re-rolling (Simple dice scheme) as a function

precinct was included and had an equal chance

of population size (N ). The Dice-hash scheme is

of being selected.

Disadvantages.

a deterministic function, similar to [4], to calculate a sample selection using a constant number
When the size of the sample

of dice rolls as input.

is a large ratio of the population, many more rerolls would be expected, as collisions occur in
the sample selection. For small ratios this loss is

States would be red, white and blue for their cul-

negligible.

turally meaningful order. This would enable us

Unfortunately, the cost of this scheme scales

to roll three dice (one red, one white, and one

linearly (keeping the sample to population ratio

blue) at a time; for instance, if the red one comes

constant) with the size of the sample. While this

up 5, the white one 7, and the blue one 2, that

might be suitable for selecting 1% of 500 or 1,000

would be interpreted as the three-digit number

precincts, it might be too time consuming to se-

572.

lect 1% of 1,000,000.
A second concern is the threat of biased dice.

6

If a malicious party were able to aect the dis-

Related Work

tributions of the dice (say by weighting a die or
by swapping in a die with duplicate faces), that

The idea of using auditing to gain statistical con-

party could aect which precincts get selected, or

dence in an election is not new.

worse, which precincts

such as California, already require random audits

Eciency.

do not

get selected.

or manual tallies in their election codes.
Prior work has looked at the issue of the statis-

In an election setting, dice not only

tical validity of random audits and what size sam-

have to be rolled, but inspected by observers.

ple is necessary to achieve a given degree of con-

This incurs a cost per roll, so we measure the

dence [9]. In these papers, however, the sample

eciency of our methods by the number of rolls

selection process is not considered and is assumed

they require.

to be perfect. Some authors have examined the

We can partially reduce this cost by rolling

possibility of auditing individual ballots, stating

multiple dice at once. If we do this, we must en-

that if adopted (in a privacy-preserving way), au-

sure the order of dice is well-specied in advance.

dits of individual ballots could give much higher

One idea is to use dice with dierent magnitudes

degrees of condence with less overall count-

on their faces, such as 1's, 10's, and 100's. An-

ing [6, 9].

other possibility is to use dice of dierent colors

Other people have looked at veriable meth-

and establish a clear ordering of the colors be-

ods of sample selection. The IETF uses an algo-

fore rolling the dice. A good choice in the United

rithm based on a cryptographically strong hash-

8 The

proposal to use dice was met with enthusiasm
from election ocials in Alameda County.

Many states,

function, to expand input from a random source
7

into a sample [4]. In the full version of this pa-

per we present a similar scheme, and address its

discussion of random sample selection in person

viability in an election setting. Some initial reac-

and by e-mail.

tions, however, indicated resistance and skepti-
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has been overlooked in the election setting, as
evidenced by the wordings of election code [12],
and existing current practices such as the use
of software-based PRNGs.

We identify non-

transparency as a vulnerability for every part of
an audit, particularly sample selection, and lay
out requirements that a transparent sample selection procedure must meet.
In addition, we present an algorithm and implementation for transparent sample selection,
using dice and a printed lookup table.

This

scheme is simple and relatively ecient, no calculations are needed to perform the selection, and,
if adopted, would make elections more trustworthy.
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Conclusion

Transparency plays an important role in the security of election audits.

Because auditing is a

public process capable of establishing condence
in an election's outcome, it is critical that every
part of the process, particularly the random sample selection, be transparent, observable, and understandable to all interested parties. While the
current use of computers to generate samples is
neither transparent nor observable, we have presented a possible remedy that is simple, veriable, low-cost, and robust.
Ultimately, it is essential that we choose random audit procedures that are capable of convincing the whole population of the genuineness
of the audit, and, in turn, of the election.
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