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Can we prove 
facts about a 
credential without 
ever revealing it?

Why Private IDs?

“DMV signed an ID 
with age 18+ & I still 
hold this device.”𝒫📱 𝒱

Age verification laws
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High prover 
costs for 
clients📱🥺 💰

High 
verifier 
costs

The Deployment Dilemma of Existing Solutions

Key Techniques
Fold-&-reuse proving for 
efficient precomputation, 
hashing, & zero-knowledge.

Lookup-centric 
arithmetization for hashing 
& efficient parsing.

🔍Scheme (ms) Setup Offline Prove Verify Transparent

Crescent [PPZ24] 106,158 25,653 182 89 No

Longfellow [FS24] 5,590 — 501 244 Yes

Vega 51 65 92 23 Yes
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Lookup expiry follows validUntil

{ 
  "valueDigests": { 
    "org.iso.18013.5.1": { 
      "birthDate": h'4a3c…', ... 
    }, ... 
  }, 
  "docType": "org.iso.18013.5.1.mDL", 
  "validityInfo": {  

"validUntil": 
"2028-11-01T00:00:00Z",  

  }, 
}

Ex. mDL

Fold compression 
instances

Fold in 
randomness 
to mask 
sensitive data
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Lookup the 
intermediary 
digest for 
length-hidingTo be specified in the ETSI TS 119 476-2 on ZKP for the EU-DIW

Tests planned in the EU Digital Identity Wallet large-scale pilot WE BUILD

Performance

5.4x ⬇  prover 
10.6x ⬇  verifier


