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Abstract—This paper presents synthesis approaches for syn-
chronization and secure communications of chaotic systems by
using fuzzy model-based design methods. Many well-known con-
tinuous and discrete chaotic systems can be exactly represented
by T–S fuzzy models with only one premise variable. According
to the applications on synchronization and signal modulation, the
general fuzzy models may have either i) common bias terms; or
ii) the same premise variable and driving signal. Then we propose
two types of driving signals, namely, fuzzy driving signal and crisp
driving signal, to deal with the asymptotical synchronization and
secure communication problems for cases i) and ii), respectively.
Based on these driving signals, the solutions are found by solving
LMI problems. It is worthy to note that many well-known chaotic
systems, such as Duffing system, Chua’s circuit, Rössler’s system,
Lorenz system, Henon map, and Lozi map can achieve their appli-
cations on asymptotical synchronization and recovering messages
in secure communication by using either the fuzzy driving signal
or the crisp driving signal. Finally, several numerical simulations
are shown to verify the results.

Index Terms—Chaotic synchronization, linear matrix in-
equality, T–S fuzzy models.

I. INTRODUCTION

I N RECENT years, fuzzy systems have been applied to iden-
tification and control of nonlinear systems. Indeed, when

a fuzzy representation of a nonlinear system is described by
IF–THEN rules, the control problem then becomes to find a
local linear/nonlinear compensator to achieve the desired ob-
jective. Many researches on this issue are carried out based on
Takagi–Sugeno (T–S) fuzzy models [1]–[3], where the conse-
quent parts represent local linear models. The controller and ob-
server designs were proceeded by using the parallel distributed
compensation concept. Then the stability of the overall system is
related to finding a common symmetric positive definite matrix
from linear matrix inequalities (LMI’s) problem [4]. As pointed
out in [5]–[9], the benefit of using a fuzzy model-based design
is straightforward to obtain a controller or an observer.

The pioneering work of Carroll and Pecora [10], [11] has
led to many works regarding synchronization of two chaotic
systems [11]–[13]. According to the synthesis method proposed
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in [11], chaotic synchronization is where two chaotic systems
with suitable coupling produce identical oscillations. Chaotic
dynamics are deterministic but extremely sensitive to initial
conditions. Even infinitesimal changes in initial condition will
lead to an exponential divergence of orbits. The problem of
chaotic synchronization is defined that given different initial
conditions between drive and response systems, it is possible
to find a method to make the states of drive and response
system to achieve synchrony. Many theories [12]–[15] have
been proposed to achieve the synchronized manner from
master–slave configuration. This master–slave configuration
consists of the original chaotic system as adrive systemto
provide adriving signal to drive another system called the
response systemto synchrony. Several control approaches,
including model reference control and observer design, are
widely used for synchronization.

Chaotic signals are typically broadband, noiselike, and diffi-
cult to predict, they can be used in various context for masking
information-bearing waveforms. They can also be used as
modulating waveforms in spread spectrum systems. This prop-
erty leads to some interesting communications applications.
For example, the chaotic signal masking technique introduced
in [16] appears to be a potentially useful approach to secure
communications. In a second approach to secure communica-
tions, the information-bearing waveform is used to modulate
a transmitter coefficient. The corresponding synchronization
error in the receiver can then be used to detect binary-valued bit
stream. For chaotic communications, the receiver is driven by a
scalar coupling channel from the transmitter. At the transmitter,
the idea of chaotic masking [16], [17] is to directly add the
message in a noise-like chaotic signal in a secure manner, while
chaotic modulation [18]–[21] is by injecting the message into
a chaotic system as spread-spectrum transmission. Later, at
the receiver, a coherent detector and some signal processing is
thus employed to recover the message from the received signal.
These approaches have been developed as an application for
chaotic synchronization. However, the methods for chaotic
synchronization and secure communications have limitations.
Most schemes must use high gains in designed parameters
from assuming Lipschitz conditions of nonlinear terms [14],
[18], or transmitting the nonlinear terms [15], such that the
system noises are also amplified in the system loop. Recently
to overcome these drawbacks, the control and synchronization
chaotic systems using the T–S fuzzy modeling and their
stability analysis have been investigated extensively [22]–[24].
In [23], Tanakaet al. proposed a fuzzy feedback law to deal
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with the synchronization and model following control for
chaotic systems. In their work, the feedback law is realized
via exact linearization (EL) techniques and by solving LMI
problems. Although the EL techniques are developed such that
the stability is ensured, the scheme is no longer suitable to
secure communications due to the effects of signal masking and
modulation. Moreover, since the method in [23] is developed
from the controller point of view, it may require transmitting
full states in dealing with synchronization problems.

In light of the fact that synchronization issues are closely re-
lated to the observer design, two methods are proposed in this
paper to solve synchronization and secure communication with
a scalar signal from an observer point of view. We first introduce
how to present chaotic systems by T–S fuzzy models. The pro-
posed method of building T–S fuzzy model is applicable (for
which we have verified) to following chaotic systems: In dis-
crete-timeLure typechaotic systems i) logistic and parabolic
map in one-dimensional system; ii) Henon, Lozi, cubic map in
two-dimensional system; iii) some of the three-dimensional sys-
tems in G. Baieret al. [26]; and iv) for higher order system
the generalized Henon map. In continuous time chaotic systems
i) Chua’s circuit; ii) Lorenz system iii) Duffing and Van Der
Pol oscillator; and iv) Rössler and transformed Rössler system
[12]. All of the well-known continuous and discrete chaotic
systems can be exactly represented by T–S fuzzy models with
only one premise variable. In addition, most systems may have
common bias terms in the fuzzy models. For models with a
common bias term, a fuzzy driving signal can be adopted to
achieve synchronization on two chaotic systems or to mask the
message in secure communications. When some LMI condi-
tions are held, the design parameters exist and can be found.
On the other hand, without restricting common bias terms in
the fuzzy model, typical (crisp) driving signals are employed.
Here, the crisp driving signal is chosen same as the premise
variable of the corresponding fuzzy chaotic model. In this case,
the LMI’s due to EL conditions can be removed. Although the
latter approach is always simple in its design procedure, it is
interesting to note that some chaotic systems, e.g. Rössler’s
system, does not suit this approach. For Rössler’s system, we
cannot find a solution from its LMI conditions when the crisp
driving signal is applied. However, we observe that all the well-
known chaotic systems can be applied to synchronization and
secure communications either by fuzzy driving signal or by crisp
driving signal. Notice that the T–S fuzzy model can exactly rep-
resent the chaotic systems. Meanwhile, we introduce the chaotic
modulation as the communication structure. Hence the exis-
tence of the solution for the LMI conditions theoretically im-
plies that the message can be perfectly recovered.

The rest of the paper is organized as follows: In Sections II
and III, we establish a T–S fuzzy model which can exactly rep-
resent chaotic systems. Then, fuzzy synchronization and secure
communications for continuous-time and discrete-time systems
are investigated in Sections IV and V, respectively. Two ap-
proaches, namely, fuzzy driving signal and crisp driving signal
are then introduced. The design parameters are presented by
solving LMI conditions. In Section VI, numerical simulations
are carried out on typical chaotic systems using the proposed
method. Finally, some conclusions are made in Section VII.

II. TAKAGI –SUGENO FUZZY MODEL

The T–S fuzzy dynamic model, which originates from
Takagi and Sugeno [1], is described by fuzzy IF–THEN rules
in which the consequent parts represent local linear models. In
this section, we propose a systematic methodology of exactly
presenting nonlinear systems by T–S fuzzy models. The
methodology can yield many T–S fuzzy representations. Then
a compact fuzzy model can be obtained by a careful selection
of rule number and parameters. Consider a general nonlinear
dynamic equation as follows:

(1)

where are and in continuous-time and dis-
crete-time systems, respectively; , and are the
state and control input vectors, respectively; and and
are nonlinear functions with appropriate dimensions.Then the
fuzzy model is composed of the following rules:

IF is and and is THEN

(2)

where are the premise variables which would
consist of the states of the system; are
fuzzy sets; is the number of fuzzy rules; and are system
matrices with appropriate dimensions; bias term which is
generated by the exact fuzzy modeling procedure. The contin-
uous and discrete-time fuzzy systems are denoted as CFS and
DFS, respectively.

Using the singleton fuzzifier, product fuzzy inference and
weighted average defuzzifier, the final outputs of the fuzzy sys-
tems are inferred as follows:

(3)

where , and
with

. Note that for all , where
, for are regarded as the

normalized weights.
Now, focus on constructing a T–S fuzzy model (2) which

exactly represents the nonlinear system (1). The vector func-
tion is expressed as fuzzy inferred outputs

in (3). This means that
when we specify the fuzzy membership functions in premise
parts and associated entries of matrices, , and in the
consequence parts, the nonlinear system (1) may be represented
by a T–S fuzzy model. To this end, the consistence of the non-
linear term in the system and its associated fuzzy representation
are emphasized here. Without loss of generality, fuzzy modeling
methods are proposed for three cases of nonlinear terms, that is
A) only one variable in a nonlinear term; B) multi-variables in
a nonlinear term; and C) multiple nonlinear terms in a system.

It is noted that the fuzzy systems would use the singleton
fuzzifier, product fuzzy inference, and weighted average de-
fuzzifier in this paper. The fuzzy modeling is only interesting
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the region of the system trajectory in the set
for some . For some systems, such as chaotic

systems, the existence of parameteris natural.
Case A—Only One Variable in a Nonlinear Term:Here, we

intend to specify the membership functions and the associated
coefficients in consequent parts such that a nonlinear term can
be represented by a fuzzy system. Consider a single scalar non-
linear function which depends only on one state variable

. Let the nonlinear term take the form , where

if

otherwise

then the function is well defined. Take which forms
the function as the premise variable, then the fuzzy rep-
resentation is composed of the following fuzzy rules:

IF is THEN

where is the fuzzy set, is a fuzzy representation of ,
and is a constant coefficient to be determined.The fuzzy in-
ferred output is written as

with , which must equal to . Without
loss of generality, it is required that , which
further yields . Thus can be
exactly represented by a fuzzy system by suitably assigning

and . Note that in this setting, the other linear terms,
for instance is with the consequent part: . Then the
inferred output is

which exactly equals . For demonstration, we let
and specify the membership functions. From and

, we have

Care must be taken to determine the value ofand such that
for all . For instance let in

which is the upper bound of , i.e.,
This results in and

. Also, it is reasonable that when
for all , the fuzzy sets can be chosen as

with and . Accordingly, the classified member-
ship functions of the variable are usually chosen with the
sum of 1 for simplification.

Remark 1: We can conclude that this T–S fuzzy modeling
approach requires i) ii)

at ; and check whether iii)

If condition iii) is not satisfied, then the bias term will be
yielded. In light of this, most nonlinear systems can be repre-
sented as T–S fuzzy models. The main problem is that the fuzzy
rules will increase drastically as the nonlinear term becomes
more complex.

Case B—Multi-Variables in a Nonlinear Term:A complex
system usually has nonlinear terms which depend on more than
one variable. Here consider a single scalar nonlinear function

in which , where many state vari-
ables appear in it. Assume that the nonlinear term can be
expressed as , where

if

for some
otherwise

(4)

then the function is well defined.
Let variable in , for , as premise

variables, then theth rule of the fuzzy system is of the following
form:

IF is and and is THEN

(5)

where is the fuzzy set, is a fuzzy rep-
resentation of , and is to be determined later. The final
output of the fuzzy system is inferred as follows:

where , and is the grade
of membership of in . Inspired by Case A, let

, and the sum of the grade for all classified
membership functions for each variable is equal to 1.
Therefore, the membership functions of and coefficient
would be chosen such that , ,
and .

To illustrate the modeling scheme proposed herein, a non-
linear function is considered and will be expressed
as . According to the above discussion, we
need , and

. For simplification, let and ,
be the classified fuzzy sets of variables and ,

respectively. The grades satisfy , and
. If the fuzzy rules are chosen with

, , ,



LIAN et al.: SYNTHESIS OF FUZZY MODEL-BASED DESIGNS 69

, and , then
this yields

where and are the upper bounds of and , respectively.
Notice that if the nonlinear function can not be ex-

pressed as , then the nonlinear
term can not be exactly represented in a fuzzy system by this
method. In addition, if a nonlinear function satisfies

, then can be derived in
a fuzzy representation by directly setting and yielding
the fuzzy rule as (5).

Case C—Multiple Nonlinear Terms in a System:By intro-
ducing the fuzzy modeling methods in Cases A & B, more
than one nonlinear term would be simultaneously consid-
ered in a system. When a nonlinear vector

is considered, each element of
is assumed to satisfy

, where is defined similar to (4). Then
is well defined. According to

Cases A & B, the fuzzy system presenting the nonlinear terms
are described as

IF is and and is THEN

(6)

which has the inferred output as shown in the equation at the
bottom of the page, with . The re-
maining procedure is same as Case B. It is noted that if the
nonlinear terms , for , have the common
factor, then the number of fuzzy rules may be reduced. There-
fore the fuzzy system (6), accompanied with the fuzzy modeling
for linear parts, provides a general method to represent nonlinear
system (1) by the T–S fuzzy model (2).

III. FUZZY MODELING OF CHAOTIC SYSTEMS

To realize a fuzzy model-based design, chaotic systems
should first be exactly represented by T–S fuzzy models. From
the investigation of many well-known continuous-time and
discrete-time chaotic systems mentioned in Introduction, we
found that nonlinear terms have a common variable or depend
only on one variable. If we take it as the premise variable of
fuzzy rules, a simple fuzzy dynamic model can be obtained and
will exactly represent chaotic systems in their naturally existed

TABLE I
DIFFERENTDRIVING SIGNAL SCHEMES FORVARIOUS CHAOTIC SYSTEMS

Fig. 1. Secure communication block diagram using fuzzy/crisp coupling
signal.

region . Since chaotic systems do not have control inputs,
for all in (2) for the modeling addressed below.

The continuous-time chaotic systems [12] to be exactly repre-
sented by T–S fuzzy models will be considered in the following:

Duffing System (Only One Variable in the Nonlinear Term):

It is clear that the Duffing system has a nonlinear term
satisfying with . Thus
the premise variable is chosen as . In the region of interest,
the fuzzy model which exactly represents the Duffing system is
as follows:

IF is THEN

where
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Fig. 2. (a) Synchronization error~x (t); (b) synchronization error~x (t); (c) synchronization error~x (t) of Chua’s circuit with fuzzy driving signal activated at
t � 10.

and the fuzzy sets are ,
, where

Chua’s Circuit (Only One Variable in the Nonlinear Term):

with a nonlinear resistor
, where , ,

and . The nonlinear term
satisfies . Therefore,

is taken as with

.

Let as the premise variable and choose the fuzzy sets to
be and

with . Then, the fuzzy
model which exactly represents Chua’s circuit has

Rössler’s System (Multi-Variables in the Nonlinear Term):

(7)

where , , and . The nonlinear term
can have the extracted variable as or . Here

we choose and let as the premise variable
of fuzzy rules. Then the fuzzy dynamic model which exactly
represents the Rössler’s system is with

and ,
with .

Lorenz’s System (Multiple Nonlinear Terms with a Common
Factor):



LIAN et al.: SYNTHESIS OF FUZZY MODEL-BASED DESIGNS 71

Fig. 3. (a) Synchronization error~x (t); (b) synchronization error~x (t); (c) synchronization error~x (t) of Rössler’s system with fuzzy driving signal activated
at t � 10.

The common factor of nonlinear terms and
is . Therefore, the premise variable of

fuzzy rules is chosen as , which satisfies
with . The fuzzy model which exactly represents the
Lorenz’s system is:

and the fuzzy sets are chosen as
, .

Transformed Rössler’s System (Multiple Nonlinear Terms in
a System):

For some applications, the Rössler’s system (7) may be rep-
resented in other coordinates defined by ,

and [18]. Since the nonlinear terms
and depend on the common vari-

able , the premise variable is set as . However,
the variable of two nonlinear terms can not be ex-
tracted due to and

Thus bias terms will appear in the
T–S fuzzy model. The transformed Rössler’s system is exactly
represented by the T–S fuzzy model with and

with fuzzy sets
,

,
, and

The discrete-time chaotic systems [12] to be exactly repre-
sented by T–S fuzzy models are as follows.

Henon Map (Only One Variable in a Nonlinear Term):
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Fig. 4. (a) Synchronization error~x (t); (b) synchronization error~x (t) of Henon map with fuzzy driving signal activated att � 10.

Since, the nonlinear term is , it follows that
. Let as the premise variable, then the equivalent

fuzzy model can be constructed as

IF is THEN

where

and the fuzzy sets are ,
with

Lozi Map (Only One Variable in the Nonlinear Term):

which has the nonlinear term . Since is not
well defined at , let and choose

as the premise variable of fuzzy rules. The equivalent
fuzzy model can be constructed with

The fuzzy sets are ,
with .

According to these fuzzy representations, the general form of
T–S fuzzy models for chaotic systems can be written as follows:

IF is THEN

(8)

where the premise variable is a proper state variable. From
the observation of bias terms, many systems (except for the
transformed Rössler’s system and Lozi map) have common bias
terms in fuzzy models, i.e., , for . The fol-
lowing synchronization and secure communication of chaotic
systems will be proposed based on the fuzzy dynamic model
(8).

IV. FUZZY CHAOTIC SYNCHRONIZATION DESIGN

Based on the fuzzy modeling of chaotic systems in Sec-
tion III, two approaches are proposed to achieve chaotic
synchronization. The synchronization problem is to design the
output of the drive system to force the response system to same
internal states. According to chaotic fuzzy models, the design
for two different driving signals are discussed, namely 1) syn-
chronization with fuzzy driving signals; and 2) synchronization
with crisp driving signals. The design procedures are developed
as follows.
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Fig. 5. (a) Synchronization error~x (t); (b) synchronization error~x (t); (c) synchronization error~x (t) of Lorenz’s system with crisp driving signal activated
at t � 10.

A. Synchronization with Fuzzy Driving Signals

Consider a class of chaotic systems which have common bias
terms in fuzzy model representation, that is, the drive system is
expressed as

IF is THEN

Then the fuzzy driving signal is generated by the following
fuzzy rules:

IF is THEN

where vectors for are to be designed later.
Then the overall inferred output of the drive system is:

(9)

(10)

where with
Using the fuzzy driving signal as (10), the

fuzzy response system is composed of the following rules:

IF is THEN

(11)

where the premise variable of the response system is the
estimate of ; presents the estimated state vector, and
is an appropriate vector. The overall inferred output of the
response system is

(12)

where with
. Define error signal . Then

according to (9) and (12), the error dynamics of can be
expressed in

(13)
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Fig. 6. (a) Synchronization error~x (t); (b) synchronization error~x (t); (c) synchronization error~x (t) of transformed Rössler’s system with crisp driving signal
activated att � 10.

Theorem 1: The error dynamics (13) is exact linearization
(EL) if given a vector there exist gains such that

(14)

Then, the overall error dynamics is linearized as ,
where , for

Proof: It is clear that if the condition of (14) is held then
, for This implies the

stability of the closed-loop system is reduced to analyze
.

The following results for CFS and DFS are stated to ensure
the stability of the overall system.

Theorem 2 (CFS):The error system described by (13) for
CFS is uniformly asymptotically stable if there exist a common
positive definite matrix and gains for

by solving the following eigenvalue problem (EVP) as shown
in (15) and (16) at the bottom of the page, where ,
for , and

Proof: For the EL conditions (14), there exist a positive
definite matrix and a small constant such that

This means if all elements in are near zero in above in-
equalities for a proper choice of , , i.e.,
then the EL conditions (14) are achieved. This implies that the
error dynamics (13) can be expressed as once
the inequalities (16) can be held. Therefore the error system with
gains should be designed to guarantee stability of the lin-
earized error system (13). To this end, define a Lyapunov func-
tion candidate as with and take

minimize

subject to

for all (15)

(16)
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Fig. 7. (a) Synchronization error~x (t); (b) synchronization error~x (t) of Lozi map with crisp driving signal activated att � 10.

the time derivative of along the overall error dynamics.
This yields

(17)

Thus, if the Riccati inequalities (15) are satisfied then
, which implies that error asymptotically

converges to zero as
Theorem 3 (DFS):The error system described by (13) for

DFS is uniformly asymptotically stable if there exist a common
positive definite matrix and gains , for ,
which can be determined by solving the following eigenvalue
problem as shown in (18) and (19), shown at the bottom of the
page where , for , and

Proof: The proof is similar to Theorem 2. If the solutions
of the LMI design problem stated in (18) and (19) are feasible,

the EL technique is realized by minimizing near to
zero. Moreover, there exists a Lyapunov function candidate for
DFS as with difference as

(20)

where . The conditions (18) ensure that
, for and Then, the error

dynamical system (13) has .
The EL technique similar in [23] plays a main role in this

design scheme due the different premise variables between the
drive and response systems. When the LMI’s of EL conditions
are held, the vectors , for are obtained by

from the solutions of and However, the EL
conditions are strict and complex. We will eliminate the condi-
tions by designing other driving signals to achieve synchroniza-
tion.

minimize

subject to

for all (18)

(19)
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Fig. 8. (a) Coupling signaly(t); (b) original messagem(t) and recovered messagêm(t) using Chua’s circuit with fuzzy signal masking activated att � 10.

B. Synchronization with Crisp Driving Signals

In order to remove EL conditions in design procedure, the
typical driving signal design is considered. Since the typical
driving mechanism is designed by properly selecting a crisp
output, the signal is called the crisp driving signal. Here, the
crisp driving signal is chosen to be same as the premise variable
of the fuzzy model for the corresponding chaotic systems, i.e.,

, and a known vector . This means that
the chaotic system (8) is taken as the drive system represented
as

IF is THEN

The overall inferred output can be written as

(21)

(22)

where with
Therefore, it is straightforward to let the driving

signal as the premise variable of the response system. For
synchronization, the response system is composed of the fol-
lowing rules:

IF is THEN

(23)

where is a design gain determined later. The overall response
system is inferred in the following

(24)

(25)

Define error signal According to (21) and
(24), the error dynamics of is expressed as

(26)

The stability conditions for (26) is derived using Lyapunov
method. Now, the main results will be addressed here.

Theorem 4 (CFS):The error system described by (26) for
CFS is uniformly asymptotically stable if there exist a common
positive definite matrix and gains , for
such that the following LMI’s, with

for all (27)

have feasible solutions.
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Fig. 9. (a) Coupling signaly(t); (b) original messagem(t) and recovered messagêm(t) using Rössler’s system with fuzzy signal masking activated att � 10.

Proof: Define the Lyapunov function candidate as
with , then the time derivative of

along the error dynamics (26) is

(28)

Since (27) is satisfied, we denote the minimum positive definite
matrix of the left hand side of (27) by. It follows that

Hence is uniformly asymptotically stable.
Theorem 5 (DFS):The error system described by (26) for

DFS is uniformly asymptotically stable if there exist a common
positive definite matrix and gains , for
such that

for all (29)

where

Proof: The proof is similar as Theorem 4. Given a Lya-
punov function candidate for DFS as
, we have

(30)

where , and Notice that if
then . This means if there are
and such that the conditions (29) are held, then

. Let denote the maximum negative definite matrix
of for all Then .
Thus the synchronization error asymptotically converges
to zero as .

By solving LMI problems in (27) and (29), we can determine
and . Then the gains in Theorems 4 and 5 can be ob-

tained from the relation Since the fuzzy models
can exactly represent chaotic systems in any prescribed region
by selecting a proper sector parameter, the stability of two syn-
chronization schemes is guaranteed in a semi-global region by
the Lyapunov’s direct method. In addition, after solving the cor-
responding LMI’s design problems, the situations of applying
two synchronization schemes to chaotic systems can be stated
in Table I. According to this, chaotic systems in fuzzy models
may have either i) common bias terms; or ii) the same premise
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Fig. 10. (a) Coupling signaly(t); (b) original messagem(t) and recovered messagêm(t) using Henon map with fuzzy signal masking activated att � 10.

variable and driving signal. Two cases can be solved by using
fuzzy and crisp driving signals, respectively. In other words, all
well-known chaotic systems discussed in Section III can achieve
synchronization applications by using either the fuzzy driving
signal or crisp driving signal or both. This means that fuzzy
model-based synchronization is very flexible and useful in prac-
tical applications.

V. FUZZY MODULATED CHAOTIC COMMUNICATIONS

In light of the T–S fuzzy modeling method proposed above,
the chaotic modulation method of [19], [20] may be trans-
formed into a fuzzy chaotic modulation architecture as shown
in Fig. 1. From the diagram, we are able to observe that a mes-
sage is modulated by either fuzzy or crisp chaotic signal
masking methods. This modulation process is carried out in the
so-called fuzzy chaotic transmitter. Then the coupling signal

is sent to the fuzzy chaotic receiver in which the message
is extracted accordingly to different masking methods (fuzzy
or crisp). Therefore, secure communications is achieved. The
details of secure communications using the fuzzy modulation
method is given in the following.

A. Fuzzy Signal Masking

Based on introducing fuzzy driving concept, a new scheme of
modulated chaotic communication is proposed here. Inspired by
previous works of modulated chaotic communication [18]–[21],
the fuzzy modulated chaotic transmitter and the fuzzy signal

masking are designed for a class of chaotic systems which have
the common bias terms in fuzzy T–S models. Now, the fuzzy
chaotic transmitter with message embedded is given as

IF is THEN

with the fuzzy masking mechanism:

IF is THEN

where vector is given, and is to be designed later. The fuzzy
inferred transmitter can be expressed in the form:

(31)

(32)

where , and is the transmitted signal.
The overall transmitter consists of message embedded chaotic
system (31) and fuzzy signal masking system (32). The mod-
ulation form (31) and (32) can be regarded as an extension of
modulated chaotic communications. To recover the message,
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Fig. 11. (a) Coupling signaly(t); (b) original messagem(t) and recovered messagêm(t) using Lorenz’s system with crisp signal masking activated att � 10.

Fig. 12. (a) Coupling signaly(t); (b) original messagem(t) and recovered messagêm(t) using transformed Rössler’s system with crisp signal masking activated
at t � 10.
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Fig. 13. (a) Coupling signaly(t); (b) original messagem(t) and recovered messagêm(t) using Lozi map with crisp signal masking activated att � 10.

the fuzzy receiver is designed as (11) with instead of ,
which yields the error dynamics:

(33)

(34)

where and
The conditions for ensuring the message is recovered are

given in the following theorem.
Theorem 6: If the EL conditions (14) in Theorem 1 are sat-

isfied, then the overall error dynamics (33) becomes

where for The error system
described by the above equation for CFS or DFS is stabilized
if the corresponding Theorems 2 and 3 are satisfied. Therefore

as .
The proofs for CFS and DFS are the same as Theorems 2 and

3, respectively. It is noted that when converges to zero as
, then in (34), and

.
To enhance the convergence rate of recovering the message,

the decay rate of errors is carefully considered. The following

LMI’s design problems for CFS and DFS are performed ac-
cording to Theorem 6.

Chaotic Communication with Fuzzy Signal Masking for
Decay Rate—CFS:See the first equation at the bottom of the
next page, where and . This yields
that (17) becomes with parameter
tuning the decay rate.

Chaotic Communication with Fuzzy Signal Masking for
Decay Rate—DFS:The second equation at the bottom of the
next page shows where and . Equation
(20) becomes with parameter

tuning the decay rate.

B. Crisp Signal Masking

To extract the information from the transmitted signal in
fuzzy signal masking, the EL conditions must be kept for
the design. Without restricting common bias terms, another
method utilizing crisp (typical) signal masking is proposed to
be simpler. By introducing the synchronization scheme with
crisp driving signal, the chaotic transmitter which has crisp
signal masking mechanism can be represented as a T–S fuzzy
model as

IF is THEN
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where the gains , , will be determined later.
The fuzzy inferred result for chaotic transmitter is obtained, that
is

where . Let us design the receiver as (23) with
instead of , which yields the error system:

(35)

Theorem 7: The error system represented by the fuzzy in-
ferred system (35) for CFS or DFS is uniformly asymptotically
stable if there exist the gains such that the corresponding
Theorems 4 and 5 are satisfied, respectively. Meanwhile,
converges to as .

The conditions for ensuring information recovered are de-
rived using Lyapunov method. Similar as the above section, the
decay rate design for CFS and DFS communications are per-
formed by solving LMI’s problems as follows:

Chaotic Communication with Crisp Signal Masking for
Decay Rate—CFS:

subject to

for all

where . This yields that (28) becomes
with parameter tuning the decay rate.

Chaotic Communication with Crisp Signal Masking for
Decay Rate—DFS:

minimize

subject to

for all

where . The equation (30) becomes
with parameter tuning the decay rate.

Using the above proposed methods to solve gains, a trade-off
exists, that is, the fuzzy signal masking technique may induce
large coupling signal amplitude due to large values of. On the
other hand, the crisp signal masking technique may destroy the
original chaotic signal due to large values of. However, these
phenomenons may not always occur even when optimal decay
rate is pursued. For the examples in the following Section VI,
instead of using the optimal gains (or ), the parameters
and are tuned to obtain a mild gain or whereas suitable
magnitude for coupling signals or chaotic characteristics can be
sustained.

VI. NUMERICAL SIMULATIONS OF TYPICAL CHAOTIC SYSTEMS

To show the validity of proposed synchronization and secure
communications, we give in the following numerical examples
on both discrete-time and continuous-time chaotic systems.

Example 1: Using the fuzzy driving signal, the synchroniza-
tion for Chua’s circuit, Rössler’s system, and Henon map is con-
sidered. The initial values of are set different form those
of and the fuzzy response system is activated at
(second). Figs. 2–4 show the synchronization results for the cor-

minimize

maximize

subject to

for all

for

minimize

minimize

subject to

for all

for
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responding chaos, respectively. It can be seen that as
.

Example 2: Using the crisp driving signal, the synchroniza-
tion for the chaotic systems, such as Lorenz’s equation, trans-
formed Rössler’s system, and Lozi map, is considered. The sim-
ulation conditions are set up as same as Example 1. Figs. 5–7
show the synchronization results for the corresponding system,
respectively. It can be seen that as .

Example 3: Using the fuzzy signal masking, the secure
communications employing Chua’s circuit, Rössler’s system,
and Henon map, are considered. The message is a sine
wave and is considered to be low powered. The initial values of

are set different from those of and the fuzzy response
system is activated at (second). The coupling signal

, and the original message and recovered message
of corresponding systems are shown in Figs. 8–10.

Example 4: Using the crisp signal masking, the secure com-
munications to Lorenz’s system, transformed Rössler’s system,
and Lozi map, are considered. The simulation conditions are
set up as same as Example 3. The coupling signal, and the
original message and recovered message of corre-
sponding systems are shown in Figs. 11–13.

VII. CONCLUSIONS

In this work, a synthesis of fuzzy model-based designs for
chaotic synchronization and communication has been proposed.
The T–S fuzzy models for continuous and discrete chaotic sys-
tems were exactly derived with only one premise variable. Fol-
lowing the general fuzzy models, the fuzzy driving signal and
crisp driving signal are employed with a natural and simple way
due to two properties, namely, common bias terms and the same
premise variable and driving signal. Then the asymptotic syn-
chronization is achieved by solving EL or non-EL LMI’s de-
sign problems. As an application of fuzzy model-based synchro-
nization, the secure communications of chaotic systems using
fuzzy/crisp signal masking are proposed in the same design
framework to recover messages asymptotically. The advantage
of this synthesis design is that all well-known chaotic systems
stated in Section I can achieve their applications on synchro-
nization and secure communications by using either the fuzzy
driving signal or the crisp driving signal. Numerical simulations
are shown to be consistent with theoretical statements.
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