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Abstract

In this paper, we presenta novel approach that en-
ables network researchers to quickly selectthe most ac-
curatemodelingandanalysismethodfor a givenwired or
wirelessnetworkpath and networkcharacteristicof inter-
est (e.g., delay, loss,or error process). Amongstthe net-
work modelsthat our approach includesin its analysisare
two data preconditioningmodelsthat we havedeveloped
as a part of the Tapasproject, an investigationinto new
approachesfor accuratelymodelingandanalyzingthebe-
havior of various time-varyingnetworkpath characteris-
tics. Traditional modelingapproaches,such as Discrete
Time Markov Chains(DTMC) are limited in their ability
to modeltime-varyingcharacteristics.This problemis ex-
acerbatedin thewirelessdomain,where fadingeventscre-
ateextremeburstinessof delays,losses,anderrorsonwire-
lesslinks. We introducea new approach to themodelingof
networkcharacteristics,the data preconditioningmethod-
ology, and presentthe latestapplicationof this methodol-
ogy, theModifiedhiddenMarkov Model (M

�
). Our domain

analysismethodologydefinesandclassifiesbinary network
traces(i.e., traceswhich describesthe occurrenceor the
lack of occurrenceof a networkeventover time),andusing
theseclassifications,it determinesthemostaccuratemodel
or modelsfroma setof models.

1 Intr oduction

Perhapsthemostcommonmethodfor evaluatingappli-
cationandnetwork protocoldesignswhile they areunder
developmentis theuseof network link simulationandem-
ulation. Simulationandemulationarelow-costtechniques
thatenablenetworking researchersto quickly, andin a re-
peatablemanner, explorethebehavior of anetworkor appli-
cationprotocolundera varietyof network conditions(e.g.,
varyingloss,delay, anderrorconditions).However, thebe-
havior andthus,theresultsandperformance,of many pro-
�
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tocols dependson the characteristicsof the network con-
ditions. Designersof suchalgorithmsandprotocolsmake
assumptionsaboutthe way in which a particularnetwork
characteristicvariesandencodetheseassumptionsinto the
algorithms.

For example,adetailedunderstandingof thepacket loss
processandburstinessof errorsis necessaryfor theproper
designandparametertuningof errorcontrolprotocols,such
asAutomaticRepeatreQuest(ARQ) protocols.Anotherex-
ampleis modelingend-to-enddelayin the Internet,a pro-
cessthatbecomessignificantlymorecomplex whenthenet-
work includesa wirelesslink. For real-timeone-way or
two-way audio/videoapplications,systemandhumanper-
ceptualtolerancesdictate maximumacceptabletransmis-
sion delays. One-way applicationdelaysare boundedby
the willingnessof a humanto wait for playbackto begin
andby systemresourcelimitationson thesizeof a reason-
ableplaybackbuffer, while for two-way applications,de-
lays areboundedby humaninteractionconstraintsof 200
milliseconds. In both typesof applications,datapackets
with greaterdelaysarediscardedsincethey areno longer
useful. The testingof the behavior of multimediaapplica-
tions undervarying delayconditionsdependsuponan ac-
curatemodelingof thedelaybehavior of thenetwork under
test.

Thus,we areled to oneof themostimportantproblems
in statistics: the choiceof an appropriatemodel for char-
acterizinga given dataset.We encounterthis sameprob-
lem in computernetworks, wheremany designdecisions
are the resultsof somechosensimulationparametersand
models.Floyd andKohler [6] arguethat theuseof inaccu-
ratemodelsin computernetworksleadsto flaws in Internet
research.In analyzingcomputernetworks, researchersare
facedwith measurementswhosecharacteristicsexperience
non-stationarity(timevariability) andcomplex patternsdue
to alargenumberof factors,includingbothinternalnetwork
elementsandexternalevents. Often, it is difficult to iden-
tify andthus,accuratelymodel,thecausesof thesepatterns.
However, classicalmodelshave often worked surprisingly
well in modelingcompositeeventsin traditionalnetworks.
As we will show in this paper, the characteristicsof some
of today’s wired andwirelessnetworks (e.g., a packet that
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couldn’t be transmittedthrougha noisy wirelesschannel)
or network metricsbeingexamined,hasresultedin datasets
that cannotbe adequatelycharacterizedor modeledusing
classicaltechniques.In thispaperwe introduceanew mod-
elingmethodology, adatapreconditioningtechniquewhich
takesinto considerationthetime varyingstatisticalproper-
tiesof today’snetworks.

Thetraditionalapproachto modelingnetworksis theuse
of a classicalnetwork model,suchasa Bernoulli, Gilbert,
high-orderDiscreteTime Markov Chain(DTMC), or Hid-
denMarkov Model (HMM). Thechoiceof which modelto
useis usuallyanadhocone,oftenwithoutadequateconsid-
erationof the statisticalpropertiesof eachmodel. For ex-
ample,theBernoullimodelisamemory-lessprocess,which
meansthattheoutputvalueat eachiterationis independent
of thepreviousoutputs.Thus,outputvalueswill beevenly
distributed in proportionto the model’s probability value.
However, anetwork with burstybehavior wouldnotexperi-
encea matchingevendistribution of outputs.So, it would
appearthat for sucha network, theBernoulli modelwould
not beanidealchoice,asit would not matchthenetwork’s
actualcharacteristics.

1.1 The Role of Accurate Modeling

The observation that differentmodelsmay yield differ-
entstatisticalcharacteristicsfrom a network andmetricun-
der investigationis importantonly if it is actuallythecase
that the useof an accuratemodel (i.e., one with the cor-
rect distribution) is critical to the correctdesignof proto-
cols using simulationand emulation. However, we have
alreadydemonstratedthe correctnessof this belief in [3].
In that paper, we observed that a naive assumptionabout
the error model usedfor simulation during protocol de-
signcould leadto a poorchoiceof valuefor theprotocol’s
designparameters.In particular, we evaluatedalternative
logical frame sizesto the fixed data frame size usedby
the semi-reliableprotocol,RadioLink Protocol(RLP), in
a Global Systemfor Mobility (GSM) digital cellular data
network. Morespecifically, wewereinterestedin determin-
ing the optimal logical framesize in poor signalcoverage
(i.e., worst caseconditions),one that balancesthe header
andchecksumoverheadassociatedwith eachframe, with
thetimeto retransmitanentirecorruptedframe,to yield the
maximumthroughput.Noticethatthedistributionof errors
(e.g., burstyversusmoreeven)will affectthechoiceof opti-
mal framesize,sinceburstyerrorsfavor largerframesizes,
while evenlydistributederrorsfavor smallerframesizes.

To summarizeour work in [3], we collectedradio link
error tracesfrom a commercialGSM network, calculated
the throughputfor different frame sizes,and determined
that 210 bytes is the optimal frame size value for maxi-
mumthroughput(seeFigure1). We thencomparedthere-
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Figure 1. Optimal frame size versus error
model.

sultswhenassumingthe error processis a Bernoulli pro-
cess,Gilbert process,and3rd orderDTMC process.Using
eacherror model,we generatedan artificial traceof same
lengthastheoriginalGSM traceandcomputedtheoptimal
framesizesusingeachmodel. Using theBernoulli model,
theoptimal framesizewasfound to be60 bytes(i.e., a 71
percentdecreasein performancerelative to the actualop-
timum value). The Gilbert and3rd orderMarkov models
yieldedoptimal framesizesof 150 and180 bytes,respec-
tively. Wethendevelopedadatapreconditioningalgorithm,
theMarkov-basedTraceAnalysis(MTA) algorithm,which
moreaccuratelymodelsthe error distribution in the GSM
network. UsingtheMTA errormodel,we generatedanar-
tificial tracethatyieldedanoptimalframesizeof 210bytes
(seeFigure 1). Thereare two importantobservationsto
derive from this figure: the Gilbert and3rd orderMarkov
modelspredictedhigher throughputvaluesthanexpected,
andperformanceof both for larger framesizesis substan-
tially lessthanthat of the actualtrace. The increasedper-
formancedifferencesarerelatively small in this case,how-
ever, they could leadto questionsaboutperformanceif the
systemis deployed andpeakperformancedoesnot match
predictedperformance. The decreasedperformancedif-
ferencesareimportantbecausethe overall protocoldesign
would most likely be a compromisebetweenoptimizing
performanceunderboth poor andgoodconditions. A de-
signerwho knows thatperformanceunderpoor conditions
wouldonly beslightly reducedby increasingtheframesize
couldchoosea larger framesize,andincreaseoverall per-
formancewith a smallpenaltyfor poorconditions.

While theresultsin [3] werespecificto a particularnet-
work link andits lossprocess,in this paper, we generalize
andapplyourresearchto abroadspectrumof lossanddelay
networkspathtracescollectedfrom threedifferenttypesof
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Trace Frames FER ���	��
 , ��
��	��
 , ������� C

IP 1 360,385 0.027 0.034,0.099,0.82 1
IP 2 331,021 0.050 0.002,0.099,0.11 82
IP 3 155,889 0.064 0.057,0.099,0.79 1
WLAN E 288,804 0.063 0.044,0.099,0.34 5
WLAN D 188,436 0.293 0.046,0.005,0.414 41
GSM E 616,404 0.055 0.005,0.056,0.41 23
GSM D 2,579 0.055 0.002,0.028,0.95 31

Table 1. Collected traces and their character -
istics: number of frames, Frame Error Rate
(FER), the variab les �����	��
�����
��	��
��������	��� , and
the chang e of state variab le, � .

wired andwirelessnetworks,andthe generalchallengeof
domainanalysis:choosingthe mostappropriate modelto
usefor modelingthebehaviorof an arbitrary networkpath
andcharacteristic. Wealsorevisit ourpreviouslydeveloped
datapreconditioningalgorithm, the MTA algorithm, and
introducea new one, the Modified hiddenMarkov Model
(M
�
) algorithm. We thenshow how domainanalysiscan

beusedto choosea network modelthatbestrepresentsthe
characteristicsof agivennetwork path,a metricof interest,
andscenario.

Overall, as we will show in this paper, the resultsare
thatclassicalmodelsperformwell for modelingsomewired
network paths,but surprisingly, not all. However, classical
modelsareinsufficient for modelingmodernwirelessnet-
work paths.In part,this is dueto themorecomplex, bursty
behavior of thesenetworks. We confirm this propertyof
classicalmodelsin a detailedexploration of their behav-
ior in modelinga syntheticnetwork in Section8. Thedata
preconditioningmodelsarebetterat capturingthe lossand
delay behavior of networks, but are still lacking in some
areas.

The restof this paperis structuredasfollows. In Sec-
tion 2, we definebinarynetwork tracesandreview thecon-
cept of stationarity. In Section3, we discusstraditional
modelingtechniques,followed by a discussionof related
work in Section4. In Section5, we review our datapre-
conditioning techniqueand two algorithmsbasedon this
technique.Wepresentourapproachto evaluatingmodelac-
curacy andour modelingmethodologyin Section6, andin
Section7, weapplywe applythesetechniquesto two types
of network path tracescollectedfrom seven differentnet-
works. We introduceour domainof applicabilityselection
techniquein Section8 anduseit to evaluatethebehavior of
thevariousmodelingtechniques.Finally, weconcludewith
Section9.

2 Defining and Classifying Binary Network
Path Traces

Wedefinebinarynetwork pathtracesassequencesof 0’s
and1’s,wherea1 denotestheoccurrenceof aspecificevent
in thenetwork path,while a0 denotesthelackof theevent.
For example,a 1 could representa lost or droppedpacket,
while a0 couldrepresentacorrectlyreceivedpacket. In [4],
weusedtheRunsTestdevelopedby BendatandPiersol[2]
to show thatGSM binaryerror tracesarelocally stationary
binarytime series[8], consistingof regionsthatexperience
variousstatisticalbehaviors. In this paper, we extendthat
work by analyzingandmodelingseveral typesof network
pathtraces.In particular, we analyzetracesthatcapturethe
following events: IP packet losses,wirelessframeerrors,
andpacketdelays.In a losstrace,a1 signifiesa lostpacket,
while in anerror trace,a 1 denotesa corruptedframe,and
in a delaytrace,a 1 meansthat thepacket or framearrived
with a delaygreaterthan somemaximumthreshold1. To
generalizeall thesecases,whenever we encountera 1 in a
packetor frametrace,wewill referto it asanerror frame.

WedefinetheFrameErrorRate(FER)astheoverallper-
centageof frames(or packets)thathaveerrors(or losses,or
delays)relativeto thetotalnumberof frames(or packets)in
a trace.

To understandtheeffectivenessof domainanalysisfor a
broadsetof network typesandmetrics,we analyzedtraces
collectedundervariousscenariosfromseveralnetworksand
atdifferentprotocollayers(seeTable1). IP 1 is a losstrace
collectedby Yajnik et al. [15] during an uncongestedIP
connectionfrom Massachusettsto Sweden.IP 2 and IP 3
are IP loss tracescollectedby Wenyu Jiangat Columbia
University(CU). IP 2 wascollectedduringanuncongested
connectionfrom CU to GMD (the GermanNational Re-
searchCenterfor InformationTechnology),and IP 3 was
collectedduringanuncongestedconnectionfrom CU to the
Universityof Massachusetts.WLANE wascollectedunder
goodsignalqualityconditionsfrom anIEEE802.11bwire-
lessLAN testbedat the TechnicalUniversity of Berlin by
AndreasWillig [14]. We collectedGSME underpoorsig-
nal quality conditionsat the Circuit-SwitchedData(CSD)
radiolink layerof a GSM wirelessdatacellularnetwork at
the UC Berkeley campus. We alsocollectedGSMD and
WLAND at thetransportlayerusingUDP over a poorsig-
nalqualityGSMCSDlink2 andagoodsignalquality IEEE
802.11bnetwork at theUC Berkeley campus,respectively.
Thesetwo traceswerecollectedto analyzethe delaysin-
troducedin applicationsby variouswirelessnetworks. For
GSMD, the delay thresholdwas chosento be 2 seconds,

1The thresholdvalue is dependentupon the particularapplicationof
interestandit indicatesthedelayvaluefor which packetswill bedropped
by theapplication.

2Wearestill in theprocessof collectingadditionalGSM D traces.
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Figure 2. An error trace with lossy and error-
free states.

while for WLAND, we chosea delaythresholdof 20 mil-
liseconds.Notethatthedelaystatisticsobtainedin GSMD
andWLAN D arethe resultsof the effectsfrom two links:
thedelaysdueto theradiolink layerbetweenthesenderand
thebasestationin theGSM or accesspoint in the802.11b
network andthedelayscausedby theIP network. Analyz-
ing eachlink in isolationmight yield differentmodelsfor
eachlink. However, in this paper, we only analyzetheend-
to-endeffectsasa superpositionof theeffectsfrom thetwo
links. In futurework, we planto explorethedifferences,if
any, betweenthecompositionof individual modelsandthe
generationof a superpositionmodel. Finally, we arein the
processof collectingandanalyzinglossanddelaytracesin
a GeneralPacket RadioService(GPRS)GSM network and
aCodeDivisionMultiple Access(CDMA) 1xRTT wireless
datanetwork.

Weanalyzedthetracesin Table1 andobservedthatthese
tracescanbe decomposedinto clustersof 1’s and0’s, and
long clustersof just 0’s. We associatetheseclusterswith
lossystatesanderror-freestates(seeFigure2), by delineat-
ing thetraceinto states(clusters)with lossystatesbeginning
with afirst elementof 1 andcontainingburstsof 1’sand0’s.
A lossystateendswith a burstof 0’s of lengthequalto or
greaterthana change-of-statevariable � . The next 0 ele-
mentfollowing theburstof � 0’sbeginsanerror-freestate,
which is thenterminatedby the0 precedingthenext 1 ele-
mentin thetrace.Thevalueof � is a designdecisionthat
we have definedas the meanplus onestandarddeviation
of the lengthof error burstsin a trace. In Section5.2, we
provideananalysisto optimizeandjustify theparameterC.

We observe that the length distributions of lossy and
error-free statescanbe approximatedwith an exponential
distribution function,wherethesmallertheexponentialpa-
rameter, the larger the averagecluster length. Basedon
this observation, we characterizecollectedtracesusing a
tuple of threevariables ��� ����
 ����
 �	��
 ��� ����� � , where � �	��

and ��
 ����
 are the parametersof the lossy and error-free
statelengthexponentialdistribution, and � ����� is the error
densityin thelossystate(i.e., theprobabilityof gettinga 1
insidealossystate).Notethesignificantdifferencebetween
�����	� andtheFER.

2.1 Stationarity of Network Path Traces

In theTapasproject,we collectandmodelnetwork path
measurementsin theform of binarytracesof losses,errors,
anddelaysasdescribedin Section2. Considera traceto be
theprocess "! �$#&%('*)�+ with adiscretespace�-,. ) �0/ + .
A process!1� is strictly stationary if the distribution of
�2!3
0465&�"787979�:!3
04<;=� is the sameas that of �2!>5=�0797879�:!?;@� for
eachA and B . !1� is second-order stationary if the meanC �?,D�?�2!1��� is constant(independentof % ), andtheauto-
covarianceonly dependson thedifferenceB for all % (i.e.,
�FE&GH�IBJ� % �K,L�FE&GJ�2!1�M��! %ON B��K,L�FE&GJ��B�� ). Given a
second-orderstationarybinary time series!1� , the process
canbemodeledasahomogeneousDTMCs,wherethevalue
of the chainat time % is determinedby thememoryof the
process[8]. In a homogeneousDTMC, thetransitionprob-
abilities remainconstantover time, (i.e., PFQ��2! �=465 ,SR #
! � ,UT���,DPFQ��2!1VW,XR # ! 5 ,UT�� ).

However, checkinga binary tracefor second-ordersta-
tionarity is mathematicallychallenging,and, we believe,
not necessaryfor network modeling.Thus,we definea bi-
nary traceasstationarywhenever thestatisticalproperties,
suchasmean,medianorstandarddeviationdonotvaryover
timefor smallwindow sizes(i.e., valuesof B ). Therequire-
menton thewindow sizeto besmallis necessaryto beable
to applyhigh-orderDTMCs,wherethetransitionsprobabil-
itiesdo not varyover time.

As mentionedabove,weobservethatempiricalnetwork
tracesarenon-stationary, sincethe traces’statisticalprop-
ertiesvary over time. However, thesetracesexhibit local
stationarity(i.e., a non-stationarydatasetcomposedof de-
terministicregionsandsmallstationaryregions).In thispa-
per, we show that neglectingthe non-stationaryaspectsof
network tracesandattemptingto fit traditionalmodelsonto
thesetracescanleadto inadequatemodelsthatdo not cap-
ture themany possiblepatternsof thedataandtheir distri-
bution.

We usetheRunsTestto analyzethestationarityof net-
work pathtraces.TheRunsTestcomputesthemedianrun
(i.e., error burst) valueof the trace,divides the traceinto
equalsizesegments,andplotsahistogramof runsnotequal
to themedianvaluein eachsegment.Too few or too many
runs is a sign of non-stationarity. If a traceis stationary,
the numberof runsdistribution betweenthe 0.05and0.95
cut-offs will becloseto 90 percent.The RunsTestcanbe
summarizedasfollows:

1. Definea run asa numberof consecutiveones(alsore-
ferredto asanerrorburst).

2. Divide the traceinto segmentsof equallengths(win-
dow size).

3. Computethelengthsof runsin eachsegment.
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trace .

4. Countthe numberof runsof lengthabove andbelow
themedianvaluefor run lengthsin thetrace.

5. Plota histogramfor thenumberof runs.

WeappliedtheRunsTestto GSME with window sizeof
60. Figure3 showsthatonly 21.2percentof therunsdistri-
bution lie betweenthe0.05and0.95cut-offs, and78.8per-
centlaysoutsidetheleft andright cut-offs. Thus,from the
RunsTest,weconcludethatGSM E is anon-stationarypro-
cessfor awindow sizeof 60. Wealsotestedseveralwindow
sizes,andobserved that as the window sizedecreasesthe
percentageof runsdistributionbetweentheboundarypoints
also decreases,(i.e., for smaller window sizes,GSME is
non-stationarity). For example, for a window size of 20,
only 12.3 percentof the runsdistribution lie betweenthe
boundarypoints.

3 ClassicalMark ov Models

In this section,we presentthe two types of classical
stochasticmodelsfor characterizingthe statisticalproper-
tiesof network tracesthatwe examinein this paper. Oneis
theGilbertmodel,thewell known andpopularMarkov pro-
cessof memoryone,andthesecondis theHiddenMarkov
Model (HMM) [10]. We discussthe reasoningbehindour
choicesbelow.

3.1 The Gilbert Model

We choosethe Gilbert model becauseit is one of the
most commonmodelsusedfor network simulation. The
modelis a DTMC of orderoneandhastwo states(seeFig-
ure 4). In a network trace, the Gilbert model statescor-
respondto the statusof eachdataframe  0,1+ , asdefined

Pr(0|1)

0 1Pr(0|0) Pr(1|1)

Pr(1|0)

Figure 4. Gilber t model state transition dia-
gram.

S
k−2

S S S Sk−1 k k+1 k+2

y y y y y
k−2 k−1 k+1

k+2k

Figure 5. Bayesian Network of a 2nd Order
Hidden Markov Model.

previously. TheGilbert modelpredictsthestateof thenext
frame by only consideringthe previously received frame.
As a result, the Gilbert model can only model relatively
shortburstsof anevent.

An alternativeto theGilbertmodelis a3rd orderMarkov
model, a DTMC of order three (i.e., with eight states).
Comparedto the Gilbert model, this modelkeepstrack of
the statusof the previous threeframes,increasingits pre-
diction accuracy at the costof additionalcomplexity (i.e.,
themodelcanmodelshortandrelatively long burstsof an
event). However, even with this increasein accuracy, 3rd

orderMarkov modelsdon’t alwaysaccuratelycapturereal
network statisticalcharacteristics(seeFigure1).

3.2 The Hidden Mark ov Model

For thesecondmodel,wechooseaHMM modelbecause
many statisticiansbelieve that the non-stationarycharac-
teristicof empiricalnetwork tracesmakesHiddenMarkov
Models (HMM) a good potentialcandidateto model net-
work traces. In a HMM, eachdatapatternis associated
with a hiddenstate,giving the HMM its main advantage:
the ability to modelnon-stationaryprocesses.The model
parametersin a HMM are the transitionprobabilitiesbe-
tweenhiddenstates,the memoryof the process,and the
conditionalprobabilitiesof theobservationsgiven the cur-
rent state. In a HMM, the currentobservation is statisti-
cally independentof the previousobservationsandit only
dependson thecurrentstate,this is known astheoutputin-
dependenceassumption.Figure5 illustratesthe Bayesian
network [13] for thegraphicalrepresentationof a HMM of
order2,whereY 5 �0797879��Y ; �"78797 representsthesequenceof states
and Z[5&�"787979�:Z\;]�"78797 representsthesequenceof observation.

Wemodelnetwork traceswith a two-hidden-state4th or-
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derhiddenMarkov model.Thestates &^<5@��^ V + correspond
to thelossyanderror-freestatesdefinedin Section2, while
the observation symbols  `_ 5 ��_HV + correspondto the status
of thedataframe  ) �0/ + . We chooseahighorderof 4 to ac-
countfor possiblecorrelationsbetweenconsecutive states.
Using an ordergreaterthan4 improvesaccuracy slightly,
but it significantlyincreasesthe computationalcomplexity
of themodel.

4 RelatedWork

Thereis significantinterestin theareaof usingnetwork
measurementsto modelnetwork behavior. However, very
few researchersaddressthe problemof non-stationarityin
network measurements.Zhanget al. [16] studystationarity
in theInternetandintroduceanew notionof stationaritythat
is morerelevant to network properties.They call a dataset
operational stationary, if the statisticsof interestremain
within boundsconsideredoperationallyequivalent. Their
mostinterestingfinding is the observation that stationarity
dependsonthetimescalethatis usedfor evaluation.Others
have lookedat the stationaritybehavior of network traffic,
traffic stationarity. For example,Molnaretal. [11] propose
a simple approachfor identifying stationaryintervals and
analyzingthemindependently. They introducea new tech-
niquefor identifying theseintervals.Lelandet al. [9] study
thestationarityof self-similarmodelsof network traffic.

Several researchershave applied traditional modelsto
the analysisof non-stationarydatacollectedin computer
networks. In particular, they have usedtraditionalmodels
to characterizethe lossprocessof variouschannels.Bolot
et al. [5] usea characterizationof thelossprocessof audio
packetsto determinethe appropriateerror control scheme
for streamingaudio.They modelthelossprocessasa two-
stateMarkov chain,andshow that the lossburst distribu-
tion is approximatelygeometric. Yajnik et al. [15] char-
acterizethe packet lossin a multicastnetwork by examin-
ing thespatial(acrossreceivers)andtemporal(acrosscon-
secutive packets)correlationin packet loss. Of particular
interestis their modelingof temporallossusinga 3rd or-
derMarkov chain. Yajnik’s work identifiestheproblemof
non-stationarityin their datasets,andthey analyzethedata
by removing thesepartsof the datathat experiencenon-
stationaryerrorbehavior.

Thereis alsorelatedwork in wirelesstraffic modeling.
Nguyenetal. [12] presentatwo-stateMarkov wirelesserror
model(i.e., Gilbertmodel),anddevelopanimprovedmodel
basedoncollectedLucent900MHz WaveLAN errortraces.
Building on this work, BalakrishnanandKatz [1] alsocol-
lectederror tracesfrom a Lucent900MHz WaveLAN net-
work anddevelopeda two-stateMarkov chainerrormodel.
Willig et al. [14] presenta specialclassof Markov models,
called bipartite models. Zorzi et al. [17] also investigate

theerrorcharacteristicsof a wirelesschannelandcompare
an IndependentandIdentically Distributed(IID) model to
theGilbert model. Their work postulatesthathigherorder
modelsarenotnecessary.

In summary, the Tapasproject addressesthe modeling
of similar networkswith non-stationaryerroranddelaybe-
haviors,providing anew modelingmethodology. Ourwork
is relatively novel in its approachof not only identifying
datasetswith non-stationarybehavior, but also identifying
stationaryregionsandmodelingthe entiredatasetasa se-
quenceof stationarycomponents.We also focus on and
demonstratetheimportanceof accuracy in network model-
ing. In previous work [3, 4], we have shown how assum-
ing thewrongerrordistributionshasled to incorrectdesign
decisions. For example,as we show in the introduction,
choosinganincorrecterrormodelyieldsasuboptimalwire-
lessframesize. Basedon this andotherobservations,we
arguethat thereis a needto developmethodsfor choosing
the most accuratemodelingalgorithmsthat bestdescribe
andhandletime-varyingrealworld network characteristics
andtheir statistics.

5 Modeling through Data Preconditioning

As we will show, classicalmodelingapproachesarein-
capableof capturingall of the complexities and charac-
teristics of somedatasets. We introducea new model-
ing methodologythat supportsa greaterdegreeof behav-
ior complexity in computernetworks. We then describe
two instancesof thismethodology, theMarkov-basedTrace
Analysis(MTA) algorithmandtheModifiedhiddenMarkov
Model (M

�
) algorithm.

5.1 Data Preconditioning

Thesearchfor a bettermethodfor creatingaccuratean-
alytical network modelsthat take the non-stationaritybe-
havior of networks into accountleadsus to proposea new
researchmethodology. This methodologyconsistsof the
analysisandpreconditioningof databefore the datais fed
into traditionalmodels.Intuitively, we usepatternrecogni-
tion to breakdown datasetsthatexperiencenon-stationarity
into subsetsthatexhibit stationarybehavior, andhenceare
easierto accuratelymodelwith traditionalmodels. For a
particularnetwork characteristic,we follow the processil-
lustratedin Figure6. First,weidentify datapatternsthatex-
hibit stationarityandsuggestanunderlyingprocessconsist-
ing of somenumberof states.Eachstateis associatedwith
aspecificdatapatterncorrespondingto aparticularnetwork
behavior3. For example,for thenetwork tracespresentedin
Section2, we identifiedtwo distinctstates:lossyanderror-
free.Second,weconcatenatetraceregionswith samestates

3Eachnetwork behavior hascertainstatisticalproperties.
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��Trace

�Subtrace�2

�Subtrace�3

Figure 6. Data Preconditioning: in this exam-
ple a netw ork trace is decomposed into three
subtraces, each consisting of a concatena-
tion of a specific data pattern.

to form stationarysubtracesof theoriginal trace,(i.e., lossy
anderror-freesubtraces).Thesesubtraceshavetheproperty
that they canbe modeledusinga high-orderDTMC. Note
that therewill be asmany subtracesasstates.Finally, we
useMarkov models(or othersimilar modelingtechniques)
to calculatethetransitionprobabilitiesbetweenstates.

This approachcan be used to model very different
characteristicsof datasetsfrom collected network mea-
surements,including packet loss, end-to-endlatency, or
throughput.In particularin this paper, wedemonstratehow
this researchmethodologycan be appliedto significantly
improvetheaccuracy of themodelingof theerroranddelay
processesin wired andwirelessnetworks.

5.2 Optimizing the change-of-statevariable C

An importantdesigndesicionin ourdatapreconditioning
methodologyis thechoiceof thechange-of-statevariableC.
Our goalis to constructsubtracesthatexperiencestationar-
ity for a givenwindow size. In Section2, we definedC as
the meanplus onestandarddeviation of the lengthof er-
ror burstsin the trace. In this sectionwe will analyzeour
chooiceon the valueC, andwe will provide an optimiza-
tion algorithmto find thebestpossiblevaluefor C. We use
GSME tracefor our analysis.

We first calculatethe meanand standarddeviation for
the error burst length in GSME. For this trace,the mean
valuewasfound to be6 framesandthestandarddeviation
was 17 frames,yielding a state-of-change constantvalue
� of 23 ( a�bc/&d ) frames. With a � valueof 23, we form
lossysubtraceby first identifying lossystates,asdescribed
in Section2, andconcatenatingall lossystatestogether. To
prove that lossytraceis a stationaryprocesswe apply the
RunsTestdescribedin Section2.1.Figure7showsthat90.5
percentof therunsdistributionlie betweenthe0.05and0.95
cut-offs. Therefore,this resultprovesthat lossysubtrace,
constructedwith a � valueof 23, is astationaryprocessfor
a window sizeof 60. Recallin Section2, GSM E only had
21.2percentof therunsdistribution betweentheboundary
points.
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Figure 7. The Runs Test applied to lossy sub-
trace .

Variable � Percentage

25 89.3
24 90.7
23 90.5
22 91.5
21 91.4

Table 2. Percenta ge of runs distrib ution be-
tween boundar y points for a rang e of � val-
ues.

Next, in orderto optimizethe � value,we developedan
algorithmthat takesan original non-stationarytraceandit
executesthe RunsTestfor a large rangeof � values.The
goal is to find the greater� value that yields a stationary
lossysubtrace.

Table 2, shows the the percentageof runs distribution
betweentheboundarypointsfor various � valuesbetween
21and25. Weareinterestedin obtainingthelargest� value
that gives90 percentdistribution. Table 2 illustratesthat
choosingany valuesmallerthat25 yield a stationarylossy
subtrace.Therefore,our intituiticvechoiceof 23wasinside
this optimal rangeof values.In fact,choosingany � value
closeto 23will yield stationarity.

Decreasingthe window sizein the Runstest,put more
restrictionin thestationarybehavior. Thesmallerthewin-
dow size,thesmallerthe � valuewouldhaveto beto obtain
stationarysubtraces.

5.3 The Mark ov-basedTraceAnalysisAlgorithm

ThebasicconceptbehindtheMarkov-basedTraceAnal-
ysis(MTA) algorithm[4] is thata tracecanbedecomposed
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into the lossyanderror-free statesdescribedin Section2.
The lossy statesare concatenatedto form the lossy sub-
trace,while the error-free statesareconcatenatedto form
the error-free subtrace.Lossy subtraceexhibits stationar-
ity andit canbemodeledusinga high-orderDTMC. Next,
theMTA algorithmmodelslossysubtraceasa DTMC and
computesthememoryandtransitionsprobabilities.

The last stepof the MTA algorithmis to determinethe
bestfitting distribution for the lengthsof both lossy and
error-free states. MTA approximatesthe states’ lengths
distribution usingan exponentialdistribution function and
computestheexponentialfunction’sparametersusinga fit-
ting function.TheCumulativeDistributionFunction(CDF)
of theempiricaltraceis plottedalongwith exponentialdis-
tributionswith parametervaluesrangingfrom 0 to 1 in steps
of 0.001.MTA thenchoosestheexponentialparameterthat
yieldsaCDFcurvethatis thebestapproximationto theem-
pirical CDF curve. The bestapproximationis determined
by calculatingthe correlationcoefficient, as explained in
Section6, betweenthe original CDF curve and the expo-
nentialapproximations.

We definetwo randomprocesseswith a discretespace
�.,c ) �0/e�gf��"78797 + :
h The lossystatelengthprocess &iW� #j%k'l)�+ , where
iW� representsthenumberof elementsin the %Mm�n lossy
state, (i.e., thelengthof thestate).

h The error-free state length process `o �p#q%r's)�+ ,
whereo � representsthe % m�n error-freestatelength.

Theapplicationof theMTA algorithmto an input trace
canbesummarizedasfollows:

1. Calculatethemean( C � ) andstandarddeviation ( Y`t]� )
valuesfor errorburstlengthsin thetrace.

2. Set � , thechange-of-statevariable,equalto C � + Y"t]� .
3. Partition the traceinto lossystateanderror-freestate

portionsusingthefollowing definitions:

h Lossystate: runsof 1’s and0’s,with thefirst el-
ementbeinga 1, andwith runsof only 0’s that
have lengthlessthanor equalto the � .h Error-freestate: runsof only 0’s thathavelength
greaterthan � .

4. Createlossysub-traceby concatenatingthelossystate
portionsof theerrortrace.

5. Model lossysub-trace as a DTMC, and calculateits
orderandtransitionprobabilities.

6. Determinethebestfitting exponentialdistributionsfor
thelengthprocessesi � and o � .

5.4 The Modified hidden Mark ov Model Algo-
rithm

TheModified hiddenMarkov Model (M
�
) modelingal-

gorithm is the mostrecentapplicationof our dataprecon-
ditioning methodology. Unlike theMTA algorithm,theM

�
algorithmis capableof modelingtraceswith two or more
datapatternsandnon-exponentialstatelengthdistributions.
Similar to aHMM, theM

�
viewseachdatapatternasahid-

den state,and it modelsthe transitionamongstateswith
a high order DTMC. Using the datapreconditioningap-
proach,theM

�
algorithmconcatenatessubtracesfrom each

of thesamehiddenstatesencounteredin theoriginaltraceto
form subtraces,andthenmodelseachsubtracewith a high
orderDTMC. Intuitively, this new algorithmcanbeviewed
asanew typeof hiddenMarkov process[10], wheretheout-
putindependentassumptionis not taken.Figure8showsthe
Bayesiannetwork representationof a M

�
modelof order2.

In this diagram,we assumethat Y`;&u V ��Y&;`uM5@��Y&;]�gY`;�465@�gY&;�4 V
are the samehiddenstateand, if we have several hidden
states,eachhiddenstatewould generateasubtrace.

S
k−2

S S S Sk−1 k k+1 k+2

y y y y y
k−2 k−1 k+1

k+2k

Figure 8. Bayesian Network of a 2nd Order M
�

Model.

In Section2, we identifiedtwo hiddenstatesin our net-
work traces(i.e., theerror-freeandlossystates).Usingthis
observation,wesummarizethestepsof theM

�
algorithmas

follows:

h Similarto themethodusedfor MTA, M
�

first identifies
thestatesin theoriginal traceandit createssubtraces
by concatenatingsamestates.

1. Createlossy subtracefrom the lossy statepor-
tionsof theerrortrace.

2. Model lossysubtraceasa DTMC, andcalculate
its orderandtransitionprobabilities.

3. Model theerror-freestateasa deterministicpro-
cess,whereeachelementis 0.

h Next, M
�

determinesthetransitionsbetweenerror-free
andlossystates:

1. Createstatetrace. This tracecorrespondsto the
collecteddataset(e.g., GSM E trace),with lossy
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states(asdefinedby thefirst step)replacedby all
1’s and error-treestates(as definedby the first
step)remainingall 0’s.

2. Model statetraceasa DTMC, andcalculateits
orderandtransitionprobabilities.

In summary, the M
�

algorithm applies traditional
Markov processpropertiesto local stationarydataby iden-
tifying stationaryregionsandmodelingtheseregionsand
thetransitionbetweenthemusingDTMCs.

6 Model Accuracy and Validation

In this section,we provide threenecessarymechanisms:
an approachfor evaluating the accuracy of a particular
model,amethodfor determiningtheminimumsizeof acol-
lectedtracethatis necessaryto extractmodelparametersfor
aspecificnetwork, andaprocessfor validatingthatthecre-
atedmodelsarerepresentative of a particularnetwork path
scenario(e.g., poor signalquality, uncongested,etc.) and
metricof interest.

6.1 Measuring Model Accuracy

We areinterestedin evaluatingmodelaccuracy for two
classicalmodels(i.e., Gilbert and4th orderHMM) andtwo
datapreconditioningalgorithms(i.e., MTA andM

�
). Us-

ing eachmodelwith thecollectedtracesin Table1, we can
generateartificial tracesand compareeachtrace’s result-
ing statisticswith the original traces’statistics. We then
needto quantifytheaccuracy of eachmodel.We do thisby
first plotting theerroranderror-freeburstCumulative Dis-
tributionFunctions(CDF)for eachartificial trace.Then,for
eachtrace,we calculatethe correlationcoefficient ( v�v ) [2]
betweentheerroranderror-freeCDFsof artificial traceand
theCDFsof theoriginal trace.We usethe v0v asa measure
of how closelyeachartificial traceapproximatesthe origi-
nal trace.A v�v of 1 signifiesthat thetwo tracesexperience
the sameerror or error-freestatistics,while a v�v of 0 indi-
catesno statisticalcorrelationbetweenthetraces.

To betterunderstandtherelationshipbetweenv�v values
and model accuracy, we calculatedthe error burst statis-
tics of several generatedtracesandcomputedtheir v�v val-
uesfor a given referencetrace. First, we generateda ref-
erencetracewith fixed setof �����	��
�����
w����
��������	��� values
of (0.006, 0.1, 1.0). Next, we generatedartificial traces
by changingthe value � �	��
 from 0.0065to 0.02 in steps
of 0.0005,while keeping ��
 �	��
 and � ���	� constant(i.e.,
����
 �	��
 ��� ���	� �O,x� ) 78/\�0/`� ), and we computedthe associ-
ated v�v value for eachartificial trace. Finally, using the
referencetrace’s meanerrorburst sizeasa referencepoint
(i.e., 173 frames),we plotted the meanerror burst and its
percentagereduction(relative to the referencetrace’s error

burstsize)for eachobserved v�v value(seeFigure9). Thus,
thepercentagereductionindicatesthedecreasein sizeof the
meanerror burst of an artificial tracerelative to the mean
error burst of the referencetrace. Figure9 shows that an
artificial tracewith a v�v of 0.99,yields a meanerror burst
of 160framesor only an8 percentreduction.As the v�v de-
creases,thepercentageof reductionincreases,and v�v values
smallerthanor equalto 0.96will yield percentagesgreater
thanor closeto 50 percent. Basedon theseobservations,
we chooseto associatev�v valuessmallerthanor equalto
0.96 (i.e., meanpercentagereductiongreaterthat 50 per-
cent)with inaccuratemodels.
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Figure 11. GSME error path modeling: mean
and standar d deviation correlation coefficient
values for diff erent subtrace lengths.
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6.2 Minimum Trace Length for Accurate Model-
ing

Another importantaspectin the generationof accurate
modelsis determiningthe minimum tracelength required
to preciselycapturemodelparameters.To addressthis is-
sue,we provide the following analysismethod. Given a
specificnetwork path,scenario,andmetric of interest,we
collectavery largetrace,(e.g., a200,000frametracerepre-
sentingover anhour’sworth of data),we call this tracethe
referencetrace. Next, wecalculatethemaximumerror-free
burst (maxEFB) encounteredin this trace. If max EFB is
closeto thesizeof thecollectedtrace(i.e., 200,000in this
case),thena larger tracemustbecollected.Oncewe have
thetypicalmaxEFBandareferencetraceof lengthref len,
we divide this traceinto subtracesof sizes y ��z {8�	�V:| , where
R3,c/\��f���}��"787979� C . Themaximumvalueof R (i.e., C ) is cho-
sensuchthat y �:z {9�	�V | ~ /e� )e)\) frames.For example,a ref-

erencetraceof 200,000frameswill generate2 subtracesof
100,000frames,4 subtracesof 50,000frames,8 subtraces
of 25,000frames,16 subtracesof 12,500frames,32 sub-
tracesof 6,250frames,64 subtracesof 3,125frames,and
128 subtracesof 1,562 frames(i.e., C ,xd is the maxi-
mumvaluethatyieldsa subtracelengthgreaterthan1,000
frames).Then,wecalculatethe v�v valueof eachsubtraceto
thereferencetrace.The v�v valueindicatesthedegreeof sta-
tistical correlationbetweenthesubtracesandthereference
trace. As previously discussed,a v�v of 0.96or lesssigni-
fiesaninaccuratemodel,thereforeasubtracewith sucha v�v
valueshouldnotbeusedto obtaina model’sparameters.

As an example,we perform this analysison WLANE
and GSME. First, we calculate their maxEFB values
to be 81,493and 20,447, respectively, and take the first
200,000framesof each trace to constructthe reference
traces,ref WLANE and ref GSM E. We chooseC ,�a ,
which generatesa total of 126subtracesof similar anddif-
ferent lengths. For the referencetracesref WLAN E and
ref GSME, Figures10 and11 illustratethemeanandstan-
dard v�v valuesfor eachsubtracelength. For GSM E, sub-
tracesof sizesas small as 25,000framesyield v�v values
greaterthan0.96. Subtracesof sizeequalor smallerthan
12,500framescangive v0v valuesgreaterthat0.96,but there
is a greaterchancethat the v�v value will be smaller than
0.96. For WLANE, any tracesmallerthan100,000frames
will have a high probability of having a v�v value smaller
than0.96,andeventhe100,000lengthsubtraceshavesome
likelihoodof having v�v valuesof 0.96 or less. From this
analysis,we concludethatgivena particularpath,themin-
imum lengthrequiredto extract the modelparametersis a
somewhat arbitrarychoicethat dependson the path’s typ-
ical maxEFB. A reasonable,safelength would be to use
a traceof lengthequalto or greaterthanthe doubleof the
maxEFB. For WLAN E, thedoubledmaxEFB is 162,986,
which is greaterthan100,000frames,the maximumsub-
tracelengththatwefoundin ourearlieranalysis.For GSM,
the doubledmaxEFB is 40,894,and our analysisshows
than any length equal to or greaterthan 25,000will lead
to accuratemodelparameters.

6.3 Modeling TechniqueValidation

Thefinal stepin validatingourmodelingmethodologyis
to guaranteethatageneratedmodelis anaccuraterepresen-
tationof thenetwork path,andmetricof interestfor agiven
scenario(i.e., will themodelaccuratelydescribethecharac-
teristicsof additionaltracescollectedfrom thenetwork path
for thesamescenario?).To verify thattheansweris yes,we
performanexperimentthatdeterminesthebestmodelusing
asubsectionof areferencetrace,andthenusesthismodelto
createanartificial trace.We thencompareartificial trace’s
statisticsto thoseof a different referencetracesubsection
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andto theentirereferencetraceitself.
We extracted200,000framesfrom GSM E trace, and

calledthis referencetraceAB. We dividedAB into two sub-
tracesof 100,000frameseach,andcalledthesesubtracesA
andB. Next, we calculatedthe bestmodel for subtraceA
usingthe v�v metric to determinemodelaccuracy (seeSec-
tion 6.1).TheM

�
modelyieldedthehighestv�v value,there-

forewechosethismodelto createa100,000frameartificial
traceM

��
.

To determinethe accuracy of the statisticsof artificial
trace,M

��
, we calculatedthe v�v of theerrorburstanderror-

freeburstCDFs(seeSection6.1)betweenM
��

andtracesA
(0.98and0.90),B (0.98and0.95),andAB (0.99and0.93).
The computedv�v valuesbetweenM

��
andA andbetween

M
��

andB are relatively closein value (especiallyfor for
errorbursts),which indicatesthat theartificial tracegener-
atedby M

�
reasonablyaccuratelymodelsotherregionsof a

referencetrace.
Thisanalysisshowsthatourmodelgenerationtechnique

is not biasedby a particularsectionof a tracewe areana-
lyzing, but ratherit demonstratesthata capturedtracecan
beusedto accuratelymodelthestatisticsof aparticularnet-
work characteristicovera longperiodof time.

7 Choosingthe BestNetwork Path Model

In this paperwe have presentedtwo classicaland two
data preconditioningmodels that capture the error and
error-free statisticsof network traces. In this section,we
applythemodelvalidationmethodsdescribedin theprevi-
oussectionto thecollectedtraceslistedin Table1. Weshow
that thevariousmodelsyield differing degreesof accuracy
whenusedto emulateanetwork path,metricof interest,and
scenario.Then,we comparethecomputationalcomplexity
andperformanceof thevariousmodels.

7.1 Choosing Accurate Models for Collected
Traces

Foreachof thecollectedtracesin Table1,wedetermined
themodelparametersfor thetwo classicalandtwo datapre-
conditioningmodels.We list the v�v valuesfor theerrorand
error-freeburstsCDF of the traces,the bestmodelchoice,
and the associatedbestaverage v�v value in Table 3. Ex-
aminingtheerrorburstCDF v�v valuesfor theGSM E trace
shows valuesfor theGilbert,HMM, MTA, andM

�
models

of 0.74,0.89,0.99,and0.99respectively. As we discussed
in theprevioussection,v�v valueslessthanor equalto 0.96
indicatemodelsthatpoorly capturethestatisticsof thenet-
work and metric being investigated.To betterclarify the
differencesbetweena v�v of 0.99anda v�v of 0.74,we plot
the error burst CDF for the GSM E tracemodelsin Fig-
ure 12. Examiningthis figure, we canseethat the CDFs

for theGilbert andtheHMM modelarenot goodapproxi-
mationsto therealdistribution, thereforewe mayconclude
that v�v valuesof 0.74and0.89indicatepoorcorrelationsbe-
tweentheartificial tracesandtheactualtrace.On theother
hand,a v�v valueof 0.99yieldsaverygoodapproximation.

Tables4 and5 show themaximum,mean,andstandard
deviation valuesof the error and error-free burstsfor the
original andartificial tracesfor eachof the models. Note
that thosemodelswith meanvaluesthat aresimilar to the
referencetraces’meanvaluesin generalhavehigher v�v val-
ues.

Overall, the resultsshow two important observations:
different modelshave varying degreesof successin cap-
turing the statisticalpropertiesof the networks, metric of
interest,and scenario,and, as shown by the modelingof
IP 2 andGSM D, we still needbettermodelsfor capturing
network pathbehaviors. The Gilbert modelperformswell
whenmodelingwired IP networks, however, surprisingly,
it is not alwaysaccuratefor IP networks (e.g., IP 2). The
HMM modelaccuratelycaptureserrorburstsin somewired
networks,but is fairly inaccurateat modelingwirelessnet-
works. The datapreconditioningmodelsperform well at
modelingmany of the networks, especiallythe error burst
portions.However, in general,asshown in Table5, they are
not asaccuratein modelingtheerror freebursts.Note that
thesameobservationis truefor boththeGilbert andHMM
models. We believe that future researchshouldfocus on
optimizing the modelingof both error burst anderror free
burstbehavior.

7.2 Model Computational Complexity

Anotherimportantfeatureto considerwhenchoosinga
network model is the model’s computationalcomplexity.
Onemeasureof thecomplexity of a modelis its execution
time. For example,on a 1.8GHzIntel Pentium4 proces-
sor, themodelingof theIP 1 tracetook8 secondsusingthe
Gilbert model,57 secondsusing the HMM model,7 sec-
ondsusingthe MTA algorithm,and59 secondsusingM

�
.

Note that the M
�

usestwo 4th orderDTMCs, resultingin
a total of 32 states.The HMM modelconsistsof a single
4th orderDTMC, andit calculatesthe outputaccordingto
thestate.Thecostof theHMM is similar to theM

�
model.

TheMTA modelconsistsof onesmall4th orderDTMC for
modelingthe lossysubtraceportionof the trace,while the
Gilbertmodelusesonelarge1st orderDTMC for modeling
the original trace. The MTA modelhasa lower computa-
tion costthantheGilbert becauseit only needsto calculate
the transitionprobability for the lossysubtrace,which is a
muchsmallertracethantheoriginal trace.Overall,we ob-
serve thattheM

�
is thehighestcostmodel.

Thus,thechoiceof modelmayalsodependon the type
of simulationbeing done. If a tracecan be generatedin
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Trace Gilbert HMM MTA M
�

BestModel BestAveragecc

IP 1 0.99, 0.98 0.99, 0.66 0.72,0.95 0.99, 0.98 Gilbert or M
�

0.99or 0.99
IP 2 0.92,0.81 0.19,0.68 0.95,0.62 0.98, 0.94 M

�
0.96

IP 3 0.99, 0.99 0.98, 0.75 0.76,0.96 0.99, 0.98 Gilbert 0.99
WLAN E 0.92,0.74 0.73,0.51 0.99, 0.87 0.99, 0.73 MTA 0.93
WLAN D 0.93,0.80 0.29,0.37 0.99, 0.54 0.98, 0.95 M

�
0.97

GSM E 0.74,0.92 0.89,0.92 0.99, 0.96 0.99, 0.94 MTA 0.98
GSM D 0.27,0.74 0.71,0.96 0.91,0.84 0.82,0.82 MTA 0.88

Table 3. Ar tificial traces, their correlation coefficient (error burst CDF, error-free burst CDF), best
model(s), and average correlation coefficient for best model(s).

Trace Original Gilbert HMM MTA M
�

IP 1 23,1, 0 5, 1, 0 7, 1, 0 62,4, 4 13,1, 0
IP 2 6374,2, 80 4, 1, 0 594,102,103 37,2, 4 169,2, 9
IP 3 13,1, 0 5, 1, 0 7, 1, 0 34,3, 3 10,1, 1
WLANE 42,2, 3 4, 1.67,0.54 140,13,15 23,2, 2 28,2.68,2.68
WLAND 2212,4, 37 8, 1, 1 1448,194,206 61,4, 6 122,4, 8
GSM E 626,6, 17 6, 1.86,0.40 124,16,16 44,5, 6 72,6.37,8.21
GSM D 38,20,11 2,1.5,0.87 36,12,12 7,3,3 52,26,18

Table 4. Original and artificial traces’ error burst statistics: maxim um, mean, and standar d deviation.

advance,modelcomplexity will be lessof an issue.How-
ever, for real-timetracegeneration,developersmayneedto
considerboththecomplexity andtheaccuracy of amodel.

8 Determining the Domain of Applicability

In this section, to better understandthe behavior of
eachof the four models,we observe them while they at-
tempt to capture the propertiesof a synthetic network.
We first use the three parametersfor classifying traces
( ���	��
]����
��	��
���������� , definedin Section2) to capturethe
propertiesof a syntheticnetwork andnetwork characteris-
tic of interest,andthenidentify thedomainof applicability
for eachmodel: for a givencharacteristicof a trace, which
modelperformsbestat modelingthat characteristic?

8.1 GeneratingArtificial Traces

We answerthis questionwith thefollowing process,we
begin by generatingartificial traces(using a methodde-
scribedbelow) for various valuesof ���	��
 , ��
��	��
 , and
� ���	� . Next, for eachmodel andeachtrace,we calculate
the v�v for the error anderror-freeburst CDFs,andthe av-
eragevalueof thesetwo v�v values.Note that the accuracy
of the v�v for the error burstsCDF is equallyas important
asthe accuracy of the error-freeburst CDF. However, one
could adda weight to eitheronedependingon the impor-
tanceof obtainingthecorrectdistributionaccuracy for each

burst type. For example,in Table3 for the IP 1 trace,the
Gilbert,theHMM, andtheM

�
modelsgivea v�v for theerror

burstdistribution of 0.99,however, the v�v for theerror-free
burstdistribution in theHMM is only 0.66.

To generateartificial tracesfor ourexplorationof domain
analysis,we first choosethreefixedvaluesfor theparame-
ter �����	� of 0.2,0.4,and0.7,while for the ���	��
 and ��
��	��

parameters,we vary the valuesof eachfrom 0.001to 0.1
in stepsof 0.001. We usethe fixed �����	� valuesto gener-
ateBernoulli process-basedrandomerrorsinsidethe lossy
state.Notethatthismeansthatinsidealossystatetheoccur-
renceof errorsarememoryless(i.e., thenext frame’s value
doesn’t dependon the previous frame’s value). The effect
of usinga Bernoulli processto generateerrorsis, for small
valuesof � ���	� , thatit biasesthedomainanalysisresultsto-
wardsthesimplerGilbert model,insteadof morecomplex
higherordermodels.However, asthevalue � ����� increases,
so doesthe likelihoodof occurrenceof multiple consecu-
tive error;andthus,thebiasswitchestowardshigherorder
modelsbeingbetterchoices.Sincemostrealnetwork traces
will experiencesomedegreeof memory, usingthemfor do-
main analysiswould yield resultsthat werealmostalways
biasedtowardsmemoryprocess-basedmodels. Thus, we
chooseanartificial tracegenerationmethodthatwill allow
usto explorethefull rangeof domainanalysisandresults.

We determinethe lossy and error-free bursts lengths
by using the inversetransformationmethod[7]. Given a
randomvariable ! with a CDF 
1�2�H� , the variable � is
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Trace Original Gilbert HMM MTA M
�

IP 1 977,40,70 383,121,90 3500,1033,791 260,55,46 486,156,118
IP 2 3079,50,193 404,239,195 5973,1400,1220 15205,3743,3251 5769,325,489
IP 3 607,17,27 146,81,66 678,254,193 149,45,38 240,68,51
WLAN E 81493,42.00,1306 393,195,159 1799,415,356 331,63,53 2689,219,258
WLAN D 5893,11,132 148,50,40 2295,1724,1558 2094,294,305 1830,42,90
GSM E 20447,114,550 888,535,438 3258,654,563 2927,477,420 3453,574,550
GSM D 907,347,253 1107,2805,2270 523,674,488 2160,4516,3528 864,1688,1194

Table 5. Original and artificial traces’ error freeburst statistics: maxim um, mean, and standar d devia-
tion.

uniformly distributed between0 and 1. We can gener-
ate a samplevalue of ! by generating� and calculating
�X,l
 uM5 �2�M� . For an exponentialfunction with parameter� , �$,k
1���H��,�/ N�� uM�e� . Thus,we candetermine� from
��, N���% �2�M��� � .

We summarizethealgorithmfor generatinganartificial
traceasfollows:

1. Choosethe numberof frames,N, to generatein the
artificial trace.

2. The algorithm repeatsthe following stepsuntil all N
frameshavebeengenerated:

(a) Determine�={8�	� , the error-free statelength from
the error-free statelength distribution (i.e., ex-
ponential distribution function with parameter
��
��	��
 ).

(b) Determine �g{8�	� , the lossy statelength from the
lossystate length distribution (i.e., exponential
distribution functionwith parameter���	��
 ).

(c) Generate�={8��� error-free frames(i.e., a sequence
of “0” of length �={8�	� ).

(d) Generate��{8�	� frames,whereeachframeis aner-
ror framewith probability �����	� .

In examiningthe artificial tracegenerator’s results,it is
importantto considerthatsomeof theparametervaluesex-
ploredby thetracegeneratorarenot foundin realnetworks.
As apointof reference,Table1 showstheparametervalues
for severalsampletracesof realnetworks.

WeconstructDomainApplicability Plots(DAP) for each
� ���	� value,whereeachpoint in theDAP diagramindicates
thebestmodelfor each( � �	��
 , ��
 �	��
 ) pair. Thebestmodel
is definedasthemodelwith a correspondingmaximumav-
eragev�v value.Notethat,onboththex andy axes,astheex-
ponentialdistribution parameterincreases,the statelength
decreases(seeFigure13).

8.2 Model Statistical Accuracy

In this section,we explorethestatisticalaccuracy of an-
alytical modelsfor describinga network characteristics.In
particular, we evaluatetwo well-known classicalmodels
andour two datapreconditioningmodelsby analyzingDo-
mainApplicability Plot (DAP) diagrams.

Figures14,15,and16show theDAPsfor � ����� valuesof
0.2,0.4,and0.7,respectively. Observethat,for � ���	� , ) 7 f
(seeFigure14), theGilbertmodelis bestfor a largeportion
of the graph. The result is aswe expectedbecauseof the
useof a Bernoulli processto generatelossesin the lossy
state.Here,the error burst lengthis relatively small. As a
result,for a largeportionof pointsin this plot, theGilbert
modelis theoptimalchoice.However, astheprobabilityof
errorin thelossystate�����	� increases,theerrorburstlength
increasesandthus,theregionoccupiedby theGilbertmodel
decreasesandtheM

�
andMTA becomebetterchoices.

Furtherexaminationof the resultsshows that the mean
v�v valuein this areafor theGilbertmodelis 0.99,while for
thissameregionthemeanv�v valuefor the � � modelis 0.98
(seeTable6). Thus,while theGilbertmodelyieldsthebest
results,the � � alsoperformsvery well for this “optimal-
Gilbert” region(seeSection6 for anexplanationof therela-
tionshipbetweenv�v valuesandamodel’saccuracy). For the
regionwherethe � � is optimal(the“optimal- � � ” region),
themeanv�v valuefor the � � modelis 0.97,while themean
v�v for theGilbertmodelin this region is 0.96.In Section6,
weshowedthat v0v valuessmallerthanor equalto 0.96yield
inaccuratemodels.Therefore,wecanconcludethat,for this
network, an �����	� valueof 0.2,usingthe � � modelalways
yieldshighly accuratemodels,while theGilbertmodelonly
performsbestfor a subsetof thenetwork parameterspace.

Next, weexaminethemodelchoicesfor an � ����� valueof
0.4(seeFigure15). In thisDAPdiagram,therearethreeop-
timal regions. In the“optimal-Gilbert” region, themeanv�v
valuefor theGilbertmodelis 0.99.Table6 showsthemean
v�v valuesfor theothermodelsin this “optimal-Gilbert” re-
gion. TheMTA modelperformsthebestoverthelargestre-
gionof theplot, with ameanv�v valuefor themodelof 0.98.
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Figure 13. Mean burst length versus exponen-
tial distrib ution function parameter .
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Figure 14. Optimal model for �����	� =0.2.
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Figure 15. Optimal model for � ���	� =0.4.
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Figure 16. Optimal model for � ���	� =0.7.

Theothermodelsin this “optimal-MTA” region have mean��� valuesof lessthanor equalto 0.96,which indicatesthat
they are inaccuraterepresentationsfor theseregions. For
the“optimal-M � ”, themean��� valuefor themodelis 0.97,
while theothermodelsfor this region have mean�0� values
of lessthan0.93 (i.e., they are inaccuratemodelsfor this
region).

Finally, we examinethe modelchoicesfor a high value
of �����	� , 0.7. For this high value,almostthe entire DAP
diagramconsistsof an“optimal-M � ” regionwith amean���
valuefor themodelof 0.98.In thisregion,theMTA model’s
mean��� valuewas0.97,whichis alsoverygood,while both
theGilbertandHMM performverypoorly. We believe that
this result can be explainedas the inability of traditional
modelsto capturethe long error burstsinsidelossystates.
In contrast,thedatapreconditioningmodelsarecapableof
accuratelycapturingbothlow andhigherrordensitiesinside
lossystates.

9 Conclusion

As we have shown in this paper, accuratenetwork path
modelingcanenablethecreationof bothmodelsandartifi-
cial tracesthatarestatisticallyindistinguishablefrom traces
from real networks. We believe that suchmodelscanpro-
vide bothpredictive anddescriptive power andcanyield a
betterunderstandingof network’s andtheir characteristics.
Thesemodelscanalsobeusedin network pathsimulators
andemulatorsto optimizebothnew andexisting protocols.
We havedevelopedtwo datapreconditioningapproachesto
network modelingthat arebetterableto modelsomenet-
work pathsandmetricsof interestthanclassicmodels.

Themaincontributionof thispaperis to aidnetwork and
applicationprotocoldevelopersin developingandchoosing
appropriatemodelsfor simulationof network conditions.
As such,in this paper, we have proposedthe characteriza-
tion of network conditionsusinga triplet of valuesto ex-

14



OptimalModel Region
������� = 0.2 �����	� = 0.4 �����	� = 0.7

Model Gilbert M � Gilbert MTA M � MTA M �
Gilbert 0.99 0.96 0.99 0.96 0.91 0.90 0.92
HMM 0.90 0.92 0.89 0.91 0.92 0.64 0.77
MTA 0.89 0.82 0.97 0.98 0.91 0.99 0.97
M � 0.98 0.97 0.96 0.96 0.97 0.99 0.98

Table 6. Correlation coefficient for each � ���	� value (0.2, 0.4, 0.7) and each optimal region.

pressthe lengthsof error-free and lossy regions and the
error rate in the lossy region. We also proposea simple
methodologyfor evaluatingmodelaccuracy andchoosing
thebestmodelsfor characterizinga network.

Theprimaryconclusionfrom ouranalysesis thatclassic
modelingtechniqueswork well for some,but importantly,
notall wirednetworks.However, whenmodelingdelayand
lossesin wirelessnetworks, the datapreconditioningap-
proachesaremoreaccurate.Anotherimportantconclusion
is thatmorework remainsto be donein the searchfor ac-
curatemodels,asourevaluationshowsthatall modelshave
accuracy limitationsdependingon thecharacteristicsof the
network undermeasurement.

References

[1] Hari BalakrishnanandRandyKatz. Explicit lossno-
tification andwirelesswebperformance.In Proceed-
ingsof theIEEEGlobecomInternetMini-Conference,
November1998.

[2] J.S.BendatandA.G. Piersol.RandomData: Analysis
andMeasurementProcedures. JohnWiley andSons,
1986.

[3] Blind. Citationremovedfor blind review.

[4] Blind. Citationremovedfor blind review.

[5] J. Bolot, S. Fosse-Parisis,andD.Towsley. Adaptive
FEC-basederrorcontrolfor internettelephony. In Pro-
ceedingsof Infocom. ACM, March1999.

[6] S.Floyd andE. Kohler. Internetresearchneedsbetter
models.In Hotnets-I, October2002.

[7] Raj Jain. TheArt of ComputerSystemsPerformance
Analysis. JohnWiley andSons,1991.

[8] B. Kedem.Binary TimeSeries. New York andBasel,
1980.

[9] W. Leland, M. Taqqu, W. Willinger, and D. Wil-
son. On the self-similarnatureof ethernettraffic. In
IEEE/ACM Transactionon Networking, Feb1994.

[10] Iain L. MacDonald and Walter Zucchini. Hidden
Markov and Other Modelsfor Discrete-valuedTime
Series. Chapman& Hall/CRC,first edition,1997.

[11] S Molnar andA. Gefferth. On the scalingandburst
structureof datatraffic. In 8th InternationalConfer-
enceon TelecommunicationSystems,Modelling and
Analysis, May 2000.

[12] Giao T. Nguyen,RandyKatz, and Brian Noble. A
trace-basedapproachfor modelingwirelesschannel
behavior. In Proceedingsof the Winter Simulation
Conference, pages597–604,December1996.

[13] J. Pearl. Probabilistic Reasoningin Intellegent Sys-
tems:Networksof PlausibleInference. MorganKauf-
mann,1988.

[14] A. Willig, M. Kubisch,andA. Wolisz. Measurements
and stochasticmodelingof a wirelesslink in an in-
dustrialenvironment.In TechnicalReportTKN-01-00,
TechnicalUniversityBerlin, 2001.

[15] M. Yajnik, J.Kurose,andD. Towsley. Packetlosscor-
relationin theMBonemulticastnetwork: Experimen-
tal measurementsandMarkov chainmodels.UMASS
COMPSCITechnicalReport95-115, 1996.

[16] Y. Zhang,V. Paxson,andS.Shenker. Thestationarity
of internetpathproperties:Routing,loss,andthrough-
put. In ACIRI TechnicalReport, May 2000.

[17] MicheleZorzi andRameshR.Rao.Onthestatisticsof
blockerrorsin burstychannels.In IEEE Transactions
onCommunications, 1997.

15


