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Abstract

In this paper we presenta novel approach that en-
ables network reseachers to quickly selectthe mostac-
curate modelingand analysismethodfor a givenwired or
wirelessnetworkpath and networkcharacteristicof inter-
est(e.g, delay loss, or error process). Amongstthe net-
work modelsthat our approach includesin its analysisare
two data preconditioningmodelsthat we have developed
as a part of the Tapasproject, an investigationinto new
appmoacesfor accurately modelingand analyzingthe be-
havior of various time-varyingnetwork path characteris-
tics. Traditional modelingappmoaces, sud as Discrete
Time Markov Chains (DTMC) are limited in their ability
to modeltime-varyingcharacteristics. This problemis ex-
acerbatedn thewirelessdomain,whele fading eventscre-
ateextremeburstinesof delaysossesanderrors onwire-
lesslinks. We introducea new appmach to the modelingof
networkcharacteristics,the data preconditioningmethod-
ology, and presentthe latestapplication of this methodol-
ogy, the Modified hiddenMarkov Model (M?). Our domain
analysismethodolgy definesand classifieshinary network
traces(i.e., traceswhich describesthe occurrenceor the
lack of occurrenceof a networkeventovertime),andusing
theseclassificationsit determineshe mostaccuratemodel
or modelsfroma setof models.

1 Intr oduction

Perhapghe mostcommonmethodfor evaluatingappli-
cation and network protocol designswhile they are under
developments the useof network link simulationandem-
ulation. Simulationandemulationarelow-costtechniques
that enablenetworking researcherto quickly, andin are-
peatablenanneyexplorethebehaior of anetwork or appli-
cationprotocolundera variety of network conditions(e.g.,
varyingloss,delay anderrorconditions).However, the be-
havior andthus,the resultsandperformanceof mary pro-
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tocols dependson the characteristicof the network con-
ditions. Designersf suchalgorithmsand protocolsmake
assumptionsaboutthe way in which a particularnetwork
characteristizvariesandencodetheseassumptionnto the
algorithms.

For example,a detailedunderstandingf the pacletloss
processandburstinesof errorsis necessaryor the proper
designandparametetuningof errorcontrolprotocols such
asAutomaticRepeateQuestARQ) protocols.Anotherex-
ampleis modelingend-to-enddelayin the Internet,a pro-
cesghatbecomesignificantlymorecomplex whenthenet-
work includesa wirelesslink. For real-time one-way or
two-way audio/videoapplications systemand humanper
ceptualtolerancedictate maximum acceptableransmis-
sion delays. One-way applicationdelaysare boundedby
the willingnessof a humanto wait for playbackto begin
andby systemresourcdimitations on the sizeof areason-
able playbackbuffer, while for two-way applications,de-
lays are boundedby humaninteractionconstraintsof 200
milliseconds. In both typesof applications,datapackets
with greaterdelaysare discardedsincethey are no longer
useful. The testingof the behaior of multimediaapplica-
tions undervarying delay conditionsdependsuponan ac-
curatemodelingof thedelaybehaior of the network under
test.

Thus,we areled to oneof the mostimportantproblems
in statistics:the choiceof an appropriatemodelfor char
acterizinga given dataset. We encountetthis sameprob-
lem in computernetworks, where mary designdecisions
arethe resultsof somechosensimulationparametersand
models.Floyd andKohler[6] arguethatthe useof inaccu-
ratemodelsin computemetworksleadsto flaws in Internet
research.n analyzingcomputemetworks, researcherare
facedwith measurementwhosecharacteristicexperience
non-stationaritytime variability) andcomplec patterngddue
to alargenumberof factorsjncludingbothinternalnetwork
elementsand externalevents. Often, it is difficult to iden-
tify andthus,accuratelynodel,thecause®f thesepatterns.
However, classicalmodelshave often worked surprisingly
well in modelingcompositeeventsin traditionalnetworks.
As we will show in this paper the characteristicef some
of today’s wired andwirelessnetworks (e.g., a packet that



couldnt be transmittedthrougha noisy wirelesschannel)
or network metricsbeingexamined hasresultedn datasets
that cannotbe adequatelycharacterizedr modeledusing
classicatechniquesin this papemwe introducea new mod-
elingmethodologya datapreconditioningechniquewhich
takesinto consideratiorthe time varying statisticalproper
tiesof today’s networks.

Thetraditionalapproactio modelingnetworksis theuse
of a classicalnetwork model,suchasa Bernoulli, Gilbert,
high-orderDiscreteTime Markov Chain(DTMC), or Hid-
denMarkov Model (HMM). The choiceof which modelto
useis usuallyanadhocone,oftenwithoutadequateonsid-
erationof the statisticalpropertiesof eachmodel. For ex-
ample theBernoullimodelisamemory-lesprocesswhich
meanghatthe outputvalueat eachiterationis independent
of the previousoutputs. Thus,outputvalueswill be evenly
distributedin proportionto the model's probability value.
However, anetwork with burstybehaior would not experi-
encea matchingevendistribution of outputs. So, it would
appeatthatfor sucha network, the Bernoulli modelwould
notbeanidealchoice,asit would not matchthe network’s
actualcharacteristics.

1.1 The Role of Accurate Modeling

The obsenation that differentmodelsmay yield differ-
entstatisticalcharacteristicérom a network andmetricun-
derinvestigationis importantonly if it is actuallythe case
that the use of an accuratemodel (i.e., one with the cor-
rect distribution) is critical to the correctdesignof proto-
cols using simulationand emulation. However, we have
alreadydemonstratedhe correctnes®f this belief in [3].
In that paper we obsened that a naive assumptiorabout
the error model usedfor simulation during protocol de-
signcouldleadto a poor choiceof valuefor the protocol’s
designparameters.In particular we evaluatedalternatie
logical frame sizesto the fixed dataframe size usedby
the semi-reliableprotocol, Radio Link Protocol(RLP), in
a Global Systemfor Mobility (GSM) digital cellular data
network. More specifically we wereinterestedn determin-
ing the optimal logical frame sizein poor signal coverage
(i.e., worst caseconditions),one that balanceghe header
and checksumoverheadassociatedvith eachframe, with
thetimeto retransmitanentirecorruptedrame,to yield the
maximumthroughput.Notice thatthe distribution of errors
(e.g., burstyversuamoreeven)will affectthechoiceof opti-
mal framesize,sincebursty errorsfavor largerframesizes,
while evenly distributederrorsfavor smallerframesizes.

To summarizeour work in [3], we collectedradio link
error tracesfrom a commercialGSM network, calculated
the throughputfor different frame sizes, and determined
that 210 bytesis the optimal frame size value for maxi-
mum throughput(seeFigure1). We thencomparedhere-
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Figure 1. Optimal frame size versus error
model.

sultswhenassumingthe error processs a Bernoulli pro-
cessGilbert processand3rOI orderDTMC process.Using
eacherror model, we generatedan artificial traceof same
lengthasthe original GSM traceandcomputedhe optimal
framesizesusingeachmodel. Using the Bernoulli model,
the optimal frame sizewasfoundto be 60 bytes(i.e., a 71
percentdecreasén performancerelative to the actualop-
timum value). The Gilbert and 3'd order Markov models
yielded optimal frame sizesof 150 and 180 bytes,respec-
tively. We thendevelopeda datapreconditioningalgorithm,
the Markov-basedlraceAnalysis(MTA) algorithm,which
more accuratelymodelsthe error distribution in the GSM
network. Usingthe MTA errormodel,we generatednar
tificial tracethatyieldedanoptimalframesizeof 210bytes
(seeFigure 1). Thereare two importantobsenationsto
derive from this figure: the Gilbert and 3" order Markov
modelspredictedhigher throughputvaluesthan expected,
andperformanceof both for larger frame sizesis substan-
tially lessthanthat of the actualtrace. The increasecder
formancedifferencesarerelatively smallin this case how-
ever, they couldleadto questionsaaboutperformancef the
systemis deployed and peakperformancedoesnot match
predictedperformance. The decreasegerformancedif-
ferencesareimportantbecausehe overall protocoldesign
would most likely be a compromisebetweenoptimizing
performancaunderboth poor andgood conditions. A de-
signerwho knows that performanceunderpoor conditions
would only beslightly reduceddy increasingheframesize
could choosea largerframesize,andincreaseoverall per
formancewith a smallpenaltyfor poorconditions.

While theresultsin [3] werespecificto a particularnet-
work link andits lossprocessijn this paper we generalize
andapplyourresearcho abroadspectrunof lossanddelay
networks pathtracescollectedfrom threedifferenttypesof



Trace | Frames | FER | Lesp, EFesp, Laen | C |
IP_1 360,385| 0.027 | 0.034,0.099,0.82 1
IP_2 331,021| 0.050| 0.002,0.099,0.11 | 82
IP_3 155,889| 0.064| 0.057,0.099,0.79 1
WLANE | 288,804| 0.063| 0.044,0.099,0.34 5
WLAND | 188,436| 0.293| 0.046,0.005,0.414 | 41
GSME 616,404 | 0.055| 0.005,0.056,0.41 | 23
GSMD 2,579 | 0.055| 0.002,0.028,0.95 | 31

Table 1. Collected traces and their character -
istics: number of frames, Frame Error Rate
(FER), the variables (Legp, EFesp, Lien), and
the chang e of state variable, C.

wired andwirelessnetworks, andthe generalchallengeof
domainanalysis: choosingthe mostappropriate modelto
usefor modelingthe behaviorof an arbitrary networkpath
andcharacteristic Wealsorevisit our previouslydeveloped
data preconditioningalgorithm, the MTA algorithm, and
introducea new one, the Modified hiddenMarkov Model
(M3) algorithm. We thenshov how domainanalysiscan
be usedto choosea network modelthatbestrepresentshe
characteristicef agivennetwork path,a metricof interest,
andscenario.

Overall, aswe will shaw in this paper the resultsare
thatclassicamodelsperformwell for modelingsomewired
network paths,but surprisingly not all. However, classical
modelsareinsufficient for modelingmodernwirelessnet-
work paths.In part,thisis dueto the morecomple, bursty
behaior of thesenetworks. We confirm this property of
classicalmodelsin a detailedexploration of their beha-
ior in modelinga syntheticnetwork in Section8. The data
preconditioningmodelsarebetterat capturingthe lossand
delay behaior of networks, but are still lackingin some
areas.

The restof this paperis structuredasfollows. In Sec-
tion 2, we definebinary network tracesandreview the con-
cept of stationarity In Section3, we discusstraditional
modelingtechniquesfollowed by a discussionof related
work in Section4. In Section5, we review our datapre-
conditioningtechniqueand two algorithmsbasedon this
technique We presenburapproacho evaluatingmodelac-
curag/ andour modelingmethodologyin Section6, andin
Section7, we applywe applythesetechniquedo two types
of network pathtracescollectedfrom seven differentnet-
works. We introduceour domainof applicability selection
techniqudn Section8 anduseit to evaluatethe behaior of
thevariousmodelingtechniquesFinally, we concludewith
Section9.

2 Defining and Classifying Binary Network
Path Traces

We definebinarynetwork pathtracesassequencesf 0's
andl’'s,whereal denotegheoccurrencef aspecificevent
in thenetwork path,while a0 denoteghelack of theevent.
For example,a 1 couldrepresentilost or droppedpaclet,
while a0 couldrepresenacorrectlyrecevedpaclet. In [4],
we usedthe RunsTestdevelopedby BendatandPiersol[2]
to shav that GSM binary errortracesarelocally stationary
binarytime serieg8], consistingof regionsthatexperience
variousstatisticalbehaviors. In this paper we extendthat
work by analyzingand modelingsereral typesof network
pathtraces.In particular we analyzetracesthatcapturethe
following events: IP paclet losses,wirelessframe errors,
andpacletdelays.In alosstrace,a 1 signifiesalost paclet,
while in anerrortrace,a 1 denotesa corruptedframe,and
in adelaytrace,a 1 meanghatthe paclet or framearrived
with a delay greaterthan somemaximumthreshold. To
generalizeall thesecaseswheneer we encountea 1 in a
pacletor frametrace,we will refertoit asanerror frame

We definethe FrameError Rate(FER)astheoverallper
centagef frames(or paclets)thathave errors(or lossespr
delays)relative to thetotal numberof frames(or paclets)in
atrace.

To understandhe effectivenesof domainanalysisfor a
broadsetof network typesandmetrics,we analyzedraces
collectedundervariousscenario$rom severalnetworksand
atdifferentprotocollayers(seeTablel). IP_lis alosstrace
collectedby Yajnik et al. [15] during an uncongestedP
connectionfrom Massachusett® Sweden.IP_2 andIP_3
are IP loss tracescollectedby Wernyu Jiangat Columbia
University (CU). IP_2 wascollectedduringanuncongested
connectionfrom CU to GMD (the GermanNational Re-
searchCenterfor Information Technology),and IP_3 was
collectedduringanuncongestedonnectiorfrom CU to the
University of Massachusett&VLANE wascollectedunder
goodsignalquality conditionsfrom an|IEEE 802.11bwire-
lessLAN testbedat the TechnicalUniversity of Berlin by
AndreasWillig [14]. We collectedGSME underpoor sig-
nal quality conditionsat the Circuit-SwitchedData (CSD)
radiolink layerof a GSM wirelessdatacellular network at
the UC Berkeley campus. We also collectedGSMD and
WLANLD atthetransportiiayerusingUDP over a poorsig-
nal quality GSM CSDink? anda goodsignalquality IEEE
802.11bnetwork at the UC Berkeley campusyrespectiely.
Thesetwo traceswere collectedto analyzethe delaysin-
troducedin applicationsby variouswirelessnetworks. For
GSMD, the delaythresholdwas chosento be 2 seconds,

1The thresholdvalue is dependentpon the particularapplicationof
interestandit indicatesthe delayvaluefor which pacletswill be dropped
by theapplication.

2\We arestill in the processf collectingadditionalGSMD traces.
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Figure 2. An error trace with lossy and error-
free states.

while for WLAND, we chosea delaythresholdof 20 mil-
liseconds Note thatthe delaystatisticsobtainedn GSM.D
andWLAND arethe resultsof the effectsfrom two links:
thedelaysdueto theradiolink layerbetweerthesendeand
the basestationin the GSM or accesgointin the802.11b
network andthe delayscauseddy the IP network. Analyz-
ing eachlink in isolationmight yield differentmodelsfor
eachlink. However, in this paperwe only analyzethe end-
to-endeffectsasa superpositiorof the effectsfrom thetwo
links. In future work, we planto explore the differencesif
ary, betweerthe compositionof individual modelsandthe
generatiorof a superpositiormodel. Finally, we arein the
procesof collectingandanalyzinglossanddelaytracesin
aGeneraPaclet RadioService(GPRS)GSM network and
a CodeDivision Multiple Acces§CDMA) 1xRTT wireless
datanetwork.

We analyzedhetracesn Tablel andobsenedthatthese
tracescanbe decomposedhto clustersof 1's and0Q’s, and
long clustersof just 0's. We associateheseclusterswith
lossystatesanderrorfreestateqseeFigure?2), by delineat-
ing thetraceinto stategclusterswith lossystatesdeginning
with afirst elemenbf 1 andcontainingburstsof 1'sand0’s.
A lossystateendswith a burstof 0's of lengthequalto or
greaterthana change-of-statevariableC. Thenext O ele-
mentfollowing theburstof C' 0’s beginsanerrorfreestate,
which s thenterminatedby the 0 precedinghe next 1 ele-
mentin thetrace. The valueof C is a designdecisionthat
we have definedas the meanplus one standarddeviation
of the lengthof error burstsin a trace. In Section5.2, we
provide ananalysigo optimizeandjustify the parametec.

We obsene that the length distributions of lossy and
errorfree statescan be approximatedvith an exponential
distribution function,wherethe smallerthe exponentialpa-
rameter the larger the averageclusterlength. Basedon
this obsenation, we characterizecollectedtracesusing a
tuple of threevariables(Lc,,, EFeyp, Laen), Where Leg,
and EF,,, arethe parameter®f the lossy and errorfree
statelength exponentialdistribution, and L., is the error
densityin thelossystate(i.e., the probability of gettinga 1
insidealossystate).Notethesignificantdifferencebetween
Lgen, andthe FER.

2.1 Stationarity of Network Path Traces

In the Tapasproject,we collectandmodelnetwork path
measurements the form of binarytracesof lossesegrrors,
anddelaysasdescribedn Section2. Consideratraceto be
theprocesq X,, | n > 0} with adiscretespaceE = {0,1}.
A processX,, is strictly stationaryif the distribution of
(Xpt1, s Xptk) Is the sameas that of (Xq,...,X}) for
eachp andk. X,, is second-oder stationaryif the mean
m, = E(X,) is constan{independentf n), andthe auto-
covarianceonly dependsn the differencek for all n (i.e.,
Cov(k,n) = Cov(X,,Xn—k) = Cov(k)). Givena
second-ordestationarybinary time seriesX,,, the process
canbemodelecasahomogeneouBTMCs,wherethevalue
of the chainattime n is determinedoy the memoryof the
procesd8]. In ahomogeneouBDTMC, thetransitionprob-
abilities remainconstantover time, (i.e., Pr(X,4+1 = J |
X, =1i)=Pr(X, =j| X; =1i)).

However, checkinga binary tracefor second-ordesta-
tionarity is mathematicallychallenging,and, we believe,
not necessaryor network modeling. Thus,we definea bi-
nary traceasstationarywhenever the statisticalproperties,
suchasmeanmedianor standardlieviationdonotvaryover
time for smallwindow sizes(i.e., valuesof k). Therequire-
mentonthewindow sizeto be smallis necessaryo beable
to applyhigh-ordeD TMCs, wherethetransitiongprobabil-
ities do notvary overtime.

As mentionedcabove, we obsene thatempiricalnetwork
tracesare non-stationarysincethe traces’statisticalprop-
ertiesvary over time. However, thesetracesexhibit local
stationarity(i.e., a non-stationarngdatasetcomposef de-
terministicregionsandsmallstationaryregions).In this pa-
per, we shav that neglectingthe non-stationaryaspectof
network tracesandattemptingto fit traditionalmodelsonto
thesetracescanleadto inadequatenodelsthatdo not cap-
turethe mary possiblepatternsof the dataandtheir distri-
bution.

We usethe RunsTestto analyzethe stationarityof net-
work pathtraces.The RunsTestcomputeshe medianrun
(i.e., error burst) value of the trace,dividesthe traceinto
equalsizesegmentsandplotsahistogranof runsnotequal
to themedianvaluein eachsegment. Too few or too mary
runsis a sign of non-stationarity If a traceis stationary
the numberof runsdistribution betweenthe 0.05and0.95
cut-offs will be closeto 90 percent. The RunsTestcanbe
summarizeasfollows:

1. Definearunasanumberof consecutie ones(alsore-
ferredto asanerrorburst).

2. Divide the traceinto segmentsof equallengths(win-
dow size).

3. Computethelengthsof runsin eachsegment.
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Figure 3. The Runs Test applied to lossy sub-
trace.

4. Countthe numberof runsof lengthabove and below
themedianvaluefor runlengthsin thetrace.

5. Plotahistogramfor the numberof runs.

We appliedthe RunsTestto GSM E with window sizeof
60. Figure3 shavsthatonly 21.2percentof therunsdistri-
bution lie betweerthe 0.05and0.95cut-offs, and78.8per
centlaysoutsidetheleft andright cut-offs. Thus,from the
RunsTest,we concludehatGSME is anon-stationarypro-
cesdor awindow sizeof 60. We alsotestedseveralwindow
sizes,and obsened that asthe window size decreasethe
percentagef runsdistribution betweertheboundarypoints
also decreases(i.e., for smallerwindow sizesGSME is
non-stationarity). For example, for a window size of 20,
only 12.3 percentof the runsdistribution lie betweenthe
boundarypoints.

3 ClassicalMark ov Models

In this section,we presentthe two types of classical
stochastiomodelsfor characterizinghe statisticalproper
tiesof network tracesthatwe examinein this paper Oneis
theGilbertmodel,thewell known andpopularMarkov pro-
cessof memoryone,andthe seconds the HiddenMarkov
Model (HMM) [10]. We discussthe reasoningoehindour
choicesbelow.

3.1 The Gilbert Model

We choosethe Gilbert model becausét is one of the
most commonmodelsusedfor network simulation. The
modelis aDTMC of orderoneandhastwo stategseeFig-
ure 4). In a network trace, the Gilbert model statescor-
respondto the statusof eachdataframe {0,1}, asdefined

Pr(1/0)

Pr(0|0) :> Pr(1]1)

Figure 4. Gilbert model state transition dia-
gram.

|
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Figure 5. Bayesian Network of a 2nd Order
Hidden Markov Model.

previously. The Gilbert modelpredictsthe stateof the next
frame by only consideringthe previously receved frame.
As a result, the Gilbert model can only model relatively
shortburstsof anevent.

An alternatieto the Gilbertmodelis a3 orderMarkov
model, a DTMC of order three (i.e., with eight states).
Comparedo the Gilbert model, this model keepstrack of
the statusof the previous threeframes,increasingits pre-
diction accurag at the costof additionalcompleity (i.e.,
the modelcanmodelshortandrelatively long burstsof an
event). However, evenwith this increasen accurag, 31d
orderMarkov modelsdon't alwaysaccuratelycapturereal
network statisticalcharacteristicgseeFigurel1).

3.2 The Hidden Mark ov Model

Forthesecondnodel,we chooseaHMM modelbecause
mary statisticiansbelieve that the non-stationarycharac-
teristic of empiricalnetwork tracesmakesHiddenMarkov
Models (HMM) a good potentialcandidateto model net-
work traces. In a HMM, eachdata patternis associated
with a hiddenstate,giving the HMM its main advantage:
the ability to modelnon-stationaryprocesses.The model
parametersn a HMM are the transition probabilitiesbe-
tween hidden states,the memory of the process,and the
conditionalprobabilitiesof the obsenationsgiventhe cur-
rent state. In a HMM, the currentobsenation is statisti-
cally independenbf the previous obsenationsandit only
dependn the currentstate this is known asthe outputin-
dependencassumption.Figure5 illustratesthe Bayesian
network [13] for the graphicalrepresentationf a HMM of
order2,wheresy, ..., i, ... representthesequencef states
andy, ..., yx, --- representthe sequencef obsenation.

We modelnetwork traceswith atwo-hidden-statdth or-



derhiddenMarkov model. The states{ .Sy, S2} correspond
to thelossyanderrorfree statesdefinedin Section2, while
the obsenation symbols{Y;, Y2} correspondo the status
of thedataframe{0, 1}. We choosea high orderof 4 to ac-
countfor possiblecorrelationsbetweenconsecutie states.
Using an order greaterthan4 improvesaccurag slightly,
but it significantlyincreasethe computationatomplexity
of themodel.

4 RelatedWork

Thereis significantinterestin the areaof usingnetwork
measurement® modelnetwork behavior. However, very
few researcheraddresghe problemof non-stationarityin
network measurement&hangetal. [16] studystationarity
in thelnternetandintroduceanew notionof stationaritythat
is morerelevantto network properties.They call a dataset
opefmtional stationary, if the statisticsof interestremain
within boundsconsideredoperationallyequivalent. Their
mostinterestingfinding is the obsenation that stationarity
depend®nthetime scalethatis usedfor evaluation.Others
have looked at the stationaritybehavior of network traffic,
traffic stationarity. For example,Molnaretal. [11] propose
a simple approachfor identifying stationaryintervals and
analyzingthemindependently They introducea new tech-
niguefor identifying theseintervals. Lelandet al. [9] study
the stationarityof self-similarmodelsof network traffic.

Several researcherhiave applied traditional modelsto
the analysisof non-stationarydatacollectedin computer
networks. In particular they have usedtraditionalmodels
to characterizehe loss processof variouschannels.Bolot
etal. [5] usea characterizatiomf thelossprocesf audio
pacletsto determinethe appropriatesrror control scheme
for streamingaudio. They modelthelossprocessasa two-
stateMarkov chain,and shav that the loss burst distribu-
tion is approximatelygeometric. Yajnik et al. [15] char
acterizethe paclet lossin a multicastnetwork by examin-
ing the spatial(acrossrecevers)andtemporal(acrosscon-
secutve paclets) correlationin paclet loss. Of particular
interestis their modelingof temporalloss using a 3'd or-
der Markov chain. Yajnik’'s work identifiesthe problemof
non-stationarityin their datasetsandthey analyzethe data
by removing theseparts of the datathat experiencenon-
stationaryerrorbehaior.

Thereis alsorelatedwork in wirelesstraffic modeling.
Nguyenetal. [12] presenttwo-stateMarkov wirelesserror
model(i.e., Gilbertmodel),anddevelopanimprovedmodel
basedn collectedLucent900MHz WaveLAN errortraces.
Building on this work, BalakrishnarandKatz [1] alsocol-
lectederrortracesfrom a Lucent900 MHz WavelL AN net-
work anddevelopeda two-stateMarkov chainerrormodel.
Willig etal. [14] present specialclassof Markov models,
called bipartite models Zorzi et al. [17] alsoinvestigate

the errorcharacteristicef a wirelesschannelandcompare
an Independentind ldentically Distributed (IID) modelto
the Gilbert model. Their work postulateghat higherorder
modelsarenotnecessary

In summary the Tapasprojectaddresseshe modeling
of similar networkswith non-stationanerroranddelaybe-
haviors, providing anew modelingmethodology Our work
is relatively novel in its approachof not only identifying
datasetavith non-stationanbehaior, but alsoidentifying
stationaryregionsand modelingthe entire datasetasa se-
guenceof stationarycomponents.We also focus on and
demonstraté¢heimportanceof accurag in network model-
ing. In previouswork [3, 4], we have shovn how assum-
ing thewrongerrordistributionshasled to incorrectdesign
decisions. For example,as we shav in the introduction,
choosinganincorrecterrormodelyieldsasuboptimalvire-
lessframesize. Basedon this and other obsenations,we
arguethatthereis a needto develop methodsfor choosing
the most accuratemodeling algorithmsthat bestdescribe
andhandletime-varyingrealworld network characteristics
andtheir statistics.

5 Modeling through Data Preconditioning

As we will shaw, classicalmodelingapproachearein-
capableof capturingall of the compleities and charac-
teristics of some datasets. We introduce a new model-
ing methodologythat supportsa greaterdegreeof behar-
ior compleity in computernetworks. We then describe
two instance®f this methodologythe Markov-basedrrace
Analysis(MTA) algorithmandtheModified hiddenMarkov
Model (M?3) algorithm.

5.1 Data Preconditioning

The searchor a bettermethodfor creatingaccuratean-
alytical network modelsthat take the non-stationaritybe-
havior of networksinto accountieadsusto proposea new
researchmethodology This methodologyconsistsof the
analysisand preconditioningof databefore the datais fed
into traditionalmodels.Intuitively, we usepatternrecogni-
tion to breakdown datasetshatexperiencenon-stationarity
into subsetghat exhibit stationarybehaior, andhenceare
easierto accuratelymodelwith traditional models. For a
particularnetwork characteristicyve follow the processl-
lustratedn Figure6. First, weidentify datapatternghatex-
hibit stationarityandsuggesanunderlyingprocessonsist-
ing of somenumberof states.Eachstateis associatedvith
aspecificdatapatterncorrespondingo aparticulametwork
behavior®. For example,for thenetwork tracespresentedn
Section2, we identifiedtwo distinctstateslossyanderror
free. Secondwe concatenat&raceregionswith samestates

3Eachnetwork behaior hascertainstatisticalproperties.
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Figure 6. Data Preconditioning: in this exam-
ple a network trace is decomposed into three
subtraces, each consisting of a concatena-
tion of a specific data pattern.

to form stationarysubtracesf theoriginaltrace,(i.e.,lossy
anderrorfreesubtraces)Thesesubtracetave theproperty
thatthey canbe modeledusinga high-orderDTMC. Note
thattherewill be asmary subtracess states.Finally, we
useMarkov models(or othersimilar modelingtechniques)
to calculatethetransitionprobabilitiesbetweerstates.

This approachcan be usedto model very different
characteristicsof datasetsfrom collected network mea-
surements,including paclet loss, end-to-endlatengy, or
throughputIn particularin this paper we demonstrat&iown
this researchmethodologycan be appliedto significantly
improvetheaccuray of themodelingof theerroranddelay
processem wired andwirelessnetworks.

5.2 Optimizing the change-of-statevariable C

An importantdesigndesicionin ourdatapreconditioning
methodologys thechoiceof thechange-of-statevariableC.
Ourgoalis to constructsubtraceshatexperiencestationas
ity for a givenwindow size. In Section2, we definedC as
the meanplus one standarddeviation of the length of er-
ror burstsin the trace. In this sectionwe will analyzeour
chooiceon the value C, andwe will provide an optimiza-
tion algorithmto find the bestpossiblevaluefor C. We use
GSME tracefor our analysis.

We first calculatethe meanand standarddeviation for
the error burst lengthin GSME. For this trace,the mean
valuewasfoundto be 6 framesandthe standarddeviation
was 17 frames,yielding a state-of-tlange constantvalue
C of 23 (6 + 17) frames. With a C' valueof 23, we form
lossysubtraceby first identifying lossystatesasdescribed
in Section2, andconcatenatingll lossystategogether To
prove thatlossytraceis a stationaryprocesswe apply the
RunsTestdescribedn Section2.1. Figure7 shavsthat90.5
percenbf therunsdistributionlie betweerthe0.05and0.95
cut-offs. Therefore,this result provesthat lossy subtrace,
constructedvith a C' valueof 23, is a stationaryprocesgor
awindow sizeof 60. Recallin Section2, GSM.E only had
21.2percentof the runsdistribution betweerthe boundary
points.
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Figure 7. The Runs Test applied to lossy sub-
trace.

| Variable C' | Percentage]

25 89.3
24 90.7
23 90.5
22 91.5
21 91.4

Table 2. Percentage of runs distrib ution be-
tween boundar y points for a range of C val-
ues.

Next, in orderto optimizethe C' value,we developedan
algorithmthattakesan original non-stationaryraceandit
executeghe RunsTestfor alargerangeof C values. The
goalis to find the greaterC' valuethatyields a stationary
lossysubtrace.

Table 2, shows the the percentagef runs distribution
betweerthe boundarypointsfor variousC' valueshetween
21and25. Weareinterestedn obtainingthelargestC' value
that gives 90 percentdistribution. Table 2 illustratesthat
choosingary valuesmallerthat 25 yield a stationarylossy
subtraceTherefore purintituiticve choiceof 23 wasinside
this optimalrangeof values.In fact,choosingary C value
closeto 23 will yield stationarity

Decreasinghe window sizein the Runstest, put more
restrictionin the stationarybehavior. The smallerthe win-
dow size thesmallertheC valuewould have to beto obtain
stationarysubtraces.

5.3 The Mark ov-basedTrace Analysis Algorithm

Thebasicconcepbehindthe Markov-basedlraceAnal-
ysis(MTA) algorithm[4] is thatatracecanbedecomposed



into the lossy and errorfree statesdescribedn Section2.
The lossy statesare concatenatedo form the lossy sub-
trace,while the errorfree statesare concatenatedo form
the errorfree subtrace. Lossy subtraceexhibits stationas
ity andit canbe modeledusinga high-orderDTMC. Next,
the MTA algorithmmodelslossysubtraceasa DTMC and
computeghe memoryandtransitionsprobabilities.

The last stepof the MTA algorithmis to determinethe
bestfitting distribution for the lengthsof both lossy and
errorfree states. MTA approximateghe states’lengths
distribution using an exponentialdistribution function and
computeghe exponentialfunction’s parametersisinga fit-
ting function. The Cumulatie Distribution Function(CDF)
of theempiricaltraceis plottedalongwith exponentialdis-
tributionswith parametevaluesrangingfrom 0to 1 in steps
of 0.001.MTA thenchoosesheexponentialparametethat
yieldsa CDF curvethatis thebestapproximatiorto theem-
pirical CDF curve. The bestapproximationis determined
by calculatingthe correlationcoeficient, as explainedin
Section6, betweenthe original CDF curve and the expo-
nentialapproximations.

We definetwo randomprocessesvith a discretespace
E=1{0,1,2,..}:

¢ Thelossystatelengthprocess{B,, | n > 0}, where
B,, representthe numberof elementsn thent” lossy
state (i.e., thelengthof the state).

e The error-free statelength process{G,, | n > 0},
whereG,, representshent” error-freestatelength.

The applicationof the MTA algorithmto aninput trace
canbe summarizedsfollows:

1. Calculatethe mean(m,) andstandarddeviation (sd.)
valuesfor errorburstlengthsin thetrace.

2. SetC, thechange-of-statevariable equalto m, + sd..

3. Partition the traceinto lossystateanderror-free state
portionsusingthefollowing definitions:

e Lossystate runsof 1’s and0’s, with thefirst el-
ementbeinga 1, andwith runsof only 0’s that
have lengthlessthanor equalto the C.

e Error-freestate runsof only O’'sthathavelength
greaterthanC.

4. Creatdossysub-tiaceby concatenatinghelossystate
portionsof theerrortrace.

5. Model lossysub-trace asa DTMC, and calculateits
orderandtransitionprobabilities.

6. Determinethe bestfitting exponentialdistributionsfor
thelengthprocesse®, andG,,.

5.4 The Modified hidden Mark ov Model Algo-
rithm

The Modified hiddenMarkov Model (M?) modelingal-
gorithm s the mostrecentapplicationof our dataprecon-
ditioning methodology Unlike the MTA algorithm,the M3
algorithmis capableof modelingtraceswith two or more
datapatternsandnon-exponentiaktatelengthdistributions.
Similarto aHMM, theM? views eachdatapatternasa hid-
denstate,and it modelsthe transitionamongstateswith
a high order DTMC. Using the data preconditioningap-
proachtheM? algorithmconcatenatesubtracegrom each
of thesamehiddenstatesencountereih theoriginaltraceto
form subtracesandthenmodelseachsubtracewith a high
orderDTMC. Intuitively, this new algorithmcanbeviewed
asanew typeof hiddenMarkov proces$10], wheretheout-
putindependenassumptions nottaken. Figure8 shovsthe
Bayesiametwork representationf a M3 modelof order2.
In this diagram,we assumehats;_2, Sk—1, Sk, Sk+1, Sk+2
are the samehiddenstateand, if we have several hidden
stateseachhiddenstatewould generatea subtrace.

m

)

Yoz

=<

Figure 8.Bayesian Network of a 2nd Order M?
Model.

In Section2, we identifiedtwo hiddenstatesn our net-
work traceq(i.e., theerrorfreeandlossystates).Usingthis
obsenation,we summarizehestepsof theM? algorithmas
follows:

e Similarto themethodusedfor MTA, M? firstidentifies
the statesin the original traceandit createssubtraces
by concatenatingamestates.

1. Createlossy subtracefrom the lossy state por-
tionsof theerrortrace.

2. Modellossysubtraceasa DTMC, andcalculate
its orderandtransitionprobabilities.

3. Modeltheerrorfree stateasa deterministicpro-
cesswhereeachelements 0.

o Next, M? determineshetransitionsetweererrorfree
andlossystates:

1. Createstatetrace This tracecorrespondso the
collecteddatasete.g., GSM_E trace),with lossy



stateqasdefinedby thefirst step)replacedy all
1's and errortree states(as definedby the first
step)remainingall 0’s.

2. Model statetraceasa DTMC, and calculateits
orderandtransitionprobabilities.

In summary the M3 algorithm applies traditional
Markov procesgropertiego local stationarydataby iden-
tifying stationaryregions and modelingtheseregionsand
thetransitionbetweerthemusingDTMCs.

6 Model Accuracy and Validation

In this section,we provide threenecessarynechanisms:
an approachfor evaluating the accurag of a particular
model,amethodfor determiningheminimumsizeof acol-
lectedtracethatis necessaryo extractmodelparameterfor
aspecificnetwork, anda procesdor validatingthatthecre-
atedmodelsarerepresentatie of a particularnetwork path
scenario(e.g., poor signal quality, uncongestedetc.) and
metricof interest.

6.1 Measuring Model Accuracy

We areinterestedn evaluatingmodelaccurag for two
classicaimodels(i.e., Gilbertand4th orderHMM) andtwo
datapreconditioningalgorithms(i.e., MTA andM3). Us-
ing eachmodelwith the collectedtracesin Tablel, we can
generateartificial tracesand compareeachtraces result-
ing statisticswith the original traces’ statistics. We then
needto quantifytheaccurag of eachmodel. We do this by
first plotting the error anderrorfree burst Cumulatve Dis-
tribution Functiong CDF) for eachartificial trace.Then,for
eachtrace,we calculatethe correlationcoeficient (cc) [2]
betweertheerroranderrorfree CDFsof artificial traceand
the CDFsof the original trace. We usethe cc asa measure
of how closelyeachartificial traceapproximateshe origi-
naltrace. A cc of 1 signifiesthatthetwo tracesexperience
the sameerror or error-free statistics,while a cc of 0 indi-
catesno statisticalcorrelationbetweerthetraces.

To betterunderstandhe relationshipbetweence values
and model accuray, we calculatedthe error burst statis-
tics of several generatedracesand computectheir cc val-
uesfor a givenreferencerace. First, we generated ref-
erencetracewith fixed setof (Legp, EFeszp, Lien) Values
of (0.006,0.1, 1.0). Next, we generatedrtificial traces
by changingthe value L., from 0.0065to 0.02in steps
of 0.0005,while keeping EF,, and L., constant(i.e.,
(EFegp, Laen) = (0.1,1)), andwe computedthe associ-
ated cc value for eachartificial trace. Finally, usingthe
referencedraces meanerrorburst sizeasa referencepoint
(i.e., 173 frames),we plotted the meanerror burstandits
percentageeduction(relative to the referenceraces error

burstsize)for eachobsenedcc value(seeFigure9). Thus,
thepercentageeductionindicateshedecreasé sizeof the

meanerror burst of an artificial tracerelative to the mean
error burst of the referencetrace. Figure9 shows that an

artificial tracewith a cc of 0.99, yields a meanerror burst
of 160framesor only an8 percenteduction.As thecc de-
creaseghepercentagef reductionincreasesandcc values
smallerthanor equalto 0.96will yield percentagegreater
thanor closeto 50 percent. Basedon theseobsenations,
we chooseto associateec valuessmallerthanor equalto

0.96 (i.e., meanpercentageeductiongreaterthat 50 per

cent)with inaccuratenodels.
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6.2 Minimum Trace Length for Accurate Model-
ing

Anotherimportantaspectin the generatiorof accurate
modelsis determiningthe minimum tracelengthrequired
to preciselycapturemodel parameters.To addresshis is-
sue,we provide the following analysismethod. Given a
specificnetwork path, scenarioand metric of interest,we
collectaverylargetrace,(e.g., a200,000frametracerepre-
sentingover an hour’s worth of data),we call this tracethe
refeencetrace Next, we calculatethe maximumerrorfree
burst (max EFB) encounteredn this trace. If maxEFB is
closeto the sizeof the collectedtrace(i.e., 200,000in this
case)thenalargertracemustbe collected. Oncewe have
thetypical max EFB andareferencdraceof lengthref len,
we divide this traceinto subtraceof sizes”’;#, where
j=1,2,3,...,m. Themaximumvalueof j (i.e., m) is cho-
sensuchthat "¢ > 1,000 frames.For example,a ref-
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erencedraceof 200,000frameswill generate subtracesf
100,000frames,4 subtrace®f 50,000frames,8 subtraces
of 25,000frames, 16 subtracef 12,500frames,32 sub-
tracesof 6,250frames,64 subtracef 3,125frames,and
128 subtracesf 1,562 frames(i.e.,, m = 7 is the maxi-
mum valuethatyields a subtracdengthgreaterthan1,000
frames).Then,we calculatethe cc valueof eachsubtracdo
thereferencdrace.Thecc valueindicateghedegreeof sta-
tistical correlationbetweerthe subtracegndthe reference
trace. As previously discusseda cc of 0.96 or lesssigni-
fiesaninaccuratanodel,thereforea subtracewith suchacc
valueshouldnot be usedto obtaina model's parameters.

As an example,we perform this analysison WLANE
and GSME. First, we calculate their maxEFB values
to be 81,493 and 20,447, respectiely, and take the first
200,000frames of eachtraceto constructthe reference
traces,ref WLANE and ref GSME. We choosem = 6,
which generates total of 126 subtrace®f similar anddif-
ferentlengths. For the referencetracesref WLANE and
ref GSME, Figuresl0and11illustratethe meanandstan-
dard cc valuesfor eachsubtracdength. For GSME, sub-
tracesof sizesas small as 25,000framesyield cc values
greaterthan0.96. Subtraceof size equalor smallerthan
12,500framescangive cc valuesgreateithat0.96,but there
is a greaterchancethat the cc value will be smallerthan
0.96. For WLANE, ary tracesmallerthan100,000frames
will have a high probability of having a cc value smaller
than0.96,andeventhe 100,000engthsubtracesiave some
likelihood of having cc valuesof 0.96 or less. From this
analysiswe concludethatgivena particularpath,the min-
imum lengthrequiredto extractthe model parameterss a
somavhat arbitrary choicethat dependn the path’s typ-
ical maxEFB. A reasonablesafelengthwould be to use
atraceof lengthequalto or greaterthanthe doubleof the
max EFB. For WLANE, thedoubledmaxEFB s 162,986,
which is greaterthan 100,000frames,the maximumsub-
tracelengththatwe foundin our earlieranalysis.For GSM
the doubledmaxEFB is 40,894, and our analysisshavs
thanary length equalto or greaterthan 25,000will lead
to accuratamodelparameters.

6.3 Modeling TechniqueValidation

Thefinal stepin validatingour modelingmethodologyis
to guarante¢hata generatednodelis anaccurateepresen-
tationof the network path,andmetricof interestfor agiven
scenaridi.e., will themodelaccuratelydescribehecharac-
teristicsof additionaltracescollectedfrom thenetwork path
for the samescenario?)To verify thattheansweiis yes,we
performanexperimentthatdetermineshebestmodelusing
asubsectionf areferencarace,andthenuseghis modelto
createan artificial trace. We thencompareartificial traces
statisticsto thoseof a differentreferencetracesubsection



andto theentirereferenceraceitself.

We extracted200,000framesfrom GSME trace, and
calledthis referencearaceAB. We divided AB into two sub-
tracesof 100,000frameseach,andcalledthesesubtrace#\
andB. Next, we calculatedthe bestmodelfor subtraceA
usingthe cc metricto determinemodelaccuray (seeSec-
tion 6.1). TheM?3 modelyieldedthehighestcc value,there-
forewe chosethismodelto createa 100,000rameartificial
traceM?,.

To determinethe accurag of the statisticsof artificial
trace,M?,, we calculatedhe cc of theerrorburstanderror
freeburst CDFs(seeSection6.1) betweerM? andtracesA
(0.98and0.90),B (0.98and0.95),andAB (0.99and0.93).
The computedee valuesbetweenM?, and A and between
M3, andB arerelatively closein value (especiallyfor for
error bursts),which indicatesthatthe artificial tracegener
atedby M3 reasonablyaccuratelymodelsotherregionsof a
referencerace.

This analysisshavs thatour modelgeneratiortechnique
is not biasedby a particularsectionof a tracewe areana-
lyzing, but ratherit demonstratethata capturediracecan
beusedto accuratelynodelthestatisticof a particulamet-
work characteristiover along periodof time.

7 Choosingthe BestNetwork Path Model

In this paperwe have presentedwo classicaland two
data preconditioningmodels that capture the error and
errorfree statisticsof network traces. In this section,we
applythe modelvalidationmethodsdescribedn the previ-
oussectionto thecollectedracedistedin Tablel. We shav
thatthe variousmodelsyield differing degreesof accurag
whenusedto emulateanetwork path,metricof interestand
scenario.Then,we comparehe computationatomplexity
andperformancef thevariousmodels.

7.1 Choosing Accurate Models for Collected
Traces

For eachof thecollectedracesn Tablel, wedetermined
themodelparametersor thetwo classicabndtwo datapre-
conditioningmodels.We list the cc valuesfor theerrorand
errorfree burstsCDF of thetracesthe bestmodelchoice,
and the associateestaveragecc valuein Table 3. Ex-
aminingtheerrorburstCDF cc valuesfor the GSME trace
shaws valuesfor the Gilbert, HMM, MTA, andM? models
of 0.74,0.89,0.99,and0.99respectiely. As we discussed
in the previous section,cc valueslessthanor equalto 0.96
indicatemodelsthatpoorly capturethe statisticsof the net-
work and metric being investigated. To betterclarify the
differencedetweena cc of 0.99anda cc of 0.74,we plot
the error burst CDF for the GSME trace modelsin Fig-
ure 12. Examiningthis figure, we can seethat the CDFs
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for the Gilbert andthe HMM modelarenot goodapproxi-
mationsto therealdistribution, thereforewe may conclude
thatcc valuesof 0.74and0.89indicatepoorcorrelationde-
tweenthe artificial tracesandthe actualtrace.Onthe other
hand,a cc valueof 0.99yieldsavery goodapproximation.

Tables4 and5 shav the maximum,mean,andstandard
deviation valuesof the error and errorfree burstsfor the
original and artificial tracesfor eachof the models. Note
thatthosemodelswith meanvaluesthat are similar to the
referencdraces’meanvaluesin generahave highercc val-
ues.

Overall, the resultsshov two important obsenations:
different modelshave varying degreesof successn cap-
turing the statisticalpropertiesof the networks, metric of
interest,and scenario,and, as shavn by the modeling of
IP_2 andGSMD, we still needbettermodelsfor capturing
network pathbehaiors. The Gilbert model performswell
when modelingwired IP networks, however, surprisingly
it is not alwaysaccuratefor IP networks (e.g., IP_2). The
HMM modelaccuratelycaptureserrorburstsin somewired
networks, but is fairly inaccurateat modelingwirelessnet-
works. The datapreconditioningmodelsperformwell at
modelingmary of the networks, especiallythe error burst
portions.However, in generalasshavnin Table5, they are
notasaccuratén modelingthe errorfree bursts. Note that
the sameobsenationis true for boththe GilbertandHMM
models. We believe that future researchshouldfocus on
optimizing the modelingof both error burstanderror free
burstbehavior.

7.2 Model Computational Complexity

Anotherimportantfeatureto considerwhenchoosinga
network model is the model’s computationalcomplexity.
Onemeasuref the compleity of a modelis its execution
time. For example,on a 1.8GHzIntel Pentium4 proces-
sor, themodelingof thelP_1 tracetook 8 secondsisingthe
Gilbert model, 57 secondausingthe HMM model, 7 sec-
ondsusingthe MTA algorithm,and59 secondsising M3,
Note thatthe M3 usestwo 4t order DTMCs, resultingin
a total of 32 states. The HMM model consistsof a single
4t orderDTMC, andit calculateshe outputaccordingto
the state.The costof the HMM is similar to the M3 model.
The MTA modelconsistof onesmall4th orderDTMC for
modelingthe lossy subtraceportion of the trace,while the
Gilbertmodelusesonelarge 15t orderDTMC for modeling
the original trace. The MTA modelhasa lower computa-
tion costthanthe Gilbert becausét only needgo calculate
the transitionprobability for the lossysubtracewhichis a
muchsmallertracethanthe original trace. Overall, we ob-
senethattheM? is the highestcostmodel.

Thus,the choiceof modelmay alsodependon the type
of simulationbeing done. If a tracecanbe generatedn



| Trace | Gilbert | HMM | MTA [ M3 | BestModel | BestAveragecc |
IP_1 0.990.98] 0.990.66 | 0.72,0.95 | 0.99 0.98 | Gilbertor M3 0.990r 0.99
IP_2 0.92,0.81 | 0.19,0.68 | 0.95,0.62 | 0.98 0.94 M3 0.96
IP_3 0.990.99 | 0.980.75| 0.76,0.96 | 0.99 0.98 Gilbert 0.99
WLANE | 0.92,0.74 | 0.73,0.51| 0.990.87| 0.990.73 MTA 0.93
WLAND | 0.93,0.80| 0.29,0.37 | 0.990.54 | 0.98 0.95 [VE 0.97
GSME 0.74,0.92 | 0.89,0.92 | 0.99 0.96 | 0.99 0.94 MTA 0.98
GSMD 0.27,0.74 | 0.71,0.96 | 0.91,0.84 | 0.82,0.82 MTA 0.88

Table 3. Artificial traces, their correlation coefficient (error burst CDF, error-free burst CDF), best
model(s), and average correlation coefficient for best model(s).

| Trace | Original | Gilbert | HMM | MTA | M3 |

IP_1 23,1,0 51,0 7,1,0 62,4,4 13,1,0
IP_2 6374,2,80 4,1,0 594,102,103 | 37,2,4 169,2,9
IP_3 13,1,0 51,0 7,1,0 34,3,3 10,1,1
WLANE 42,2,3 4,1.67,0.54 140,13,15 23,2,2 | 28,2.68,2.68
WLAND | 2212,4,37 8,11 1448,194,206 | 61,4,6 122,4,8
GSME 626,6,17 | 6,1.86,0.40 124,16,16 44,5,6 | 72,6.37,8.21
GSMD 38,20,11 2,1.5,0.87 36,12,12 7,3,3 52,26,18

Table 4. Original and artificial traces’ error burst statistics:

adwance,modelcompleity will belessof anissue. How-
ever, for real-timetracegenerationdevelopersmayneedto
considetboththe complexity andtheaccurag of amodel.

8 Determining the Domain of Applicability

In this section, to better understandthe behaior of
eachof the four models,we obsere themwhile they at-
tempt to capturethe propertiesof a synthetic network.
We first use the three parameterdor classifying traces
(Lezp, EFezp, Laen, definedin Section2) to capturethe
propertiesof a syntheticnetwork andnetwork characteris-
tic of interestandthenidentify the domainof applicability
for eachmodel:for a givencharacteristicof a trace which
modelperformsbestat modelingthat characteristic?

8.1 GeneratingArtificial Traces

We answerthis questionwith thefollowing processwe
begin by generatingartificial traces(using a methodde-
scribed below) for various valuesof L.,,, EF,.,, and
Lgen. Next, for eachmodel and eachtrace,we calculate
the cc for the error and error-free burst CDFs, andthe av-
eragevalueof thesetwo cc values. Note thatthe accuray
of the cc for the error burstsCDF is equally asimportant
asthe accurag of the errorfree burst CDF. However, one
could add a weight to eitherone dependingon the impor-
tanceof obtainingthe correctdistribution accurag for each

maxim um, mean, and standar d deviation.

bursttype. For example,in Table 3 for the IP_1 trace,the
Gilbert,theHMM, andtheM? modelsgive acc for theerror
burstdistribution of 0.99,however, the cc for the errorfree
burstdistributionin theHMM is only 0.66.

To generatartificial tracesfor ourexplorationof domain
analysiswe first choosethreefixed valuesfor the parame-
ter Lqen, 0f 0.2,0.4,and0.7, while for the L., andEF,,
parametersye vary the valuesof eachfrom 0.001to 0.1
in stepsof 0.001. We usethe fixed L4.,, valuesto gener
ate Bernoulli process-basexhndomerrorsinsidethe lossy
state.Notethatthismeanghatinsidealossystatetheoccur
renceof errorsarememorylesgi.e., the next frame's value
doesnt dependon the previous frame's value). The effect
of usinga Bernoulli procesdo generateerrorsis, for small
valuesof L., thatit biasegshedomainanalysisresultsto-
wardsthe simplerGilbert model,insteadof more complex
higherordermodels.However, asthevalue L., increases,
so doesthe likelihood of occurrenceof multiple consecu-
tive error; andthus, the biasswitchestowardshigherorder
modelsbeingbetterchoices.Sincemostrealnetwork traces
will experiencesomedegreeof memory usingthemfor do-
main analysiswould yield resultsthat were almostalways
biasedtowards memory process-basethodels. Thus, we
chooseanartificial tracegeneratiormethodthatwill allow
usto explorethefull rangeof domainanalysisandresults.

We determinethe lossy and errorfree bursts lengths
by using the inversetransformationrmethod[7]. Givena
randomvariable X with a CDF F'(z), the variableu is



| Trace | Original | Gilbert | HMM | MTA | M3 |
IP_1 977,40,70 383,121,90 3500,1033,791 260,55,46 486,156,118
IP_2 3079,50,193 404,239,195 | 5973,1400,1220| 15205,3743,3251 5769,325,489
IP_3 607,17,27 146,81,66 678,254,193 149,45,38 240,68,51
WLANE | 81493,42.00,1306 393,195,159 1799,415,356 331,63,53 2689,219,258
WLAND 5893,11,132 148,50,40 2295,1724,1558 | 2094,294,305 1830,42,90
GSME 20447,114,550 888,535,438 3258,654,563 2927,477,420 | 3453,574,550
GSMD 907,347,253 1107,2805,227Q 523,674,488 2160,4516,3528| 864,1688,1194

Table 5. Original and artificial traces’ error freeburst statistics:

tion.

uniformly distributed betweenO and 1. We can gener
ate a samplevalue of X by generatingu and calculating
r = F~'(u). For anexponentialfunction with parameter
a,u = F(r) =1— e **. Thus,we candeterminer from
z = —In(u)/a.

We summarizethe algorithmfor generatingan artificial
traceasfollows:

1. Choosethe numberof frames,N, to generatein the
artificial trace.

2. The algorithmrepeatshe following stepsuntil all N
frameshave beengenerated:

(a) Determineg;.,,, the errorfree statelength from
the errorfree statelength distribution (i.e., ex-
ponential distribution function with parameter
EF.y).

(b) Determineby.,,, the lossy statelength from the
lossy state length distribution (i.e., exponential
distribution functionwith parametet.,,),).

(c) Generatgy,,, errorfreeframes(i.e., a sequence
of “0” of lengthgiey,)-

(d) Generatéy,,, frameswhereeachframeis aner
ror framewith probability L 4.,.

In examiningthe artificial tracegenerators results,it is
importantto considetthatsomeof the parametewaluesex-
ploredby thetracegeneratoarenotfoundin realnetworks.
As apointof referenceTablel shavsthe parametevalues
for severalsampletracesof realnetworks.

We construcDomainApplicability Plots(DAP) for each
Lg.n, value,whereeachpointin the DAP diagramindicates
thebestmodelfor each(L.,,, EF.,,) pair. Thebestmodel
is definedasthe modelwith a correspondingnaximumav-
eragecc value.Notethat,onboththex andy axes,astheex-
ponentialdistribution parameteincreasesthe statelength
decreaseseeFigurel13).
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maxim um, mean, and standar d devia-

8.2 Model Statistical Accuracy

In this section,we explorethe statisticalaccurag of an-
alytical modelsfor describinga network characteristicsin
particular we evaluatetwo well-known classicalmodels
andour two datapreconditioningmodelsby analyzingDo-
mainApplicability Plot (DAP) diagrams.

Figuresl4,15,and16 shav the DAPsfor L., valuesof
0.2,0.4,and0.7,respectiely. Obsenrethat,for Lg., = 0.2
(seeFigurel4),the Gilbertmodelis bestfor alargeportion
of the graph. Theresultis aswe expectedbecausef the
useof a Bernoulli processto generatdossesin the lossy
state.Here,the error burstlengthis relatively small. As a
result,for a large portion of pointsin this plot, the Gilbert
modelis the optimal choice.However, asthe probability of
errorin thelossystateLg.,, increasestheerrorburstlength
increasesndthus,theregionoccupiedy theGilbertmodel
decreaseandthe M3 andMTA becomebetterchoices.

Furtherexaminationof the resultsshaws thatthe mean
cc valuein this areafor the Gilbert modelis 0.99,while for
this sameregionthemeancc valuefor the /2 modelis 0.98
(seeTable6). Thus,while the Gilbert modelyieldsthe best
results,the M3 also performsvery well for this “optimal-
Gilbert” region (seeSection6 for anexplanationof therela-
tionshipbetweercc valuesandamodel’saccurag). For the
regionwherethe M3 is optimal (the“optimal-7M3” region),
themeancc valuefor the M3 modelis 0.97,while themean
cc for the Gilbertmodelin thisregionis 0.96. In Section6,
we shavedthatce valuessmallerthanor equalto 0.96yield
inaccuratenodels.Thereforewe canconcludethat,for this
network, an Lg.,, valueof 0.2,usingthe M modelalways
yieldshighly accuratenodelswhile the Gilbert modelonly
performsbestfor a subsebf thenetwork parametespace.

Next, we examinethemodelchoicedor an L., valueof
0.4(seeFigurelb). In this DAP diagram therearethreeop-
timal regions. In the “optimal-Gilbert” region, the meancc
valuefor the Gilbertmodelis 0.99. Table6 shovsthemean
cc valuesfor the othermodelsin this “optimal-Gilbert” re-
gion. TheMTA modelperformsthebestoverthelargestre-
gion of theplot, with ameancc valuefor themodelof 0.98.
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Figure 14. Optimal model for Lg.,,=0.2.
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Figure 13. Mean burst length versus exponen-

tial distrib ution function parameter.
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Figure 16. Optimal model for Lg.,=0.7.
As we have shavn in this paper accuratenetwork path

modelingcanenablethe creationof both modelsandartifi-
Thesemodelscanalsobe usedin network pathsimulators
andemulatorgo optimizeboth new andexisting protocols.
We have developedtwo datapreconditioningapproacheo
network modelingthat are betterableto model somenet-
Themaincontribution of this paperis to aid network and
applicationprotocoldevelopersn developingandchoosing
appropriatemodelsfor simulationof network conditions.
As such,in this paper we have proposedhe characteriza-
tion of network conditionsusinga triplet of valuesto ex-

work pathsandmetricsof interestthanclassicmodels.

cial traceghatarestatisticallyindistinguishabldérom traces
betterunderstandin@f network’s andtheir characteristics.

from real networks. We believe that suchmodelscanpro-
vide both predictve anddescriptve power andcanyield a

9 Conclusion
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Figure 15. Optimal model for Lg.,=0.4.
Finally, we examinethe modelchoicesfor a high value

The othermodelsin this “optimal-MTA” region have mean
cc valuesof lessthanor equalto 0.96,which indicatesthat
they areinaccuraterepresentationfor theseregions. For
the “optimal-M3”, the meancc valuefor the modelis 0.97,
of Lgen, 0.7. For this high value, almostthe entire DAP
diagramconsistsof an“optimal-M3” region with ameancc

while the othermodelsfor this region have meancc values
of lessthan 0.93 (i.e., they areinaccuratemodelsfor this

region).
valuefor themodelof 0.98.In thisregion,theMTA models

meance valuewas0.97,whichis alsoverygood,while both
theGilbertandHMM performvery poorly. We believe that
this result can be explained as the inability of traditional
modelsto capturethe long error burstsinside lossy states.
In contrastthe datapreconditioningnodelsarecapableof

accuratelycapturingoothlow andhigh errordensitiesnside

lossystates.



OptimalModel Region
Lden =0.2 Lden =04 Lden =07
Model | Gilbert | M? | Gilbert | MTA | M3 | MTA | M3
Gilbert 099 | 0.96| 0.99 0.96 | 0.91| 0.90 | 0.92
HMM 0.90 | 0.92| 0.89 0.91 | 0.92| 0.64 | 0.77
MTA 0.89 | 0.82| 0.97 0.98 | 0.91| 0.99 | 0.97
M3 0.98 | 0.97| 0.96 0.96 | 0.97| 0.99 | 0.98

Table 6. Correlation coefficient for each L., value (0.2, 0.4, 0.7) and each optimal region.

pressthe lengthsof errorfree and lossy regions and the
error rate in the lossy region. We also proposea simple
methodologyfor evaluatingmodelaccurag and choosing
thebestmodelsfor characterizing network.

The primaryconclusionfrom our analysess thatclassic
modelingtechniqueswvork well for some,but importantly,
notall wired networks. However, whenmodelingdelayand
lossesin wirelessnetworks, the data preconditioningap-
proachesaremoreaccurate Anotherimportantconclusion
is that morework remainsto be donein the searchfor ac-
curatemodels asour evaluationshavs thatall modelshave
accurag limitationsdependingn the characteristicsf the
network undermeasurement.
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